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2016 %2 A 25 H, Lazarus BE AL LI KA KIEAT i+ LI =", Alienvault
SIS 2A Novetta® 5 22 A MV IME D HT H 4B 55 . 2013 4T X 5 [H £ @l LA A1 EEAA 2 7 (1)
DarkSeoul 47 M1 2014 445 R R LML Sk A7) (Sony Pictures Entertainment, SPE)
B B R 5 A2 Lazarus 212 . %4143 = Bk AR IR D = S [ 58, 3 — 2B 40T
ITIWABUN . ORI RN MISHIR. SRl AR,

7E 2015 FIATM I B — N EAEHE RE R AL, WREBUT. 288, BRI
i1 APT ZHZ, B AR DR R KA S Lazarus HAZ HFER. HE—DFA
B %A 2R 2013 FFEHFURFFEE R 2015 GF R B B, i 44 N« 2 717 3l ( Operation OnionDog),
iy 44 E BRI 2015 4 H LA 5 32 EKHT onion city®/EN C&C RS, LABOBEARKD S
44 dog.jpg TR . HOCEREMRML R R HIE 2011 £ 5 HEH. 2452 /0 K = IREF I
o A2 2013 4. 2014 5 7 -8 M 2015 £ 7 H-9 H, fEZEHAHIRE] T 96 M=
fRAY, C&CIk4 . IP N 14 /s

R R R T EAEE RIE KRAT A B Hangul HIETRAL#E, g use
% IR BOEBR S X H AR . A, “PERN” B S TR (Onion City) 1815, filtT
V20 s A T LU T B D P A, AL B S B A B R AE 5 AR FE A4 1 Tor E% L. )
AME L FRATTRN 24T, FRAT 1412 2H 3 0] R A7 AE A8 FH A 0 APT SR A I AR FNBE IR,
H H) 2 Gt HAth A TP 22 0 5N L AT 20 A ig i

! Operation Blockbuster revealed, https://securelist.com/blog/incidents/73914/operation-blockbuster-revealed/
2 Operation BlockBuster unveils the actors behind the Sony attacks,
https://www.alienvault.com/open-threat-exchange/blog/operation-blockbuster-unveils-the-actors-behind-the-so
ny-attacks

® Operation Blockbuster, https://www.operationblockbuster.com/resources/index.html

* 2013 South Korea cyberattack, https://en.wikipedia.org/wiki/2013 South Korea cyberattack

> https://www.fbi.gov/news/pressrel/press-releases/update-on-sony-investigation

® http://onion.link
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https://www.alienvault.com/open-threat-exchange/blog/operation-blockbuster-unveils-the-actors-behind-the-sony-attacks
https://www.operationblockbuster.com/resources/index.html
https://en.wikipedia.org/wiki/2013_South_Korea_cyberattack
https://www.fbi.gov/news/pressrel/press-releases/update-on-sony-investigation
http://onion.link/
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1. ¥IEEB

M R AR SR B R % R @ HWP IR SCR AT D3y HWP SRS S 3k 47
e XFIEASRIh%e, 8w 2R A X RS AT 4 %

Hh Hangul & —#E EA L ZRMDPABAT, TR L HWP (Hangul Word
Processor). Bl [k 1R hEE HWP SCRYSCHE, T LB s A HWP IRl SCrs, ol i B
B X H As H P ARG H T HWP X 30 A B A

i S

_ BAwos  HEOEEXKE
588eef80e6f2515a2e96c9d8fad67d5a BUME B %4
700e94d4e52c4c15ebed24ec07f91f33 W VTS
b9164dd8260e387a061208b89df7bb6b Bl
3c983b300c533c6909a28cef7d7469ba I, f&i
3df1c88ada7dae7fdf9282d2c4375433 PR MO AR S
4ad5d70d79ea5b186d48a10dfdf8085d NG AARF
5fbe59513167be2197c9f8fbf0afa7dd NG GBI
cbcf18e559b87afdd059cae1f03b18d1 B E WS AT 3R
3e9ac32a9418723c93e8de269ad63077 IR A A R
90b36bd4d12f34d556f363d6e5f9564f e EnlSSRea  EN Ar IR

* 1 EMBEXETIER

7 http://www.hancom.com/group.eng_main.main.do
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bk | M 8% | EM EH | =2 EE | J8 EE 01D}
ZhETEH ST ZMAFETH23E 13:43:54 & A
OFA B -EEt g0 cMAETR248 5:41:30
OFAI 2 M AMEN APT-WebServer
=M 2

SAH I EE) 966

SAHSH HTn TEE

SR EEEE R 0 *

EHE: 201 H

ER 80 &

=Zth 41 M

=z 2=

A CE00R) 2= T

. J8. =47k 0 M

?

& 5 #aE HWP i ECHERE M EE

pE=) AR

FEAS MD5 cbcf18e559b87afdd059cae1f03b18d1
BBIERY MD5 9a4fafb0aadf79dee2al17d237eaa931
NE L WA/ E Ty

SRR/ 25,088

(= test1234

B [H] 2014 4£ 7 [ 23 H 13:43:54

B J5 GrE I [H] 2014 4F 7 [ 24 H 8:41:30
==L APT-WebServer

% 2 #B HWP BB B MR
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Bix

thsnwe 30 H HWPiR TR
b
win7Inject.dll install.exe ICEFOGIE | A2 FE
- ZEMS D

DeleteService.exe

. s
MERAR S
C&C
P
2014 2015
Ei#EEEIP  onion.city
XXX _korea.jpg
ERNEHIET (usbman.dll)

EEHUSBIREEN

#Fusbrun.exe,usbrun.ico

B MAautorun.inf3

B 6 Rz
P HWP SCRYAR T HWP IR SRS AT 2228 IS5 eI JG, 2 I 4t H 2 550
faw HI CRARHIAW RRITR . S e e H NS BRI SS, S5RaT. WiRAEsR
SEHWITERE, Wik c&C #HATIEAE, 2014 AERUA B SR P2 R —MEgwID 1P, 8
i HTTP R A A SRR, 2015 SERRASH C&C 4448 —H iy “onion.city”. fE “C&C 7
M7 B SHAT AN A



TEROARDREFH AP —FZ USB IFH, MEBIA USB &N G TG, H—F
BRI THENLARR. MAC Mtk USB JEYL i Th Bk USB B YRGS BRfL 3 c&C
k5545 -

FIAN HWP IR SO il R s D) 5 e 1 B B ThRe, 2B — AN TR

201549 A 8H
20158 A 8H
201547 A 13 H
20148 H9H
201447 A 31 H
2013410 A 25 H
* 3EEAKHES

Dropper

Dropper Bk T EE X 0% HWP SCRY AR LA HWP IR SRS LN, #E—2D LIph%E HWP
SCRYAR E R T 4y N = 2R gwED IPL Onion.city ATIAA B =ANAAS . 20 S84 HE = 22 M C&C
bk 22 et R, X =S MARRL B %o bl 25 S AR N o e P s TR R AN A 2R 6 ) A2 2014 4F
(R R P i K — NS 1P, T TE]2E 2015 4E 1) C&C 44 45— H il onion.city, 5
Hh 2014 N 2015 EIBA B FEAT c&C Hiklt, FEME R LN “hello”, BiE C&C Hb
BERZ “127.0.0.17, BATANIRZEE TIAAS .

Y dropper P47 RLD) BAERE HIRVE I A, MI2x1Ek c&e Hitik, FEHAMAD, FHORAE
Fll%wtemp% H KT, HLARBLXXX_YYY.jpg XML A E NS4, b — B 3RA 145 & 5 1H SRS,
AT IR A FR AR A R L, — R R 1A T BT, Bk T E AR

leepink_kosep 5 [ AR e L

2014 jhryum12_komipo S E R L
wypark_kwater 5 [ K B A 4
Ilhyuny_kospo 55 [ 7 L
vts_korea g [E VTS
zerotaek_korea 5 A

2015 andong4_seoulmetro2 R gk
dydgh80_kdhc 5 [ L R
myforce_humetro2 EAIp:IE S
2060262_smrt3 HI/RPUEAS

® 4 FXFIRBFREYE X
“PRER NG H AR HEDUE R IR R E K A AT L. 2015 4, AR EHIL
o P VTS (MEHACIENRSS ) Mk, ASZEEAZIBALI TTLELLHT 2014 F)—fe Ui,
“PRE” MHZER T 2 1A R RUKBEIR A4S R AL .



USB E dt

TR GFEF H A —F2 USB I, MRIA USB &N G AT, #t—
BN IRE B R B c&C R #

EARPATRAE T LASE T K, USBman.dil IB1TH & K& THENLAFK mac Hibk . ip Hihk.
MoHr H MR . S Agent A AE (K B Agent B AT AL Th O
hXXp://strj3ya55r367jqd.onion.city/main.php, Ui 14 80 (K Dropper IR E ¥ ) #Ha%
Tt S BN 5 A H (TCP LD, o SR TS M — N AN T LB B 1 (R 44 AT 1144 48 4 USB Manager),
W O %) U mF, ¥E F GUID_DEVINTERFACE_USB DEVICE ( USB % #% ) Al
GUID_DEVINTERFACE_DISK (Hi#¥54) [I@ A = .

24 WM_DEVICECHANGE (%4 ZiAFIFERR) TH IS BRI HI Wi 28 2 5 o, & rdfe
8 usbman.dil A EEYE 101 3 usb Fi%E\usbrun.exe, 107 ¥IEF] usb B \usbrun.ico, HrzE
usb 4 #\autorun.inf, 1A E|/BGL USB AL H 1.

SR IO Th IR, A 32 24 H A 1)« THELHLAZFR S 1P ik mac Hudik . 3845 &AL FR. UsB T
de (UsSB KGRI Bi USB 7 A (usB YLK & B HEE I 55 A

(hXXp://strj3ya55r367jqd.onion.city/main.php, ¥4 80), US4 USB EEREHE, X4
FRATFF\EAS 1D, AT AL KL B IR 5545 -

!

UsBE it 2%

b4

LliThRirsag
£a

mENESE

=" BYE" [HIDA

FEER 1018 25 \usbrun. exe, 12)

#iF 1078 Z2FF\usbrun.ico
E Aautorun.inf3{F

5 Busbrun.exeE EREEH

mEHESE
=" BYE" (EIDH
12)

MEHES E
=" BYE™ (AIDX
12)

v

B EUsBManager s mENES 2%
m{{=Ei] (&lID#a3)

7 USB BB AHITRIE (USBman.dll)

4 usbrun.exe #BUEIBATIN, , A0 FEIBE RN LD A& 0% 2 AT IS ] THEHLAA PR mac Hudik
ip Hidik, WAL, A, PC HE AE (PCIEYLRIN) PRS2, WIREABEM, 4R
F ush JERE H B RIF AR\ 1D SCIF, SFEM BRI A% . PR R 106 BHEY test.dll,
GANBCE, N DLL 4REEHAT ush YL test.dll I HEFT Dropper 47 .




ﬁ_-".-.l Al 3
RS

r

& Frest.d
=75,

£ M resrdil

mENES R

FFEE Hm Eevid
ICE TR

B0cERE =4
A
EEEA,

=" ave" (Al

12)

[B] 8 usbrun.exe $1TiRIE

DLUDW
stosh
mov eax, [esp+BBEZ28h+bRes181_0Kk]
test eax, eax
jz short loc_18081614
|

eax, [esp+BB26h+bInfFilenk]

eax, eax

short loc_18881614

h | v ¥
[l s (=

offset allsbI_8
ecx, [esp+BB24h+szUSB]

loc_10001614: ; UUSB 2AH &

=

184h push offset alsbl
BCX lea edx, [esp+BB24h+szUSE]
short loc_18881626 push 184h ; size_t
| push edx ; char =
|
L ]
loc_108881626:
call __snprintf
add esp, BCh H
9 USB &SRR TH/ B RAR Y




ICEFOG J517]

KT ZETV 5 AR ATE R R BRESE S 5 & ICEFOG A iR S? B 7.
S FZE T IfE, ESE KB ICEFOG AR,

3. KiilatE. &P

201355H1H 201310 H10H- 20134F10H25H  2014%F7H13 H - 20148 HoH 2015%F7H10H - 20155F9 HsH
&l B—R £R B=R

201445 1H1H 201551818
201341518 20154610818

& 10 KA E)4h
CPEE ATEhR SRR ARSI, BR T ICEFOG J1T1LAAh, M EHAT I TIEE, W
TG TR AW E AL H R S EYE E HIATE R N o R ERIRAT AT LA it (R RS H 2
B BRI AE 15 RT3 20 15 R4 . 8t BT (ko] DU, Bt A 2013 FHF IR R A2
BEAT RS, HAFZE AR, AN RATVR IEE N 7] 2014 447 8 H 9 H, 2015 452 8
H8H, BEAHMAEF IR,

BEZHM Y PRI [H] FIERE
201549 A 8 H 201548 H 27 H 12
201548 A 8 H 20158 H 5 H 3
201548 A 8 H 201548 H 3 H 5
201548 A 8 H 2015 %7 H 23 H 16
201548 A 8 H 2015 %7 H 10 H 29
20154£7 A 13 H 2015 %7 H 10 H 3
201448 A9 H 2014 %7 H 18 H 22
201448 H9H 201447 H 15 H 25
2014427 A 31 H 201447 H 13 H 18
20134510 A 25 H 2013 £ 10 H 10 H 15

® The Icefog APT: A Tale of Cloak and Three
Daggers,https://securelist.com/blog/research/57331/the-icefog-apt-a-tale-of-cloak-and-three-daggers/




{

00L CheckDate()

int dwYear; /7 ebx@1

char =yi; // edi@1

const char *u2; f/ esi@2

char =y3; // edi@2

const char =ul; 77 edi@3

struct _SYSTEWTIME CurSystemTime; // [sp+18h] [bp-88h]@1
int dwbay; /7 [sp+20h] [bp-78h]E1

int duMonth; // [sp+2uh] [bp-6Ch]@1

char szBuf[268]; // [sp+28h] [bp 68h]E1

GetSystemTime{&CurSystemTime);
du¥ear = B;
szBUF[@] = 8;
menset{&szBuf[1], 8, Bx183u);
dulonth = @;
duwbay = 8;
vl = strstr(az@15y8ngd, "¥Y'');
if (vl )
{
vz = vl + 13
dutear = atoi{a2@15y8méd);
v3d = strstr{vi + 1, "H"});
if { w3}
{
ul = U3 + 1;
duHonth = atoif{v2);
if ( strstr(ul, "D") )
dubay = atoi{vi);
H
H
_snprintf{szbuf, @x184u, "Setting : %d year %d month %d day”,
memset({szBuf, @, Bx184u);
_snprintf(
sZBuf,
8x184u,
“Current : %d year %d month %d day",
CursystenTime .w¥ear,
CurSystenTime .wHMonth,
CurSystenTime .wbay);
return CurSystenTime.wWear >= dwYear
&& (CursystemTime.wYear *= duYear || CurSystemTime.wMonth
&& (CurSystemline.wYear t= duYear || CurSystemTime.wMonth

dwYear, dwHonth, duwbDay};

»= duwHonth)

t= duhonth || CurSystenTime.wbay »= dubay);

E 11 =8 ZEBHAEXKE



$F3E WA

1. A

SRR T, FRATTHA B A VAL HWP IR FEAS & 1 YO B, 2 CL iR, 7 2011
4 nprotect /A V4 R AT T HH I TR AR IR 47
Hangul Word Processor(Hwp)7EiZEL hwp2.0 i AS (R SCARY ), &b 38 2244 44 FR A% strepy BRi
B IR, SR X R, AR5 1 SEH 0%, fil &k A AE T Al 5% J5 48 ] pop pop ret
f84 812176 T Next SEH Record ] shellcode, i3 Kt AT PASAAT & L ACHS
ZIRIRY B HWP 2010 PR R IAZANERA, B R R Fis:
SR RAS
HWP 2002 5.7.9.3047 % 5 BLif A
HWP 2004 6.0.5.764 J% 58 FLiR A
HWP 2005 6.7.10.1053 J% 5 FLAR A
HWP 2007 7.5.12.604 % 5 LR A
HWP 2010 8.0.3.726 J% 5 B A
HWP 2002 5.7.9.3049 J% 5 i A
HWP 2004 6.0.5.765 J% 5 il 4
HWP 2005 6.7.10.1055 J% 5 # i A
HWP 2007 7.5.12.614 J% 5 i A
HWP 2010 8.0.3.748 J% 5 il A
R 5 M HWP HERRA
TR PR BT B S R HWP IR STRY

MD5 CVE /w5
26b416d686ce57820e13e572e9e33cce™® c
de00286f6128fb92002e0c0760855566"* c

= 6 HWP JmiE3c#4%513&R

2. HWP JRiH R4

HWP SZ#F hwp. doc. wps. ppt &, HH hwp £455 hwp2.0. hwp3.0. hwp5.0 =4*
A « hwp2.0 /2 EL B % 30 hwp F2 4T 7 hwp2.0 SO 25 F sh#£ A hwp3.0 153K,

° [Warning] Detected malicious file using HWP file’ s vulnerability ,
http://en-erteam.nprotect.com/2011/07/caution-detected-malicious-file-using.html
1% https://cryptam.com/docsearch.php?md5=26b416d686ce57820e13e572e9e33cce
! https://cryptam.com/docsearch.php?md5=de00286f6128fb92002e0c0760855566



http://en-erteam.nprotect.com/2011/07/caution-detected-malicious-file-using.html
https://cryptam.com/docsearch.php?md5=26b416d686ce57820e13e572e9e33cce
https://cryptam.com/docsearch.php?md5=de00286f6128fb92002e0c0760855566

0480h:

0450nh: ]
0440n: 2 33
04B0Oh: 2 C
04C0nh: AL AR BR RO AL AL BA
04D0h: AL AR BR BA AL AL RBR
04EQh: 00 00 00 00 Q0 00 00
04F0nh: 00 00 OO0 00 Q0 00 00
0500n: 00 0O OO0 00 QO 00 00
0510h: OO 00 00 OO0 00 00 00
00

0520h:

[=]
L]
[=]
L]
[=]
L]
[=]
L]
[=]
L]
SSSS8S88RREEE

AL AR P Y

R
BR
BE
00 00 00
00
00
00
00
nn

AL LR SaasasazzEasazaa

N53Nh: AF AL A1 77 B9 A1 00
=hwp. bt

R

£=12d

4 struct tagFileHeader data
|> char m_szFileVersion[30]
I> char m_szFileInfa[128]
4 struct tagFilelnfo Filelnfo
wchar_t szTitle[56]

4

HWP Document File V2.00

& wehar_t szTheme[56] 0000000000000000000000000000000...
& wehar_t szAuthor[56] 0000000000000000000000000000000..
I» wechar_t szDate[56] 0000000000000000000000000000000...
I struct tagKeyword keyword[2]
I struct tagOther other[3]
4 struct tagFont Font
WORD wCount 48059
| charszName[40] ____[tiBEGiwe ;-T5uiija30E £Al EEVBIC

& 12 HWP iR SCAE 3CA% &N

i =) i
0h 4B8h
0Oh 1Eh
1Eh 80h
9Eh 41Ah
9Eh 70h
10ER 70h
17Eh 70h
1EER 70h
25Eh EOh
33Eh 150h
48Eh 24h
48Eh 2h
[490h ____[28h |

Hwp2.0 ffif% Ox48E AL E T UH /& FAREEH, T A1 & PR B s, BT R4
KN ox28. P27 AP hwp2.0o CHYES, ¥ H CHwp20ToHwp3OFilterLibrary 2% f)
ConvertFilterFileToWorkFile B8 #0543 4 hwp3.0 #% 3, AP 44 45 1)1 H Set20FontList T PR %L



(R

il s =
843945080
84394680 loc_4394600:
B4304688 mou eax, [ebp+8]
84394683 push 28h
B43046A5 lea ecx, [esp+68h+arysrc]
B4324689 push BCX
B4304608A mov ecx, ebp
B4304608C call dword ptr [eax+8] ; CHncArchive::Read
B430468F mov eax, [esp+6hh+var_G5h]
04394613 test eax, eax
04394615 jnz short loc_439462D
ol e [=]

04394617 test
8439461A jnz

di, di

short loc_439462D

ll s =
0439461C =or eax, eax
8439461E mou edi, edi

04394620
04394628 COPY_LOOP:
04394620 mov
04394624 mov
843944628 inc
Bu394629 test
84394628 jnz

cl, [espteax+Gih+arysrc]
[esp+eax+6iah+arybest], cl
eax

cl, cl

short COPY_LOOP

[

Y |
I
4304620
4394620 loc_ 4304620 :
84394620 mov edx, [esi]
B439462F push 28h
84394631 lea eax, [esp+6Bh+arysrc]
84394635 push eax
4394636 mov ecy, Bsi
94394638 call dword ptr [edx+8Ch] ; CHncArchive::Write
84394638 inc edi
8439463C cmp di, bx
8439463F jb short loc_ 4394608

Set20FontList EE 2 HL hwp2.0 SCRY T 0x28 AN, FIHA arySrc[0x28]H, fEFAFE N1

13 Set20FontList 5%

# aryDest[0x28] "', B I AT N Z AT AT 5N 0.

MAENAEF, arySrc B G TH'SHEE 2 aryDest, 2432 UL 3] arySrc )5 — T4 0x3C
HE|T aryDest M1 —NF4F. Witk 5 H &2 filk

T AR 0, REEHCT

C0000005 7 ] 5% .

A

= Sy

FIE



L 03|04 HBo DR 0l {E0 2E U
14 arySrc aryDest P75 44

78 i ik B R RS CHwp20ToHwp3O0FilterLibrary::ConvertFilterFileToWorkFile bR %1% &
) SEH 1d3% .

2T 5k 242 18] 00130000 I, fil% CO000005 4, K ZF| windows 5 AbFEVHRAE,
F] SEH Handler(7FFAC1B1), IHS 55 —A~S%(45 7] 12E4B8.

~ 00120304

i

16 VA SEH IR



TFFACIBL ; i ntdll. Tt iy
: e E& 0

~ 0012DE00

17 pop pop ret 35%
K F) ntdIl.7FFAC1B1,, &/ pop pop ret #5645 . LB pop 154 )5, UL esp 45
7] 12E4B8, shellcode fURLHELAMI E, Retn HUATJEHIKE] T shellcode.

001 2R 4

B3
4B

0xTFFACIBEL

18 FFEEAT shellcode
e RIS H A B IER hwp 3CFY, J5 30 hwp 2007 H3& T 1) hwp.exe, FHAIRES
H3 I tmp.hwp, BT JE 5 msserver.exe (FEZM)), ICEFOG FEA VXA B



4T C&C 1T

PR ATEN AR SRR A AT IS T E S N, IR IR A R RRCAH)
TEMRSE, TEE 2014 FET %D 1P BEATIEE AT 2015 T EER B (Onion.City)
AT NG PR FSCHEASAT C&RC BELIZ XS RO AR o

0 |\ @ 74n

— @ ““““ , @:‘N:wu:“w;b*aeq T hudekldrr‘ onion.city

appcse £ T3 A daegod

19 HAXHE c&C ZEHXE

1. EEMM#HF (Onion.City)

¥ X onion.city ff1.E/& URL

hXXp://uudvekfdmmapdbdm.onion.city/main.php




hXXp://strj3ya55r367jqd.onion.city/main.php
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ATTRIBUTION

As usual, attribution of cyberattacks over the Internet is a difficult task. In the case of
Duqu, the attackers use multiple proxies and jumping peints to mask their connections.
This makes tracking an extremely complex problem.

Additionally, the attackers have tried to include several false flags throughout the code,
designed to send researchers in the wrong direction. For instance, one of the drivers
contains the string “ugly.gorilla®, which obviously refers to *Wang Dong, a Chinese
hacker believed to be associated with the APT1/Comment Crew. The usage of the
Camellia cypher in the MSI VFSes, previously seen in APT1-associated Poison Ivy samples
is another false flag planted by the attackers to make researchers believe they are dealing
with APT1 related malware. The ‘romanian.antihacker” string used in the "portserv.sys”
driver is probably designed to mimic "w00tw00t at.blackhats.romanian.anti-sec” requests
that are often seen in server logs or simply point to an alleged Romanian origin of the
attack. The usage of rare compression algorithms can also deceptive. For instance, the
LZJB algorithm used in some of the samples is rarely seen in malware samples; it has
been used by MiniDuke which we reported in early 2013.
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'® THE DUQU 2.0 Technical Details,
https://cdn.securelist.com/files/2015/06/The Mystery of Dugu 2 0 a_sophisticated cyberespionage actor re

turns.pdf
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stosh

DLUDW
mov eax, [esp+BBEZ28h+bRes181_0Kk]
test eax, eax
jz short loc_18081614
I
mov eax, [esp+BB2Bh+bInFFilenK]
test eax, eax
jz short loc_168081614
¥

offset alsbI_8 ; “"UsSB ZH Hdz= ¢

ecx, [esp+8B24h+5zUSB] loc_18881614: ; "USE 2E I ¢

offset allshl
edx, [esp+BB24h+szUSE]
184h ; size_t

184h
ecx
short loc_18881626

edx ; char =

loc_108881626:
call __snprintf
add esp, BCh

[& 24 USB RRERk IH/ B K

loc_10062B60:

mov ecx, u40h

Xor eax, eax

lea edi, [esp+4CCh+szAgent+1]

mov [esp+4CCh+szAgent], bl

rep stosd

stosw

push offset alAgentR ; " ZAgenti® o
lea ecx, [esp+4DBh+szAgent]

push 1084h ; size t

push PCX ; char =

stosb

call __snprintf

add esp, BCh ;

call GetMachinelInfo ;

lea edx, [esp+4CCh+SystemTime]
push edx ; lpSystenTime
call ds:GetlLocalTime ;
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moy ecx, 9Fh

®0or eax, eax

lea edi, [esp+8B2Bh+szBuf]
rep stosd

moy eax, ebp

lea ecx, [esp+BBZ2Bh+szBuf]
sub eax, esi

push eax ; size t
push esi ; char =
push ecx ; char =
call _strncpy ;

mou edi, offset allsbMS ; ";USBAZ =™
or ecx, HBFFFFFFFFh

xor eax, eax

lea edx, [esp+BB2Ch+szBuf]
repne scash

not ecx

sub edi, ecx :

push 3 ; dwPacketlID
mou esi, edi

mou edi, edz

mou edx, eCcx

or ecx, BFFFFFFFFh

repne scash

mou ecx, ed=

dec edi

shr eCX, 2

rep movsd

mou ecx, edx

lea eax, [esp+BB3Bh+szBuf]
and ecx, 3

push eax ; PBuf
rep movsh

call SendPacket ;

26 USB EiEHE

aaa esp, Zan
1lea eax, [esp+BB1Bh+szlevicePath]
1lea ec¥, [esp+BB1Bh+szDateTime]
push offset aPcl : "PC ZHH M4
push edx

push eax

push offset szIP
push offset ag_ @8 8 @ ; “"B.6.8.98"

push offset szHac

push offset szUserHame

push offset szComputerHame

push eCx

push offset aSSSSSSSCS ; %S %o ¥scis s ¥s i ko s
1lea edx, [esp+8BIBh+sz5endBuf]

push 635 ; size t

push edx ; char =

call __snprintf :
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