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Recently, at the SAS conference | talked about “Funky malware formats”—atypical executable formats used
by malware that are only loaded by proprietary loaders. Malware authors use them in order to make static
detection more difficult, because custom formats are not recognized as executable by AV scanners.

Using atypical formats may also slow down the analysis process because the file can’t be parsed out of the
box by typical tools. Instead, we need to write custom loaders in order to analyze them freely.

Last year, we described one such format in a post about Hidden Bee. This time, we want to introduce you
to another case that we discussed at the SAS Conference. It is a sample of Ocean Lotus, also known as
APT 32, a threat group associated with Vietham.

Sample

49a2505d54c83a65bb4d716a27438ed8f065c709 — the main executable

Special thanks to Minh-Triet Pham Tran for providing the material.

Overview

The sample comes with two elements —BLOB and CAB—that are both executables in the same unknown
format. The custom format is achieved by conversion from PE format (we can guess it by observing some
artifacts typical for PE files, i.e. the manifest) However, the header is fully custom, and the way of loading it
has no resemblance with PE. Some of the information from a typical PE (for example, the layout of the
sections) is not preserved: sections are shuffled.
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Origin
This sample is from June 10, 2017, from the following email:

-{CA Vietnamese~ > English=  Translate message Turn off for: Vietnamese x

Gidi thiéu 58 tay Phap Iy cho cac nha hoat ddng nhan quyén.
An phdm nay do Khéng Gian Nhan Quyén bién soan.

Khing Gian Nhdn Quyén (HRS) 1a mét khdng gian chia sé& gia tri va kién thire cla nhitng ngwéi hoat dong trong linh vire thic
ddy va bdo v& nhan guyén & Viét Nam.

HRS mong mudn tré thanh mét noi chia sé théng tin va tri thire vé cac chudn muc nhan quyén cho nha nudc, cac td chie x3 hoi
dan s, giti doanh nhan va nguwdi dan. HRS ciing mong mudn trér thanh mot ddi tac tin cdy trong nhitng nd luc chuyén tdi va
thurc hanh cac chudn muyc nhan quyén trong cac linh vire doi sdng hudng tai xay dung mot x3 hdi binh déng, tw do va ton trong
nhan pham cua tat cd moi nguwdoi.

Pham L& Virong Cac.

B 54 tay vin dé phap ly cho cic nha hoat déng nhan quyén....

Content of the phishing email, along with its attachment

The title “S6 tay véan dé phap Iy cho cac nha hoat ddng nhan quyén” translates to: “Handbook of legal
issues for human rights activists.” It’s a subject line for a spear phishing campaign targeting Viethamese
activists.

The malicious sample was delivered as an attachment to the email: a zipped executable. The icon tried to
imitate a PDF (FoxitPDF reader).

An executable with FoxitFDF icon

So tay van
de phap ly
cho cac
nha hoat ...
Behavioral analysis
After being run, the sample copies itself into % TEMP%, unpacks, and launches the decoy PDF.
AppData » Local » Temp
- Share with + Mew folder
MName : Date modified Type Size
% {93C8A386-0E08-0E2C-A954-4E50961 2EDEAT L.exe 2017-06-2617:43 Application & 067 KB
|&| {581D83F0-09C8-0D80-AFB5-EBBAGIE09AE6] Lpdf 2017-06-26 17:44 Firefox HTML Doc... 6194 KE

The main executable and the decoy copied to the Temp folder

While the user is busy reading the launched document, the dropper unpacks the real payload. It is dropped
into C:\ProgramData\Microsoft Help:
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b Local Disk (C:) » ProgramData » Microsoft Help

Mew folder

Mame i Date modified Type Size

% hp&000.dIl 2017-06-26 15:58 Application extens... 93 KB
M5.EXCEL.15.1033 hxn 2017-04-02 22:51 HXM File 1KE
MS.GRAPH.15.1033.hxn 2017-04-02 22:50 HXM File 1KE
M5.MS0UC15.1033 hxn 2017-04-02 22:50 HXM File 1KE
M5.MSPUB.15.1033 . hxn 2017-04-02 22:51 HXM File 1KE
MS.POWERPNT.15.1033.hxn 2017-04-02 22:51 HXM File 1KE
MS.SETLANG.15.1033. hxn 2017-04-02 22:50 HXM File 1KE
MS.WINWORD.15.1033 . hxn 2017-04-02 22:52 HXM File 1KE
nslist.hxl 2017-04-02 22:52 HXL File 2KE

|| SPORDER.blob 2017-06-26 15:58 ELOE File 1191 KB

[% SPORDER.dII 2017-06-26 15:58 Application extens... 6002 KB

= sporder.exe 2017-06-26 15:58 Application 23 KB

@Lsparder.vhs 2017-06-26 15:58 VBScript Script File 1 KB

All the elements of the malware unpacked

The dropper executable is deleted afterwards.

The malware manages to bypass UAC at default level. We can see the application sporder.exe running with

elevated privileges.

Persistence is provided by a simple Run key, leading to the dropped script:

Hf HKCU\SOFTWARE \Microsoft\Windows \Current Viersion\Run
WinSock2 reorder service providers_Background Service

Added run key (view from Sysinternals Autoruns)

The interesting factor is that the sample has an “expiry date” after which the installer no longer runs.

Internals

¢ \programdata‘microsoft help‘sporder vbs

The main executable sporder.exe is packed with UPX. It imports the DLL SPORDER.dII:
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| Disasm: UPX1 | General | DOS Hdr | File Hdr | Optional Hdr Section Hdrs B0 Imports "0 Resources 0 Secu
o+
Offset Mame Fune. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder
1AEBD KERMEL22.DLL 3 FALSE a ] ]
1AC4 ADVAPIR2.dII 1 FALSE 0 0 ]
1ADE COMCTLI2.dII 1 FALSE 0 ] ]
1AEC MSVCRT.dII 1 FALSE 0 0 ]
1B00 SPORDER.dII 1 FALSE 0 ] ]
1B14 LUSER32.dII 1 FALSE 0 ] ]
1B28 Ws2_32.dll 1 FALSE a ] ]
SPORDER.dI [ 1entry]
Call via Marme Ordinal Original Thunk  Thunk Forwarder Hint
11F578 WSCWriteProviderQOrder - - 11F624 - ]
Import table of SPORDER.exe (view from PE-bear)
SPORDER.dIl imports another of the dropped DLLs, hp6000.dll:
Offset Mame Fune. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder MameRVA FirstThunk
9736F hp&000.4ll 1 FALSE 97342 0 0 97397 973AA
hps000.dl [ 1entry]
Call via Marne Ordinal Original Thunk  Thunk Ferwarder Himt
97384 DIGetClassObject - 97382 97382 75

Import table of SPORDER.exe (view from PE-bear)

The key malware functionality is, however, not provided by any of the dropped PE files. They are just used

as loaders.

As it turns out, the core is hidden in two unknown files: BLOB and CAB.

Custom formats

The files with extensions BLOB and CAB are obfuscated with XOR. After decoding them, we notice some
readable strings of code. However, none of them are valid PE files, and we cannot find any of the typical

headers.

BLOB

The BLOB file is obfuscated by XOR. We can see the repeating pattern and use it as an XOR key:

| SPORDER.blob |

Offset (h)

QOa00000
Q0000010
QOo00020
Q0o00030
Q0a00040
00000050

00 01 02 03 04 05 06

20 48 47 03 8B FE A8 E1 84 99 (QE
QE 00 8B FE AE E1 BA S5
gk 55 QE 00 8B FE A8 E1 84 29 (QE
gk 55 QE 00 8B FE A8 E1 84 29 (QE
gk 55 QE 00 8B FE A8 E1 84 29 (QE
gk 55 OE 00 8B FE &8 E1 84 8% (OE

&L 99

07 08 09 04 oc
8B
8B
8B
8B
8B

8B

OE

SPORDER.blob (original version), the repeating pattern is selected

HEHEHEE o
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As a result, we get the following clear version: 2e68afae82c1c299e886ab0b6b185658

BLOB'’s header:

Offset (h)

00000000
00000010
00000020
00000030

00 01 02 03 04 05 08 OT7 08 09 04 OB

bA D1 45 03 00 OO0 00 OO OO0 OO0 00 00
00 00 00 00 OO0 OO0 OO 00 OO0 00 00 00
00 00 00 00 OO0 OO0 OO 00 OO0 00 00 00
00 00 00 00 OO0 OO0 OO 00 OO0 00 00 00

oc

oo
oo
oo
oo

oD

BO
oo
oo
oo

OE

11
oo
oo
oo

The BLOB file looks like a processed PE file, however, its sections appear to be in swapped order. The first
section seems to be .data, instead of .text.

We can see visible artifacts from the BZIP library and C++ standard library.

CAB

The CAB file is obfuscated with XOR in a similar way, but with a different key:

i SPORDER.cab |

Off=ec(h

00000000
00000010
00000020

}

00 01 02 03 04 O5 Oe O7 08 09 OA OB

D> 31 D8 08 36 45 7B F1 9F Eg& 01 00
SF E&8 01 00 36 459 7B F1 9F E& Olpgue
9F Eg& 01 00 36 45 7B F1 9F E& 01 00

oc

3a
3a
3a

oD

39
49
49

OE

TR
TH
TH

oF

Fl
Fl
Fl

G1R.6T{AzE. .69z0
zC. .6I{nze.|.6I{n

z2E..6I{nzc..6I{n

When we apply the key, we get an analogical clear version: b3f9a8adf0929b2a37db7b396d231110

Offset (h)

00000000
00000010
00000020

0

0 01 02 03 04 05 06 07 08 09 04 OB

44 DS DS 08 OO0 OO0 OO OO0 OO0 00 OO0 00

0
0

0 00 OO 00 OO OO0 OO0 OO0 OO0 OO0 00 OO0
0 00 OO 00 OO OO0 OO0 OO0 OO0 OO0 00 OO0

ac

a0
a0
a0

oD

T0
00
00

OE

01
00
00

This sample also has a custom header, which does not resemble the PE header. However, we found
sections inside that are typical for PE files, for example, a manifest.

00014040
00014050
00014080
00014070
00014080
00014080
000140480
00014080
000140C0
00014000
000140ED
000140F0

Loader

oo
09
E4
79
85
&F
85
3E

=)
(=]

el
A
73

00 00 00 00 OO0 OO0 OO0 04 00 Q0 00
04 00 00 48 OO0 00 OO 58 40 01 00
04 00 00 00 OO0 00 OO0 3C 01 T3 73
20 78 el &C BE 73 3D 22 75 T2 &E
el 81 73 2D 6D &% &3 72 &F T3 6F
el 2382 61 73 6D 2E Te 31 22 20 eD
73 74 56 65 T2 73 82 6F eE 3D 22
oD 0& 20 20 3C 74 72 75 73 T4 49
el &C 6E 73 3D 22 75 T2 BE 3R T3
73 2D 8D &9 &3 72 &F T3 &F &6 T4
6l 73 eD 2E Te 33 22 ZE OD 0& 20
65 &3 75 T2 88 T4 T8 ZE OD 0&A 20

a0
s4
685
34
a&
6l
31
6E
683
2D
20
20

00
01
el
T3
T4
6E
ZE
-1

=1
(=]

63
20
20

01
00
B2
63
2D
63
30
&F
65
&F
20
20

00
&C
68
63
11
22
20
&l
&l
3C
20

v xmlns="urn:=ch
emas-microsoft-c
om:asm.v1l" manif
gestVersion="1.0"
>.. <trustInfo
mlns="urn: schem
as-microsoft-com
rasm.v3T>. . <
security>. .

As it turned out, both files are loaded by hp6000.dll: 67b8d21e79018f1ab1b31e1abal6d201

The loading function is executed in an obfuscated way: when the DIIMain is executed, it patches the main

executable that loaded the DLL.

https://blog.malwarebytes.com/threat-analysis/2019/04/funky-malware-format-found-in-ocean-lotus-sample/

522


https://www.virustotal.com/#/file/f3f62d0813c1226316e12d0d403bad475b6f0128918a845695686d4b9359c546/detection
https://github.com/google/bzip2-rpc/blob/master/bzlib.c
https://www.virustotal.com/#/file/a87d6c0ef82bd430e7b54de5b41668bf2f1fa688e45206c871f259508653d006/details
https://www.virustotal.com/#/file/806d6f36e39de3c1775e0856227aab65f5772d6111101189651b67dd9e6d81f4/detection

4/23/2019 "Funky malware format" found in Ocean Lotus sample - Malwarebytes Labs | Malwarebytes Labs

First, the file name of the current module is retrieved. Then, the file is read and the address of the entry
point is fetched. Then, the analogical module that is loaded in the memory is set as an executable:

leeelBss push ebx

leealads push edi

leealas? mov edi, [esi+3Ch]

leealash mov ebx, [edit+esi+5eh]

1888188E add edi, esi

leaaleds lea ecx, [esp+21Ch+Tl0ldProtect]
leaaledd push ecx ; 1pfloldProtect
1821895 mov [esp+228h+fl0ldProtect], @
leaaledd mov edx, [edi+5eh]

leealBi8 push 48h ; TlNewProtect
18881BA2 push edx ; dwsize
leealBi3 push esi ; lpaddress
1e88les4 add ebx, esi

lesaless call ds:VvirtualProtect ; EXECUTE_READ WRITE
leaaless ; size=8x1Co88
1aaal18AC test eax, eax

Using VirtualProtect to make the main module writable

Finally, the bytes are patched so that the entry point will redirect back to the appropriate function in the
loading DLL:

TEA LD 5

1881138 loc_leesllze:

18661138 mov cl, 98h

18881132 mov [eaxtesi], cl

18281135 mov [eaxtesitl], cl

18281139 mov byte ptr [eaxtesi+2], @BEh

1888113E mov dword ptr [eaxt+esi+3], offset to_execute loader
18881146 mov byte ptr [eax+esi+7], @FFh

1e8ell4E mov byte ptr [eax+esi+d], BEBh

leeellse mov [eaxtesi+s], cl

Patching the entry point of the main module, byte by byte

This is how the entry point of the main module looks after the patch is applied:

Hex Dis=aam

=
21

The Entry Point of the main module (sporder.exe) after patching

We see that the Virtual Address (RVA 0x1210 + DLL loading base) of the function within the DLL is moved
to EAX, and then the EAX is used as a jump target.

The function that starts at RVA 0x1210 is a loader for BLOB and CAB:
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18881218 to_execute_ loader proc near
leealzle

18881218 ms_exc= CPPEH_RECORD ptr -18h
legelzle

le@a121@ ;  unwind { //  except handlerd
1eae1218 push ebp

18661211 mov ebp, esp

1eaa1213 push @FFFFFFFEh

18881215 push offset stru_lee1587s
18881214 push offset _ except_handlerd
1888121F mov eax, large fs:8

leeel1225 push eax

Beginning of the loading function

This redirection works, thanks to the fact that when the executable is loaded into the memory, before the
Entry Point of the main module is hit, all the DLLs that are in its Import Table are loaded, and the DIIMain of
each is called. Just after the DLLs are loaded, the execution of the main executable starts. And in our case,
the patched entry point redirects back to the DLL.

Inside the function loading BLOB and CAB:

Filename = @;

memset(&v7, @, @x286u);

GetModuleFileNameld(®, &Filename, @xl6du);

lstrepyW( (LPWSTR)&String2, &Filename);

szlongPath = @;

memset(&v3, @, @x286u);

if { GetLongPathNameW(&String2, &szlongPath, @xledu) )
lstrcpyW( (LPWSTR)&String2, &szlongPath};

IstrcpyW( (LPWSTR)&pszPath, &String2);

PathstripPathW( (LPWSTR ) &pszPath});

lstrcpyW(&word 18817C18, &String2);

Dothbempuari]leSpeck({Bword 166817C18);
StrepywWiasrlongPath, &pszPath);

PathRemoveExtensionW(&szlongPath);

Stringl = @;

memset(&vS, @, @x286u);

1strcpyW(&stringl, L"Local\\{@76B1DB@-2C@1-45A5-BD0OA-BCFSDE418DCE}");

IstrcatW(&stringl, &word 18011AE8);

lstrcatW(&stringl, &szlongPath);

if ( get_username(&stringl) )

i
vl = B8;
env_var = check_environment_var(&v1}); ffoset @' if environment var is empty
if { vl || !'create process() )
{
switch ( env_wvar )
i
case 1: foat - T
set_next_state and restart();
break;
case 2:
store_info_set next state(); P S
break;
case 3:
create mutexl(};
] O I.E
break;
I
1

The function loading BLOB and CAB
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As you can see, the CAB file is loaded first:

Executing the function loading CAB file
(unconditional)

Further, we see this function retrieving some
environmental variable. This variable is used to
store the state of the application, and is shared
between consecutive executions. Depending on
this state, one of multiple execution paths can

be taken.

1a@813ER
laealiFe
1eeal3Fs
leeal3Fy
laeal3Fc
legalaa
leealday
laealaal
leealdale

The name of the variable is created by concatenating:

push
push
call
push
call
call
push
lea

push

offset String2 ; lpString2
offset word_18817C18 ; lpStringl
esi ; lstrcpyw

offset word_18817C18 ; pszPath
ds:PathRemoveFileSpech

load cab

offset pszPath ; lpString2

edx, [esp+62Chi+szlongPath]

edx 3 1pStringl

1. hardcoded string: L”Local\{076B1DB0-2C01-45A5-BD0A-0CF5D6410DCB}’
2. the name of the executable
3. a local username

pus U
push eax

call sporder.F9283E0
add esp,C

push 104

lea ecx,dword ptr
push ecx

push sporder.F338158

call dword ptr ds:[<&GetEnvironmentvariablews=]
mov esi,eax

€all dword ptr ds:[<&GetLastError>]

test esi,esi

jne sporder.F927027

cmp eax,CB

jne sporder.F32700E

push sporder.F334218

push sporder.F338158

call dword ptr ds:[<&SetEnvironmentvariablew:=]
push &4

€all dword ptr ds:[<&S1eepx]

mov eax,1

pop esi

mov ecx,dword ptr
HOr BCK,esp

£all sporder.F9276C9
add esp,20C

ret

ss:[fesp+3l

ss:fesp+z0s]

Setting the variable name

F938158:L"Local \\{076E1DE0-2C01-45A5 -BD0A-0CF5D64100CE}_sporder_tester™

F338158:L"Localy {076B1DE0-2C01-45A5-ED0A-0CF5D6410DCE}_sporder_tester”

The content variable may be one of the following: ‘@’, ", If it is empty, the first value ‘@’ is set. Those
variables are translated to particular states that control the flow.

¢ ‘@’ -> state 1
e > gtate 2
e “->gtate 3

The main process is restarted on each state change. Finally, the state 3 creates mutex and loads the file
with the BLOB extension.
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L 4 L J
g laeal4DF
180e140F loc_leaaldiDF:
ar_4] 188814DF cmp esi, 3
188814E2 jnz short loc_l@@e8l14EE
cookiefd ; _ security_check_cookie(x) ™

Ll 1 55

leeel4Ed call

heee14es call load_bloh

create_mutexl

[

Final state: setting the mutex and loading the BLOB

The mutex name is the same as the variable name, but with a suffix “_ M” added:

BF357ES1
BF3E7EZE
BF3ICFE2E
BF3IEFEZE
BF3IEFE43
BF3IETE47
BFISFE45
BFIEFE4E
BFIEFEES
HFIEFEET
HFIEFEEE
BFIEPESE
BF357EE]
HF3E7PEEE
BF 35 FEC4

BF3IEFEEC

HMOW WORDE FTR SS5: [ESF+ERCT, AR

CALL sporder.BFz583B8

HOD ESP, @10

PUSH sporder.BF268158

LEA EDX,DWORD FTR S5: CESF+@x4]

FUSH ED®

CALL DWORD PTR DS: [<&KERMELSZ. lstropwhl:]
FIUSH sporder.B@F364224

LEA EAX, DWORD FTR SS5: [ESF+ER4]

FLUSH ERR

CALL DWORD FTR D5: [<&KERMELZZ. lstrocatl:]
LEA ECx, OWORD FTR SS5: [CESF]

FIUSH ECH

PUSH Gl

PUSH Gui

CALL DWORD PTR D5: [<%KERMELSZ.CreateMutexll:]
HMOU OWORD PTR DS:[@xF3c83641, EAX

Setting the mutex

String2 = "Local-{B75E10BE-2081-45A5-BDBA-BCFS0e4180CE Y sporder_tester™
[Stringl = FFFFFFFE

letrcpull
StringTofdd = "_M"

[ConcatString = "Local-~{A7Y&E10EA-2CH1-45AS-BDAA-ACFEDA41A0CE Y _sporder_tester_H™
l=trcatll

Initiallwner = TRUE
pSecurity = LL

[Mu texMans = "Local~{B7EE1DBE-2CH1-45AS-EB0DBA-BCFE0E4180CEY_sporder_tester H™
CreateMutexll

While the application runs, we can see the BLOB being loaded in executable form inside the main module’s

memory:

> 0680000
4 0x950000
0x950000

» Oxb&0000

» 0x 1000000
» 0x 1120000
» Dx1d20000
» Dx6dce0000
» Dx6de80000
» Dx70b 10000
» 0x 74210000
» 0% 74ab0000
» DxF4ac000n
» 0x74de0000
> 0x74F10000
> 0% 74F20000
» 0%753d0000
> 0x 75440000
> 0x755f0000
> N 7S 7000

Mapped 2876kE R C:\Windows\Globalization\Sorting\So. .. 156 kB 156 kB 156 kB
Private 1140 kB RWX 1140 kB 1140 kB
Private: Commit 1140kB RWX 1140 kB 1140 kB
Private &4kBE RW
image Lianka wex | ) SPORDER.exe (5012) (0:950000 - Oxa6d000) [ ]
Mapped 1228818 R 00001270 &6 61 6c 73 65 00 00 00 74 72 75 €5 00 00 00 00 £al3e...TIUe.... A
Private 5120kB RW 00001280 3c d2 96 00 5d bb 96 00 1d b3 96 00 £3 be 96 00 €euu]euneeeennnn.
Image 528 kB WCX 00001290 fe bd 96 00 b9 c2 96 00 41 c2 96 00 98 cd 98 00 vuuuesn. Bovuvuns i
Image 112kB  WCX 00001220 6= c9 96 00 7c c& 96 00 35 cb 96 00 a8 70 97 00 R...l...5....p..
Image 24KE  WCX 000012b0 2& 51 97 00 &1 1d 97 00 61 89 96 00 bd 22 97 00 (Qe.3...83....".
Image J0KE WOX 000012c0 56 d7 96 00 24 8a 96 00 b2 94 97 00 86 a0 97 00 Veeebewennennnn.
Image SBKE WCX 000012d0 0d 2d 97 00 83 43 97 00 le 8¢ 96 00 cC B¢ 96 00 .—...Covnnnnes
Image 2kE Wox 000012e0 00 &d 96 00 eg 7b 97 00 bd 78 97 00 c8 79 97 00 ..... [on X...¥.
00001280 b1 &0 9k 00 7a 62 9b 00 02 &5 9k 00 72 00 62 00 . ..zb...e..r.b.
Image 2728 WCK 00001300 00 00 00 00 Oe 19 99 00 &5 1c 99 00 40 17 99 00 ........ e...B..
Image 24kB  WCX 00001310 95 93 9z 00 40 17 99 00 76 &5 63 74 6£ 72 3c 54 ....B...vector<T
Image 290kB  WCX 00001320 3 20 74 6F &f 20 &c &f 6e 67 00 00 62 &1 &4 20 > too long..bad
Image 108 kB WCX 00001330 &3 &1 73 74 00 00 00 00 00 00 00 00 &3 6 73 5 CAICevenn... ios_
Image 45kE WOX 00001340 62 61 73 65 3a 3a 65 6f 66 62 69 74 20 73 65 74 base::eocfbit set
Image T 00001350 00 00 00 00 69 &£ 73 SE 62 61 73 65 32 32 66 61 ....ios base::fa
) 00001360 69 6c 62 69 74 20 73 65 74 00 00 00 69 &F 73 5 ilbit set...ins
Trmanes 124 kR WX —

Memory of the sporder.exe, view from Process Hacker

By comparing the format that is loaded in the memory with the format that is stored on the disk, we can see
that the beginning and the end of the BLOB is skipped in the loading process. So, we can guess that those
parts are some headers that contains the information necessary for loading, but not for execution. The
header at the beginning of the file will be referenced as Header1, and the one at the end (footer) will be
referenced as Header2.

https://blog.malwarebytes.com/threat-analysis/2019/04/funky-malware-format-found-in-ocean-lotus-sample/
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The Header2 file in the memory vs. its equivalent on the disk:

lekE0z OO OO0 OO OO0 OO OO OO0 OO | ..o a-- lekE0z OO OO0 OO OO0 OO OO oo oo | ---.oaa--
1&FES2: 00 00 Q00 Q00 Q0 00 00 00 |..._....- 1&FE8: 00 00 00 Q0 00 00 00 00 |.-.......
1&FF0O:- 00 00 Q0 Q00 Q00 00 00 90 |..._...._ 1eFFO0- 00 00 OO0 QOO0 00 00 00 00 |.-......
1&FF8: 00 00 Q0 Q00 Q00 00 00 00 |......-- 1eFF8: 00 00 00 Q0 Q00 00 00 00 |.-.-..-.
17000z 00 00 Q00 00 Q00 00 Q0 90 |.......- 17000z 2O 21 00 00 3D 01 Q0 Q0 | !..=._.
17008:- 00 00 00 00 00 00 00 00 |.......- 17008z 01 00 00 00 EC 1D 01 00 |....&...
17010:- 00 00 Q00 Q00 00 00 00 90 |..._....- 17010z 01 00 00 00 FC 58 00 00 |..._dx_.
17018:- 00 00 Q0 Q00 00 00 Q0 90 |..._..._.- 17018: 01 00 00 Q0 S0 B5 00 00 |._.._.._..
17020z 00 OO0 OO0 00 00 OO0 00 90 |..--.-.-- 17020z 01 00 00 00 EC 22 00 00 | ___é$__
17028:- 00 00 OO0 QOO0 Q0 OO 00 00 |.......- 17028:- 01 00 00 00 EC 1R 01 00 |..._.&...
170320z 00 00 Q00 Q00 00 00 00 90 |.......- 17030:z 01 00 00 00 Bl B4 00O 00 |._.._.+"_.
Comparing the memory dump with the raw file
We also found that some of the addresses were relocated (the new Image Base was added).
Reversing the reversed PE
The files with both extensions CAB and BLOB are loaded by the same function:
Start End Name Type Args Is refered by
10002660 10002edc to_read_and_load_custom int _cdecl (LPCWSTR IpFileMarne, int blob_object] 2
int __cded to_read_and_load_custom (LPCWSTR IpFileMame, int blob_aobject)
Is refered by 2: Refers to 45:
Fu:urei;;n Val. From Address
load_cab 100017 eb
load_blob 1000160c
View from IFL (Interactive Functions List)
The core of the loader is in the following function:
This is the function that we need to analyze in IUmLLLY LUl iwwmeLud.
order to make sense out of the custom format. 188@2E85 push  ebp
18@82E86 push ebx
) . . 18882E87 mov ecw, edi
Let’s take a look at the loading process itself. 18BAIERT mov esi. edx
_ _ ) 18882EBE call tlu:l-ad_custcl-m_fcl-rmat
First, DWORD of the Header1 is skipped. Then, 18862E98 mov dword ptr [esi], 2E2E2E2Eh
we have two DWORDSs that are used as an XOR laea2e36 mov edi, eax
18882E9E mov eax, [esp+7dh+var_34]
key. Once they are fetched, the rest of the header TRAAIEGE war asi  mcd

is decoded.
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TILEZECE
TIEEZECE
TIEE26CE
TI0E26CH
TIEEZECE
FIeE2a0E
FILE2E02
TILE2604
TRLEAZE07
7IEA260E
LG
TIEEZEER
TIEE26E2
TICE2EE4
TILE2EES
TILEZEES
TIEBZEER
TIEEZEEC

1 [
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LERA EDX,OWORD PTR DS:[CESI-ExC]

MO EDI, EDE

SHR EDI,E:2

a0R ERX, ERR

MOU OWORO FPTR S55:[ESF+E::2C1, EDX
TEST EDI,EDI

JEE SHORT SPORDE_1.73eB2cEd

MOU ECH, ERX

AMD ECH, @=1

MOU ECH, OWORD PTR DOS:[EER+ECK#4+E14]
A0R DWORD PTR D5: [EBX+ER=#4+B8:C1,ECH
IMC ERX

CHMF ERX,EDI

JE SHORT SPORDE_1.73ebdzel2

#OR ESI,ESI

AOR_ECH,ECH

TEST EDI,EDI

JEE SHORT SPORDE_1.73e8z274R

LER ESF,OWORD PTR 55:[CESF]

Jump is MOT taken
raeBzel2=SPORDE_1. F3c@zelz2

Address |Hed dump ASCII

AE4EEAES (BB TH Bl BA|AE OO BB BE| BB BE B8 BA|9F ES A1 88| .pB. ... .00 ERE.
BEdEEAEd [ 36 49 FE F1|9F ES @1 88|36 49 ¥B F1|9F ES @1 88| &I{-ErA.61{"ERA.
BE4EEATS( 36 49 FE F1|9F ES @1 88|26 49 7B F1|9F ES @1 88| &l{~&rA.&1{"ERA.
AR4EEAS4( 26 49 FE F1|9F ES 81 88|26 49 VB F1|9F ES 81 88| &I{~&rA.&I{ERA.
ARdEFERTAl 22 4G PR F1laF FR @1 AEl 28 49 PR F1laF FR At @el ETresmm T4 AeR

After applying the key, we get the content of the file in its clear form. The next value from the headers is
used in the formula calculating the size for loading the executable part of the module. In the currently
analyzed case (the CAB file), it is 0x17000:

Offset (nh) 00 01
00000000 4A D9
00000010 00 00
00000020 00 00
00000030 00 00
00000040 00 00
00000050 00 00

Header 1 at the beginning of the CAB file,

0z
LS
00
00
00
00
0o

03
08
00
00
00
00
0o

04

00
00
00
00
00
0o

05

00
00
00
00
00
0o

0a

00
00
00
00
00
0o

o7
00
00
00
00
00
0o

08
o0
o0
o0
o0
o0
oo

09

o0
o0
o0
o0
o0
00

OR

o0
o0
o0
o0
o0
00

o0
o0
o0
o0
o0
00

oo
oo
oo
oo
oo

decoded

oC OD QOE OF

00 7O 01 00
oo
oo
oo
oo
oo

oo
oo
oo
oo
oo

oo

So, 0x17000 + 0x2000 is the size of the memory that will be allocated for the payload.

Example (from CAB file):

leea2iaC
lpea2ioF
leeazdvl
leea2d sy
leea2dic
leea2i?D
laaa2ise
laea2iaz
leeazise
laeaziags
loga2ish
lp@aaias

mav
push
lea
push
push
lea
push
mav
lea
mav
call
mov

https://blog.malwarebytes.com/threat-analysis/2019/04/funky-malware-format-found-in-ocean-lotus-sample/

edi, [ebx+8Ch] ; saved_size

48h ; TlProtect

eax, [ldi+2800h]

1eaah ; TlallocationType
2ax ; dwsize

esi, [ebx+leh]

& ; lpAddress

[esp+B8Ch+module_size], edi
ebx, [edx-4]
[esp+BCh+dwsize], eax
ds:Virtualalloc

ebp, eax
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TIEEETEZ | | FOF EEX
TIEEETEZ | | ADD ESF,Gmes
7IEaEves | |RETR

TIEEETET | | CHP EDM,Bm4

7EEEE7ER |+ | JE SHORT SPORDE_1L.7S6BZ7ES
TIEEETEC | |MOM EDILDWORD FTR OS: [EER+ECI
TEEBZTEF | | PUSH Bxda

TEEEETTL LER ER¥,DWORD FTR DS: [EDI+Gx2086] saued_ua lus+E 2008
TEEEETFT | | PUSH Gy l@EE

TIEEETFC | | PUSH_EOM

7EEEE7F0 | |LEA ESI,DWORD PTR DS: [EER+8:1@]
736Bzrea | | PUSH BuB

TIEEETEE | | MOV DWORDVPTRYSSDLESF+EsEE] , EOL
TEEEETEE | |LEA EEX,DWORD FTR OS: [EDN—8:d]
roenErEs | | HOU DWORD PTR SS: (ESP+ERSET, EAX
CALL DWORD PTR DS:[<&KERMELEZ.UirtualAlloc>] |kernel32.UirtualAlloc
TIEEzroz | | FOU EEP,EAX__

™

05: [7361887AI=FEEV2FBE (kernel32.UirtualAl loc)

BABEE3AC
BRBEFZAE
BABSE2A4
BRBGF2AZ

pERlcaEall Size = 19888 [ 102408, 1

HEEalaaa) | Al locat ionTupe = MEM_COMMIT
BEEEER4E(LProtect = PRGE_EXECUTE_REAOWRITE
2FCEEREZ

BEEAREEER lﬂddress = HULL

Then, 0x17000 bytes of the payload is copied, but the beginning containing the Header1 is skipped (the
first 16 bytes).

After the module content is copied, Header2 is used to continue loading.

Looking at Header2, we can see some similarities with Header1. Again, the initial DWORD is skipped, and
then we have a value that is used in a formula calculating the size of the memory to be allocated. The new
memory region that is being allocated this time is used for the imports that are going to be loaded (the full
process will be explained further).

Conceptually, we can divide Header 2 into two parts.
First comes a prolog that contains two DWORD values. Example from the currently-analyzed CAB file:

0001eFFO OO0 OO OO0 OO OO0 OO 00 OO0 00 00 00 00 00 00 00 00 ... eveneiemnnennn
00017000 OO0 OO0 00 OO0 OO0 OO0 00 OO0 00 OO0 00 00 00 00 00 00 ... eveiiemenennn

ooo17010 [OIEEEIEEIEEIEENERIER o1 co oo oo EC 1D 01 00 [!..=..J....E...

00017020 o©01 00 00 OO PC 58 00 OO O1 OO OO OO 90 B85 00 00 ... .0GX...........
00017030 01 00 OO0 OO0 EC RA OO0 OO0 01 OO OO0 00 EC 1A 01 OO0 ....8B5...... &...
00017040 o©01 OO0 00 OO0 B1 B4 00 OO0 O3 00 OO0 00 02 00 OO0 00 ... . ...ee....
00017050 DA 07 01 00 74 07 01 00 14 E0 00 O0 01 00 00 00 U...t....®......

Header2 (at the end of the CAB file) — prolog is hilighted

» val[0] = 0x21A0 -> skipped
« val[1] = 0x013D -> val[1]*8+0x400 -> size of the next area to allocate

Then there is a list of records of a custom type. Each record represents a different piece of information that
is necessary for loading the module. They are identified by the type ID that is represented by a DWORD at
the beginning of the record.

Q0017000 00 OO0 OO OO 00 OO OO 00 OO0 OO0 00 00 00 OO0 00 00
00017010 21

00017020
00017030
00017040
00017050
00017060
00017070

Header2 (at the end of the CAB file) — records are hilighted

https://blog.malwarebytes.com/threat-analysis/2019/04/funky-malware-format-found-in-ocean-lotus-sample/ 12/22
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Relocations
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Type 1 stands for relocation. It has one DWORD as an argument. It is an address that needs to be

relocated.

typedef struct {
DWORD reloc_field;

} reloc_t;
‘ L
lall et 5=
18@8828EA cmp eax, 1 ;3 type 1 -» relocation
188@28ED jnz short not_type_ 1
‘ ]
il e 55

18@828EF cmp ebx, 4

leaa2sF2 jb

; one DWORD required

loc_leeaziee

e =

next value after

K

100828F8 mov eax, [esi] ; reloc_address =
18828FA mov ecx, [eaxt+ebp] ; get the reloc_walue at reloc_address
180628FA ; from the exe_buffer
1e@a28FD lea edx, [edi-4] ; retrieve exe_buffer_size
188820668 add esi, 4
le@a2983 sub ebx, 4
18662966 cmp ecx, edx
leaazoes ja size_overflo
18@8290E add ecx, ebp ; reloc_value += exe_base

10802918 mov
18882913 mov
10802916 jmp

[eax+ebp]

s BECX

; relocate reloc_address in exe_buffer
[esp+7Ch+var_B4], @
short loop_top

Parsing of the type 1

We can see how the field is used to relocate the address. Example: filling the address at 0x8590:

Ya&aZ298a AOD ESI, Eud

Y3&E29835 SUE EBX,H:4

TI5EZ2985 CHF ECH, EDH

TIEEZ9EE |~ | JA SPORDE_1.v3&EzAE0

T35E298E AOO ECH, EBF

7IeE291A Mol OWORD PTR OS5:LCEAX+EEF], ECH

REETEEENEE] MaU OWORD PTR S5:LCESP+E=181,6:A

7aEE291E |~ | JMP SHORT SPORDE_1.vY3&822801

Ya&az2910 Moy ED:, OWORD PTR D5:LCESI]

TIeEz291F AOD ESI, End

TI5EZ922 MoV OWORD PTR S5:CESF+8x281,EDX

rIEEZ926 SUE EBEX, B4

4 |

Stack 55: [EEEEFICEI=REE00EEE

Address |Hex dump Dizassembly C
HESEE52E FEIS HEZEsEcEE | CHLL OWORO PTR O5:[E:S&EQARS]
HEEEE594 |~ EE 3B JHMP SHORT BHS&S531

HESEE59E g34E @3 FF OF OWORD PTE DS:[CESI+@-2], @XFFFFFFFF
HESEE59H S93E MO DWORD PTR DO5:LESII.EDI

9956852C| B37E @4___ __ |HOU DWORD PTR DS:[ESI+éy41,EDI

The address pointed by the relocation record is relocated to the base at which the module was loaded

https://blog.malwarebytes.com/threat-analysis/2019/04/funky-malware-format-found-in-ocean-lotus-sample/
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Entry point

Type 2 stands for entry point or an exported function. The pointed address is stored on the list in order to

be called later, after the loading finished. This record has three DWORD parameters.

typedef struct {
DWORD count;
DWORD entry_rva;
DWORD name_rva;
} entry_point_t;

Example of the record of type 2:

1e@a293F not_type 1:

1eae293F cmp eax, 2
1882942 jnz short not_type 2
| >
| —
o
.-'-"'"-FH-
L —
i Y
Ll s [=
1eea2944 cmp ebx, 12 ; 3 DWORDs required
18882947 jb loc_18882A24
il et 5=
18662940 mov eax, [esi]
1806294F mov ecx, [esi+d]
18362952 mov edx, [esi+d]
1882955 mov [esp+7Chtvar_44], eax
18882959 mov eax, [esp+7Ch+a3]
18882968 push 2ax ; @3
18882961 mov [esp+BBh+var_48], ecx
18882965 push edi ; meml_size
18882966 push ebp ; meml
leaa2967 lea ecx, [esp+i8h+var_44]
1862968 mov [esp+88h+var_3C], edx
1e@8296F add esi, BCh
1eap2972 sub ebx, ©8Ch
1lepa2975 call save_the_address
1eea297A add esp, BCh

Parsing of the type 2

Address to be stored: params[1] = 0x00001030

https://blog.malwarebytes.com/threat-analysis/2019/04/funky-malware-format-found-in-ocean-lotus-sample/
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00017030
00017040
00017050
000170860
00017070
00017080
00017080
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01 00 00 00 B1 B4 00 00 O3 00 00 00 02 OO0 00 OO0

D& 07 01 00 74 07 01 00 14 EO OO0 00
24 11 00 00 01 00 00 00 C2 1B 00 00

01 00 00 00 30 10 00 00 00 00 00 OOpEekRls]
23 80 00 00 O1 00 OO0 00 E3 AC 00 00 01 OO0
BC 01 01 00 ©01 00 OO0 00 8D B4 00 00 01 OO
68 2C 00 00 O1 00 OO0 00 C3 A0 00 00 01 OO0

Record of the type 2 in the original file

00
00
00
00

01 00 00 00
02 00 00 00

00
00
00
00

T
T...t. Fovoun.
..., A
...0....... [....
=...... B=.... ..
| T ...,
L W iAo,

By observing the execution flow, we can confirm that indeed the stored entry point of the module is being

called later:

laealaas
laealsas
laealses
18881861
1aealsB3
laealsey

The address in the loader where the CAB module is called after being loaded

call
lea
push
call
lea
call

ds:lstrcpyid
edx, [esp+45Ch+5tringl]
edx 3 main module path

kbx ; call entry point of .CAB module, RVA = Bx1838

ebx, [esp+45Ch+Buffer]
delete file till success

Exported functions are stored in the same way, along with their names.

Imports

Type 3 stands for imports. It has four DWORD parameters.

typedef struct {
DWORD type;

DWORD d11_rva;
DWORD func_rva;
DWORD iat_rva;

} import_t;

https://blog.malwarebytes.com/threat-analysis/2019/04/funky-malware-format-found-in-ocean-lotus-sample/
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laaa2ayF cmp eax, 3
18262982 jnz not_type 3
cmp ebx, 16 ; 4 DWORDs required
ib loc_10@02A34

il s 5

leaazasl
leaazosnd
leeezoasay
leeaza99
laae2ooh
leaa2oAal
la@a2oaz
le@e2aiss
188a29aA
1e8az2oAb
18B8829AF
le@e2og2
1eea2983
le@a29B7
leaa29Bs
leda29bC
1888296F
leaazoacz
le@azacy
1e8azach
1e8az2acE

mow
mow
mov
mow
lea
push
mov
mow
push
mow
mow
push
mow
push
mow
add
sub
call
mow
add
inc

edx, [esi+d]

eax, [esi+d]

ecx, [esi]
[esp+7Ch+var_34], edx
edx, [esp+7Ch+var 38]
edx

[esp+BBh+var_38], eax
eax, [esp+8Bh+var_58]
eax

[esp+B4h+var_38], ecx
ecx, [esi+BCh]

edi

edi, [esp+88h+var 68]
ebp

[esp+8Ch+var_2C], ecx
esi, 18h

ebx, 18h

load _custom_imports
edi, [esp+8Ch+module _size]
esp, 1@h
[esp+7Ch+var_6@]

Parsing of the type 3

Example of a chunk responsible for encoding imports:

00017010
00017020
00017030
00017040
00017050

01 00 Q0 00 FC 58 00 00 ©1 00 00 Q0 30 85 00 OO0
01 00 00 00 EC & OO0 00 ©1 00 00 Q00 EC 1A 01 OO0

01 00 00 00 B1 B4 00 OO0 phpmielvmmilvimelipmoguiviopueiigmily ., .. &7
D& 07 01 00 74 07 01 00 14 EQ OO0 OOpmekielEmeIvagis] p...t...

24 11 00 OO0 01 OO0 OO0 OO C2 1B 00 00 02 00 00 00 £.....

Record of the type 3 in the original file

Type: params[0] = 0x00000002 — means the function will be imported by name, meaning of all the possible
types of this record.

Address of the DLL: params[1] = 0x0107DA

Offset (h)

00010700
000107TED
000107TFEOD

00 01 02 03 04 05 Oe 07 OB 09 0& OB OC OD OE OF

63 65 48 61 6E 64 &6C 65 00 00 GRNECE RGN NRSCTIR 3=
33 32 ZE 64 6C a6C 00 00 81 02F gENiE-RNE ST A R

64 &6F 77 T3 44 65 T2 65 €3 T4 oF T2 79 57 00 00

ceHandle..ﬁD?APﬂ

https://blog.malwarebytes.com/threat-analysis/2019/04/funky-malware-format-found-in-ocean-lotus-sample/
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Address of the import: params[2] = 0x010774

Offset (h)

00010770
00010780
00010780
000107TAD

00
00

01
00

"Funky malware format" found in Ocean Lotus sample - Malwarebytes Labs | Malwarebytes Labs

0z
TD

03 04
00

05 0o

o7

03

oc

oD

72 65

L

el

4 65 53

76

65

=25 Ul

el

00 43

69
6l

63
6E

65
67

43
65

&F
53

6E &6
65 T2

a6l
a9
Ta

eE
32

6% &3

53
4B
eF

65
oo

aeE

76
6s
&8s

eW..I.

angeServiceConfi

CreateServic
ChangeSerwv
iceConfig2W.K.Ch

In contrast to PE format, the address of the imported function is not loaded into the main module. Instead, it
is written into the separate executable area (in the given example it is written at VA: 0x00240001):

And then, the address where the import was filled is filled back in the main module. The address in the
main module that needs to be filled is specified by the last parameter of this record. In the given example,

Address |Hex durp Disassenbly

AE 24 B85 EG) MOF

BEZ40EE 1 B2 ZCF17Tave Al ERH, adwap i32. CreateSerwicel
AEZ4EREG (- FFER JHFP ERE

AEZ24E883 555 %} ROD EYTE PTR DOS5:[ERXI,HAL
gBz4@88A) 0OGG ADD EYTE PTR D3S:[EAXI, AL

chunk[3] = 0xO000E014 is being filled by 0x00240001:

O0EQQO:
O0EQOE:
O0EQ10:
0ED18:

Atypical IAT

aao
aao
ao
oo

a0
a0
0o
{ula]

aa
aa
oo
aa

a0
a0
oo
{ula]

aao
aao
ao
oo

aa
aa
oo
aa

aao
aa
oo
oo

00
[aLu
00 |
aa |

aa
aa
aa
aa

aa
aa
oo
oo

aa
aa
oo
aa

aa
aa
aa
aa

aa
aa
01
oo

aa
aa
oo
aa

aa
aa
24
aa

aa
aa
oo
oo

The functions from the embedded list are for a loader, however, as mentioned earlier, the addresses are not
filled in a normal IAT, typical for PE format. Rather, all are filled as a list of jumps stored in a newly-allocated

memory page.

https://blog.malwarebytes.com/threat-analysis/2019/04/funky-malware-format-found-in-ocean-lotus-sample/
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FILEZAHE

TILE24A2
TIEE24AE
7IeE24A0
7I6E24E1
7IcEz24EB4
7IEE24BE
7IcE24E2
TILE24BC
TICB24EF
rIeE24C1
73082403
FEEEAZCT

TIEE2ACE
TIEE2403
72682405
TIEE240E
TIEEZ4ER
TIEEZ4ES

1

4

4

<
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FUSH EBX

CALL DNDHD PTR DS:[<&%KERHEL32.GetProcAddress]
TEST ERX,ERX

JE SHORT SPDHDE_l rIEB2516

MOU EDH, OWNORDT FTR 55: CESF+EXC]

Hau EEH.DMDHD FTR D5:[ED=+@:4]

TEST ECK,ECH

JE SHORT SPORDE_1. F3eBd2522

MOU EDH, OWORD PTR S5: CESP+E=1C]

ADD EDX, —E:nd

CHMP_ECH, EDR

JA SHORT SPORDE_1.736HE2522

MU ED:, OWORD FTR 55: CESF+@< 131

MOU EEBX, OWORD FTR 55: CESF+EXC]

MOU OWORD PTR S5:CEEBP+EDI#Z2+EH2], EAX
LEA ERX,OWORD PTR SS: CEEP+EDI#3+E:11]
MO BYTE PTR S5:[EBP+EDI#2], G620

MO BYTE PTR DO5:[ERX], A:ES

MO BYTE FTR SS: [EEF+EDI#S+G56], G:FF
MOY BYTE PTR SS: CEEF+EDI#S+ERF], b-EQ
MOU DWORD PTR DOS5: [ECA+EDR], ERA

kernel32. GetProcAddress
kerne l32. GetEnvironmentStrings

kernel32. GetEnvironmentStrings

kernel32. GetEnvironmentStrings

Address=AE2 4864 1
ERX=r&B7Y2F32 (kernel3z2.GetEnvironmentStrings)

The import loading function not only fills the address, but also emits the necessary code for the jump:

Fﬁpc’i_d func =

AEZ24E88E2 s MOF

AE248883 EBS &4CAFPTTE MO EAX, advap i32. OpenSCHanagerll
AE24888E (- FFE@ JHMP ERX

BEz4aal1a 28 MOF

BEZ4EE11 BS D&2CEFFE MO ERK, kerne 132 WriteConsoleR
BEzZ4EA15(- FFE® JHFP ERX

AEZ24EE 13 Q6 MOF

HE24RE19 BS D2387EFE MO ERX, adwapizd2.ChangeServiceCont ig2ll
BE24E81E(- FFEA JHMP ERX

AE248828 S8 MOP

AE24E821 ES A13SETVE MO ERX, kernel32.TlsAL loc
BEZ4EE2E5 (- FFEB JHFP ERE

AEZ24E823 Q6 MOF

HEZ4RE2 BE SH1ZEFFE MO ERX, kerne |32, GetProcessHeap
AE24E82E (- FFE@ JHP ERX

BE24E8238 s MOF

HEZ240831 BS E11BAEV4 MO ERH, version.UerBueryllalusll
AEZ48835 (- FFE@ JHMP ERX

BE24Eaa3a 28 MOF

BEZ4E833 BS BF45ECTE MO ERK, sh lwapi.FathFileEx istsll
AEZ4EA3E( - FFER JHMFP ERX

BEZ4Aa8a48 BEREAER ROD BYTE FTR DOS:[CERx1,AL
BE24E842 BHEE ROD EYTE PTR DS:[ERXI, AL

GetProcAddress(vll, v12};

if ( !imported func )
return 1866485 ;

14 = *{ DWORD *)(vi8 + 4);
if ( lvia || 4 x a3 - 4)
{

IstrepyA(

byte_10017E48,

"buabi EzhEOF meus u@Upa ObIEPO 1laES5 GoEK Kad4 ipUuri yhub MhaF VhoW BeH EwIT 8it awIv otIg Nh™);

return 1868486 ;

¥
v6 = (_DWORD
*(_DWORD *) (a4

+
(

¥ 3
(_BYTE *}{(a4 + 8 * al + 1);

*(_BYTE *)(a4 + B8 * al) = @x98u;
*yl5 = BxBSu;
*( BEYTE *)(a4 + 8 * 2l + 6) = @xFFu;
*(_BYTE }{5— B * al + 7) = BxElu;
*(_DWORD *)(vi4 + 52) = vi5;

b

Address |Hed dump Disassembly Comrment

BAEZ4EaREE EL] MOF

HEZ40EE 1 BS ZCFP17Tave MO ERK, advapi32. CreateSeruicel

HEZ4REES | — FFER JHMP ERE kernel32. GetEnvironmentStrings

kernel32. GetEnvironmentStrings

kernel32.GetEnvironmentStrings

kernel32.GetEnvironmentStrings

kernel32. GetEnvironmentStrings

kernel32. GetEnvironmentStrings

kernel32. GetEnvironmentStrings

kernel32. GetEnvironmentStrings

Address of the imported function is retrieved and written into the emitted jump

Meaning of the type field

The import record has a field type, that can have one of the following values: 1,2,3,4.

The 1 and 2 are the most important: They are used for loading the imports. 1 stands for loading by ordinals,
2 for loading by name. The remaining 3 and 4 are used for cleanup of the fields that are no longer needed.
3 erases import name, 4 erases DLL name.
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42 else if { func_type == 4 ) // erase library name
43

Lz if ( lib_name && *1ib_name }

45 7

46 dao

47 *1lib name+ = @;

45 while ({ *1ib name };

49 }

58 IstropyW(&Stringl, L"IghOW0 ZhoUV akhIab bhi8 Th");

51

52 else

53 {

54 lib = LoadLibraryA(lib_name);

55 if ( !1ib )

56 return 1880483 ; // skip

57 if { func_type == 1)

58 {

59 func_name = *{const CHAR **)func_field;// by ordinal

68 IstropyW(

61 &stringl,

62 L"ecEob nho6i OlIWO alAce @az bol pi9 RoHO Bhuawo wiy Geuw PaP cic WeG EpUOS EbhUK eBIar j");
63 }

64 else

65

66 if { func_type != 2 )

67 return 18ea84a4;

63 func_name = {const CHAR *)({buffer + *{ DWORD *)func_field};// by name
69

78 imported_func = GetProcAddress(lib, func_name};

71 if ( !imported func )

72 return 1868485 ;

73 w14 = *(_DWORD *)}(func_field + 4);

74 if ( Ivi4a || w14 > buffer_size - 4 )

75

76 lstrcpya(

77 byte 18@17E48,

78 "buati EzhEOF meus uBUpa ObIEPO laES GoEK Ka4 ipUuri yhub MhaF VhoW BeH EwIT 8it awIv otIg Nh");
79 return 1986466 ;

8@ 3

When the record of the type 3 or 4 occurs, the pointer in the IAT area is still incremented, so as a result we

can see some gaps between the functions records:
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TR L

aEz4a1339
AEz24813E
agz4a1m8
aEz4a1A1
AE2481A6
aE24a1n2
aE24a1A9
BE24@1AE
aEz4a1e8
aEz4a1E61
AEZ4E1EE
aEz24aips
AE24a1e9
BE24a1BE
BE24a1ce
aEz4a1c1
AEz481CE
agz4a1cs
AEz4a1ce
AE2481CE
aE24a108
BE24a101
aaz4a10e
apz4a10s
agz4a10e
BEz4a10E
AE24a1E8
BE2481E1
BE24a1ES
BE24a1E2
aEz4a1E9
ARZ4E1EE
BEZ4a1FE
AE2481F2
BE2481F4
BE24a1F&
BE24a1F2
aEz4a1Fe
AEZ481FE
ABz48288
BEz4a281
AE24E8286
BE24a8262
BE24E8263
BE24828E
aEz4az18
agz4az1:2
BEz4az14
AE248216
BE24a212
BE24a219
BE24821E
AEZ48228
ABz248222
AEz4a224
AE24E226
BE24E222
BE24a229
BE24E822E
aEz248228
AaEz48231
ABZ48236
BEZ4E2322
BE24E8239
BE24E823E
BE24a8248
aEz48242
AaEz48244
ABZ48246
BEz4a242
AE24a8249
BE24E824E
BE24a8258
BE248251

Functionality of the custom files

The CAB file is another installer that provides persistence to the whole package by creating a service:
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B2 42BREBETE
FFE®&

L)

B2 C21DEVFE
FFE®

o[

B2 FEDABETE
FFE®&

28

BS 2F&3BSTE
FFE®

o[

B2 220ABEFE
FFE®&

o[

B3 ES13EVFe
FFE®&

L)

B2 D&Z03FFY
FFE®

o[

B2 2EDBBETE
FFEB

L)

B3 JC367EF6
FFE®

o[
B2 AZ3EBEYE
FFE®&

o[
BS ECBEBBEFE
FFE&

o[

B3 SZICECYE
FFE®&

L)

B2 ZB4EEVFE
FFE®

LS|
B2 F&33B7ve
FFEQ

e

B2 BEBFBETE
FFE®&

28

ES D912REV4
FFE®

o[
B2 GBEBBEYE
FFE&

E
B2 6913B77E
FFE&

23
BS_SFEEEGTE

ERE, kerne l32. 5 leep

ERH
Egﬁ.kerne132.FreeEnuernmentStringam
ERH, kernel32. T lsGetlalues

ERX

ERE, kerne 132, Get5tringTypeERA
ERX

ERH, kernel32. T ls5etUalue

ERX

ERE, kerne 132, T lsFree

ERH

ERX, ntdLll.RE LAl locateHeap

ERX

ERX, kernel322.5etFilePointer

ERX

ERK, adwapi3Z.CloseServiceHandle
ERA

ERH, kerne 132, IsDebuggerPrezent
ER

EEE.kernelBE.EetShDrtPathHamew

ENTE FTR DS:[ERX], AL
EYTE PTR DS:[ERXI, AL
EYTE PTR DS:[ERX],HL
BYTE PTR DS:[ERXI,AL

ERH, shlwap i« PathRemoveErtens ionl
ER
Egﬁ.kernelaz.ﬂultlByteanldeEhar

ERX, kerne l22. GetModu LeF i leHameR
ER

EYTE FTR DS:[ERXI, AL
EYTE FTR DS:[ERX],HL
EYTE FTR DS:[ERX], AL
BYTE PTR DS:[ERXI,AL

EEE.aduaplSE.StartSerulceN
EYTE FTR DS: [ER®],AL
EYTE FTR DS: [ERX],AL
EYTE FTR DS:[ER<],AL
EYTE PTR DS:[ERX]1,AL

ERH, kerne 132, GetLastError
ER:
EEE.UEFSan.EEtFllEUErSiDnInFDSiEEN

Eaﬁ.kernelSE.RaiieEHceptinn
EYTE FTR DS: [ERX], AL
EYTE FTR DS: [ER®],AL
EYTE FTR DS: [ER®],AL
EYTE FTR DS: [ERX]1,AL

EEE.kernelSE.EetEnnsnleDutputEP

ERX, kerne l32. BueryPerformanceCounter
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F

WinSock? reorder service providers_BackgroundService Properties

| Triggers | Cther | Comment

General Secuity | Recovery | Dependencies

Dependents

WinSock?2 reorder service providers_Background Service

Type: [D‘Hﬂ process v] Start type: [.Fu_rtu start

Emor cortral: [ lgriore - ] Group:

Binary path: blogo "CAJsers‘tester’Desktop mod

User account:  LocalSystem

Fassword: TIIIIIL [
Service DLL:  N/A
Delayed start

| oK || Cancel

)

“C:\Windows\system32\wscript.exe” /B /nologo “C:\Users\tester\Desktop\mod\sporder.vbs

| also generate the VBS script that is dropped:

Eﬂ&mderﬂmlﬂl
1 hn error resume next
2 sub F1()
3 p = "C:\U=zers\testcer\Desktopimodi"
4 1 = array("SPCRDER.G11™)
o set o = CreateCbject({"Scripting.FileSystemlbject™)
& for i =0 to O
7 if not o.FileExist=s({p + 1(i)) then exit sub
8 next
g get o = CreateCbject ("WScript.Shell™)

o.CurrentDirectory = p
11 c.run "gporder.sxe", 0, O

12 end =sub
13 Fl1
14

The CAB file is loaded first, just to install the malware, and then deleted.

All the espionage-related features are performed by the BLOB that is loaded later and kept persistent in the

memory of the loader.
In addition to being in a custom format, BLOB is also heavily obfuscated.

We can observe its attempts to connect to one of the CnCs:
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png.eirahrlichmann.com : 443
engine. lanaurmi.com :3389
movies.onaldest.com : 44818
images.andychroeder.com : 80
png.eirahrlichmann.com : 44818
engine. lanaurmi.com : 44818
movies.onaldest.com : 9091
images.andychroeder.com : 9091
png.eirahrlichmann.com : 3389

Some of those domains are known from i o || s WS s 4 S
. . AEz4EEFs |- | JMP ERE
previous reports on Ocean Lotus, i.e. [the BEz486FS | | MOP _
. A— Uﬁg EEE.HEE_SE.getadernFD
Cyclance white paper]. e | e

1 [l
TeEDd296=wsl_32.getaddrinfao
ERX=0BZ10EFA, (ASCII "png.eirahrlichmann.com™)

aa01FEDd BE01FEBEC

HEOLFEDS BE4EEE3TF

BE4ASFFS| RETURH to BB4ASFYS from ABZ40EFS
BED1FEBER BEZ10EFA| ASCII "png.eirahrlichmann . com™
AEO1FEES BEDIFCEA( ASCIT "d43™

BEO1FEES BED1FBFC

BE0O1FEEC BEOIFC2E

Ocean Lotus: a creative APT

Ocean Lotus often surprises researchers with its creative obfuscation techniques. Recently, a different
sample of Ocean Lotus was found using steganography to hide their executables (you can read more about
it in the report of ThreatVector). The format that we described is just one of many unusual forms that their
implants can take.

Appendix

Parser for the described format:
https://github.com/hasherezade/funky malware formats/tree/master/lotus parser
Presentation from the SAS conference:
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https://www.cylance.com/content/dam/cylance-web/en-us/resources/knowledge-center/resource-library/reports/SpyRATsofOceanLotusMalwareWhitePaper.pdf
https://threatvector.cylance.com/en_us/home/report-oceanlotus-apt-group-leveraging-steganography.html
https://github.com/hasherezade/funky_malware_formats/tree/master/lotus_parser

