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A4 - fe| 2. Theoutbreak of CORONA VIRUS is cause of concern especially where forign personal have recently :é RATO g ﬁ *EE S h e “ J:{% N
A | B | ¢ D | E F G Ho =
HEALTH ADVISORY: CORONA VIRUS TExH., FEGHREA. &
1. Traineers & workes from foreign countries attend courses at various
indian Establishment and trg Inst. RIEEHIEEZTITIEINRE,
2. The outbreak of CORONA VIRUS is cause of concern especially where

1
2
3
2]
5 |forign personal have recently arrived or will be arriving at various Intt in near
6 |future.
7 3. In order to prevent spread of CORONA VIRUS at Training establishments,
8

9
0

11
[12]

preventive measure needs to be taken & advisories is reqt to be circulated to all
Instt & Establishments.
4. In view of above,you are requested to issue necessery directions to all

concerned Medical Establishments. Treat matter most Urgent.
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MAFIETERE, REMXE) APT ARE EHFFNRHEIHEGEHMEEZLZ WL, 5 APT28. Turla.
Gamaredon group #1 Energetic Bear A& G 24 ET, HPEIE:

® APT28 #3535 ZAEIRAT Burisma Holdings REFATMATEMEERN R TH BT
FHREEY;
@ Es=2 BES 2019 F£5 BLUSK, APT28 AR —E 1A S RAH B FHp it R

RIEFEHRMETI B RIIRER

®

Gamaredon M 2019 &£ 12 BiEH W B R =L2e VMK EER;

®

=R LML IR EETE 2019 S04 Turla SEMEKIAKE, BN js HD L EE Flash B
¥, FIF evercookie BRERFAF, F B Net A Python FF&BIHf, X2 Turla B XEH

python FF &R &t ;

®

4 Bf3,Energetic Bear ARXNIHE IR M7 T APT IEIERD;

®

Turla £HZRFI A COMRAT HThR 453 2 PN EUME R SIS I3 BRRI R & 7E 5.

Hp R HHANEARG)EZ =R BATE ST Turla ARE—BAHHNERESRMENKESHRN
MRz AN RLAE , B R EUAT R AR R h BH AR R I & B, FHARAR T Turla IBHBFHIMERE o
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M 2020 FERE, ETFAMXAENBAESARENS, BINRE BOHEHBHRE APT HR
BASESERE, AMERRABELAERN APT REER BN EFFRIRERE, RRMX APT 4
LAHRAUEAHTE R EE BT SLEANRMER & R H1TH.

FEEN R BHRET RARMEX APT AAM—LRE R BT MK EIERD, F140:

@ APT34 A M E T PowerShell WX EH 2 F PowDesk, HA F#H X Bir BT
LANDesk Management Agent B9E#1;

® APT34 fXEE AT Westat WK EEDD, HER T EMNIE,

@ APT34 TRENRE T B TREMBMATIIAR Microsoft Exchange Server, HE# T Karkoff
B

® EYmLl WSHE APT33 BE Parisite A5 Password-Spraying BAKEEE R
], M Parisite HRB5EWEEBMBEHABEEHEX,;
@ APT33 =AM 2019 5 11 A TAZE 1 A 5 BHABEH X ENEERSIIMNKEES, FERR
2 A SRNEEIRER AR AVAR AR 528 @15 89 PupyRAT s < FN1EH (C2) RSS2 ;
® APT33 FAMIHFH .Net HfFmigr, HLLl A HH B POWERBAND, HEZH
POWERTON TRA#yZEFH;

® 72019 F£HF 2020 £ 1 B8, MuddyWater #{TH—RFBXIEE, HEXWTEH,
Y8, FHRNBINAR, UNIEE S I MAZEFEN S IKEAT R AR MR F R,

® ZLARARI RSA KAE 5 MuddyWater A4 & X #4493 & ForelLord, # LM T
7£ 2019 FFHHAE 2020 &£ 1 A AIRY APT J&oh, A ForeLord 2— 1M HENEIBN I A,

@ Chafer APT BRFERARTBE T AHMRELS, DM RHEME, AT IR E;

@ Greenbug $3 R BB T UL BB B e

M ERNIEEEIRE, PARMXEEHNE R APT ARERENMBEFER EERFE—LE
X173.APT34 #1 MuddyWater EZE ¢+ X EFFAE X SLIASENE APT With, APT33 Effi@ A 8ER. B
Tl FEB 1R

MEARTA LRE, BXKEREFENKREAND, FRET A LEME TR PowerShell 71 .Net
FAEBFZR, TS —1 Charming Kitten AN F REF T A E & ML SR &



ENSRITFLEMER (APT) 20208FHIRE

M 2020 F EFERE, RENERBEESKZENELESE, BZ APT ALK I ENFHFEEFL.
MAFEBNESRKE, APTREMNMAOFTBRERESKEXMAERENERNZENE, FIH
Oday 5¢& Nday KRS R T RSEMES, BEFA—LZZRSS . VPN, HE T B RS EM
B HERYIRIE, 823F Microsoft Exchange, Citrix X ™ Mm%,

HEHERBETHTEDREE, XME, FJERSA APT ALRRXKAMNKREZNOMEARSHEFR
—LET . NEHIFAE LKA, Il APT HEANFEMIFARZEFTIRAE, BBHFNLKL T 20N
FhhEF RN, EREEZ BEITZEAN X BN EEM LB R 20 P e,

2020 FTHE, FHXWHERN APT WESUABIFREL, BEBESEA—TMER, XNZEERE
APT BRAWLZHERRESIBVERT, LUK Oday HEsRzABEREI I —3. ity APT W RIBLHEIE
FERNMNARZENGERUNEL 2RI, —EMNRNRSRIFEERDIINE L 2/,
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MR 1 FRERMEHRTPO

BREAMBERPORIRFTRERKBRAE (FREEH) ETHEMERES T LML, ZF
DR AN R ERBIER RN EM, BT FRERPRENZLOLE2/RA, R AMXTARE
L2 AT HP, BT BRI AMIERES, LM EMEMBEIRENEY 2B ORNNBE SO, Al
MR 2 2 EESHIFRMBEMINE 515K

FRERMBEIRFOITINRS FEMIL I https://ti.gianxin.com/. [REF B LUBE ZHE MK
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B, LR R AT, TR IR S T E S A E R EIME IR RS B B HRARSS .
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BiR 2 £IF9EEIPA (RedDrip Team)

FREBETHNSREMAZEALRE (REREEE) I F20155F, HETEFTLERMBERFPO
ES, TATAPTRELESRBMHIME, EERNE MR HH & BEE” (APT-C-00, Oceanlo-
tus) APTIRE H{KBY Z 25 EIA, B2 HR1 & RIERMMMBERP OB E DB DT RASZHFE .

B8, ARERAAE R+ ANZT Lo ITHENNBIEEEMFEaFRAR, BEBNBHREERN
BT AFEREE BERIELE EEABE N WERERT AR X IMEEER B
R KA E2F D ITHNERIEEE A M VIR B IR AE T REERNE =S
MER 2/ m, RIBREMD LI RRITFE RS ERNIRME, R EA QRN EE S HHEFM
A EENEESREN D ITHRES.
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2. https://ti.gianxin.com/blog/articles/who-is-the-next-silent-lamb-nuo-chong-lions-apt-
organization-revealed/

3. https://www.clearskysec.com/fox-kitten/
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