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After our investigation of APT SideWinder, we’ve done a yara rule for hunting RTF
document exploiting the CVE-2017-11882.

We found a document written in Vietnamese dealing with a summary about differents
projects in the district Hai Chau of Da Nang.
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RTF document

In this article, we’ll detail the infection chains and the infrastructures of the attackers and the
TTPs of this campaign.

The infrastructures and TTPs during this campaign seem to the Chinese hacking group
1937CN.

Infection chains

Joe sandbox has a good representation of the behaviour of the infection.
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This rtf document is really malicious and it exploits the equation vulnerability to write two

files in the system:

1. A dll named RasTlIs.dll
2. A executable file named dascgosrky.exe

This document is interesting to analyze so let'go !

RTF analysis

With rtfobj, we found three ole objects in the document:

two non well formed ole object and a third named package ole object

|eee305E8h |format id:
| -~ .

So u'c:\\Aaa\\tmp\\8.t"
|Temp path = u'C:\\Users\\ADMINI~1\\AppDatal\Local\\Temp\\8.t

000B6016h |Not a well-formed OLE object
__________ m m e m e e e e e e e e e e e e e e e e e e e e e e mm -

| @8@B5FFEh |Not a well-formed OLE object
S B m m e e e e e

I
I
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e: 765121 bytes

The package ole object is used to write a file in the disk when the document is opened at

the destination described by the ole object.

That's why, there is a path and a name in the ole object.
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<-Format data

<-Format data - Custon data
<-Custom data

This technique is used to execute code like sct file to download an executable on the
operating system. McAfee labs has detailed all this stuff with sct file:
https://securingtomorrow.mcafee.com/mcafee-labs/dropping-files-temp-folder-raises-

security-concerns/

Many attackers use it in the wild because it’ very easy to use and it’ supported by the office

software with RTF files.

So, in our case, a file named 8.t is dropped on % TMP% folder.

If we check it, it's clearly encrypted.
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8.t encrypted

The others object ole seem to the exploit of CVE-2017-11882.
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Equation Ole Object
At the end of the object ole, we have differents API functions to make a runPE.

Another interesting thing is this string at the begin of the object: 7e079a2524fa63a55fbcfe

00000e40 83 cl1 40 ff el 37 65 30 37 39 61 32 35 32 34 66 |..@..7e079a2524f|
00000e50 61 36 33 61 35 35 66 62 63 66 65 9b 15 45 00 808 |a63a55fbcfe..E..|

String found in many exploits of CVE-2017-11882
We have the same string used by APT SideWinder in the equation object ole.

It's the same toolset to create the malicious document.




So now, we have to debug the malicious document to find how the file 8.t is used and find
this runPE.

Debugging of the shellcode

At the start of the analysis, we think the process EQNEDT32.exe is created by
Winword.exe using the function CreateProcess. So we decided to set a breakpoint at the
call of his function.

But EQNEDT32.exe is invoked by Winword.exe using COM Object. It's not CreateProcess
that used and Winword.exe is not the parent process of EQNEDT32.exe. So we have to
attach the debugger when EQNEDT32.exe is launched.

For that, we used a technique named Image File Execution Options that was documented
by Microsoft. https://blogs.msdn.microsoft.com/mithuns/2010/03/24/image-file-execution-

options-ifeo/

We create a key EQNEDT32.exe.

Registry

4 - | Image File Execution Options
..... . DINXOptions

..... . EQMEDT32.exe

..... . ExtExport.exe

..... . IEnstal.exe

..... ) ielowutil.exe

..... , ielnatt.exe

..... | iexplore.exe

..... . msfeedssync.exe

----- | mshta.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options

And we set a value string for launching the debugger when EQNEDT32.exe is executed
and attaching the debugger to the process .

MName Type Data
ab] (Default) REG_SZ {value not set)

fﬂDebugger REG_SZ ChUsers\IEUser\Desktop\snapshot_2018-01-28_12-18\release\x32':32dbg.exe

Value to set the debuuger when EQNEDT32.exe is executed

When we open the rtf document, Winword is launched and EQNEDT32.exe also.

=l explorer exe 011 0276 K 56656 K 1436 Windows Explorer Microsoft Corporation
i? VBox Tray exe 0.07 1412 K 4444 K 1868 VirtwalBox Guest Additions Tr... Oracle Corporation
7| regedit exe 3568 K 6028 K 2380
L’&'pmcexp.eme 34 5716 K 18028 K 2744 Sysintemals Process Explorer  Sysintemals - www sysinter. ..
[iw! 13476 K 2396 Microsoft Office Word Microsoft Corparation

=7 ~ann E

Winword process
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[ [m7svchost exe 0,14 2964 K 6496 K 560 Host Process for Windows S... Microsoft Corporation
=] m-:BZdbg.exe 14.07 371592 K 55,160 K 3016 x64dbg
;J'éEQNEDTSZ.B(E 0.m b2B K 1516 K 548 Microsoft Equation Editor Design Science, Inc.
.| NewProcessWatc... BMK 1912K 3628

EQNEDT32.exe process attached by the debugger

And the debugger is attached at the entrypoint of EQNEDT32.exe.

| |-
eax=<kernel3z.BaseThreadInitThunk=>= (7SDZEESA)
dword ptr fs:[7FFDFO0O0]=0012FFC4

LLext: 0044CD40 egqnedt3z. exe: $4C0D40 #4CD40 <EntryPoint>
We check if it's 8.t is correctly created in the % TMP% folder.

8.t dropped on disk
. TOET10CC-5B36-45CE-B6CE-C8585551D9. .

Now we set a breakpoint at the createFile to | Low
check if the shellcode of the exploit reads the file . WPDNSE
8.t. L] 8t

CreateFile is called at call eqnedt32.41E5EE.

The param of the path of file is pushed on the stack push dword ptr ss:[ebp-4].

—>e|B push dword ptr Bebp+20[
. push dword ptr [ebp+1c]
. push dword ptr febp+13)
. push dword ptr Lcbp+14]
. 7 push dword ptr fecbp+108
. FF 75 0OC push dword ptr Lebp+Cll
. FF 75 FC push dword ptr ss:[ebp 4] [ebp-4]:L"C:\\Users\\TEUser\\ AppDatal\Local'\\Tet
. E8 12 FE FF FF €all <kernel32.CreateFilews

dword ptr [ebp-4]=[0012F0A4 &L"C:‘\\Users\\IEUser\\AppData\‘Localy Tempi'\8.t"]=001B6C30 L"C:\\Users\\IEUser‘ \AppData‘iLocal'\\Tempii8.t"

.Text:7SDZEBSF kernel32.d11:$4EBSF #4EBSF

The shellcode uses CreateFile to the 8.t in the % TMP% folder

So now, we can return of the user code at the calling function.

ES 04 00 0O 0O call eqnedt32.41ESEE
5D pop_ebp
c2 44 00 ret 44

After a step into, we enter in the shellcode, the address space has changed:

oy | @oaph | [log | itotes | @ sreakpoints | B8 vemorymep | [ calStack | Smsen [ o) sapt | & symbos | <2 sowce | & References | 9 Treass | <7 snowman | # Handes | ¥ Treee

. 33 DB XOr Ebx, €6X Eb%:"C: NN USEr S\ IEUSEr\\APPDATA\LOCAT N TEmpLLE
o 29 45 EC mov dword ptr ss:[ebp-14],eax

ol 52 ebx \\Users\\IEUser\\AppData\\Local\\Temp\\8
ol 52 push ebx \\Users\\IEUser\\AppData\\Local\\Temp\\8
ol 52 push ebx \\Users\\IEUser\\AppData\\Local\\Temp\\8
o 53 push ebx \\Users\\IEUser\\AppData\iLocal\\Temph\s
o 53 push ebx \\Users\\IEUser\\AppData\iLocal\\Temph\s
o 53 push ebx \\Users\\IEUser\\AppData\iLocal\\Temph\s
ol 53 push ebx \\Users\\IEUser\\AppData\\Local\\Temph\s
ol 53 push ebx \\Users\\IEUser\\AppData\iLocal\\Temph\s
ol 53 push ebx \\Users\\IEUser\\AppData\iLocal\\Temph\s
ol 53 push ebx \\Users\\IEUser\\AppData\iLocal\\Temph\s
ol 53 push ebx \\Users\\IEUser\\AppData\\Local\\Temp\\8
ol 53 push ebx \\Users\\IEUser\\AppData\\Local\\Temp\\8
ol 53 push ebx \\Users\\IEUser\\AppData\\Local\\Temp\\8
ol 53 push ebx \\Users\\IEUser\\AppData\\Local\\Temp\\8
ol 50 push eax

. 64 02 push 2

o FF 76 7C push dword ptr ds:[esi+7C]

o FF 56 10 €all dword ptr ds:[esi+10] ] :ZoomD 1gProc

o 53 push ebx

o 53 push ebx

o 53 push ebx

o 53 push ebx

ol 53 push ebx 8
o 53 push ebx \\Users\\TEUser\\AppData\\Local\Temp\\&
o 53 push ebx ebx \\Users\\TEUser\\AppData\\Local\\Temp\\&
o 53 push ebx ebx \\Users\\TEUser\\AppData\\Local\\Temp\\&
o 53 push ebx ebx \\Users\\TEUser\\AppData\\Local\\Temp\\&
o 53 push ebx ebx \\Users\\IEUser\\AppData\\Local\\Temp\\&
o 53 push ebx ebx \\Users\\IEUser\\AppData\\Local\\Temp\\&
o 64 40 push 40

o 68 00 30 00 00 push 3000

M 50 push eax

®|c 53 push ebx ebx:"C:\\Users\\IEUser\\AppData\'\Local\Temp'\8
o 64 04 push 4

M FF B6 84 01 00 00 push dword ptr ds:[esi+184]

M 89 45 FC mov_dword ptr ebp- 4], eax

M FF 56 10 €&l dword ptr ds:[esi+10] [esi+10]:ZoomD1gProc

o 2z D2 Xor edx,edx

ol 2 D8 mov_ebx,eax ebx: "C:\\Users\\IEUser\\AppData\\Local\\Temp\\e
. 52 push edx

Shellcode of the exploit

After CreateFile, GetFileSize is called to have the size of the file
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E2 F7 100p eqnedt3z. 41E5D9

8B 45 FC mov_eax,dword ptr ss:|[Jebp-4])

E€ 04 00 00 0O call eqnedtsz.41ESEE

5D pop ebp

€z 43 00 FEf 44

66 83 75 FE 8B cmp word ptr ds: [eax-5],FFEE eax-5:GetFilesize
v 7411 je egnedt3z.41E606

80 TE FB ES cmp byte ptr ds: [eax-5],E3 eax-5:GetFilesize
v 74 0B ie eqnedt3z.41E606

80 78 FB EE tmp byte ptr ds:[eax-5],EE eax-5:GetFilesize
« 74 08 je egnedt3z.41E606

83 EB 05 sub eax,s
v FF EO jmp eax

8B FF mov edi,edi

55 push ebp

8B EC mov_ebp,esp
« FF EO Jmpl eax

Get the size of the file

After is Virtualloc, and it create a memory page at 1FD0000 (eax value)

E8 04 00 00 0O call egnedr32.41ESEE
0041ESEA 50 pop ebp
€2 44 00 Fet 14

66 B3 78 FB 88 cmp word ptr ds: [eax-5],FFa8 eax-5:Vvirtualalloc
-------- 3 ~ 74 11 je eqnedt32.41E606

80 78 FB E9 cmp byte ptr ds: [eax-5],E9 eax-5:Vvirtualalloc
~ 74 0B je eqnedt32.41E606

80 78 FB EB cmp byte ptr ds: [eax-5],E8 eax-5:Vvirtualalloc
~ 74 05 je eqnedt3z.41E606

83 E8 05 sub eax,s
~ FF EO imp eax

BE FF mov edi,edi

55 push ebp

8B EC mov ebp,esp
v FF EO imp eax

£5 04 00 00 00 €M canedesz. saesee s
30 pop eb; |Crige eru
T2 41 00 =
exc  01°00000
83 78 FB 88 ptr dsi[eax-5],FF88
S8R 55" aizols EBX 00000000

After virtualAlloc, the memory page is pointed by EAX

Address | Hex ASCTII

O1FDOOO0 ooy 00 00 00|00 OO 0D 00|00 00 0D OD(0D 0D 00 D0|e.e e e aanaannans
O1FDOQ10 | 00 OO0 OO0 OO0(0Q OO0 OO0 QOO0 OO OO 00|00 00 00 00| cuieeananannnnns
01FDOOZ20 |00 OO OO OO(0Q OO0 OO0 QOO0 OO0 OO0 OO|OD OO0 OO0 00| casenananannnnns

01FDOO30( 00 00 OO0 OO(OQ0Q OO0 OO0 OO(0D OO0 OO0 OD(QD 0D OO DD .c.eeneesnnnnnns
01FDOO40 (00 OO0 OO OO(QQ OO OO0 OO(QD OO OO0 OD(QD 0D OO DD .c.eeneesnennnns
01FDOOS0 (00 00 OO0 OO(QQ OO0 OO0 OO(QD OO OO0 OO(Q0 0D OO DD .@c.eeneesnnnnnns

01FDOQE0 | 00 OO0 OO0 00|00 OO0 OO0 O0O(00 OO0 OO0 Q0|00 00 OO0 00| ussesassaannnns
01FDOO70O | OO OO OO OO|(00 OO0 OO0 OO(00 OO0 OO0 Q0|00 OO0 OO0 O0| cessaeassnannnns

01FDOOE0 (00 00 OO0 OO(QQ OO0 OO0 OO(0D OO0 OO0 OD(QD 0D OO DD .c.eeneesnnnnnns
01FDOOS0 (00 00 OO0 OO(QQ OO OO0 OO(QD OO OO0 OO(0D 0D OO DD .@c.eeneersnnnnnns
01FDOQAD (00 OO0 OO0 OO(0Q0Q OO0 OO0 OO(0D OO OO0 OD(QD 0D OO DD .c.eeneesnannnns

O1FDOOEO | OO OO0 OO0 00|00 OO0 OO0 O0O0(00 OO0 OO0 Q0|00 00 OO0 00| iussecassnannnns
01FDOOCO | OO OO0 OO0 00|00 OO0 OO0 OO(00 OO0 OO0 Q0|00 0D OO O0| iessacassnannnns

01FDOODO|( 00 00 OO0 OO(0QQ OO0 OO0 OO(0D OO0 OO0 OD(Q0 0D OO DD .c.eeneesnnnnnns
01FDOQEC | OO0 OO0 OO0 OO(QQ OO0 OO0 OO(QD OO OO0 OO(QD 0D OO DD .@c.eeneesnnnnnns
01FDOOFO( OO OO0 OO OO(QQ OO0 OO0 OO(QD OO OO0 OO(Q0 0D OO DD .@c.eeneesnnnnnns

01FDO100 | 00 OO0 OO0 00|00 OO0 OO0 O0O(00 OO0 OO0 Q0|00 00 OO0 00| iussesassnannnns
01FDO110 | 00 OO OO 00|00 OO0 OO0 OO(00 OO OO0 Q0|00 0D OO0 O0| cessaeassnannnns
01FDO1201 00 OO OO OO(00 OO0 OO0 QO[O0 OO0 OO0 QOI00 00 OO0 OO0l . ... e s i nnnns

The page allocated

ReadFile is called:

ES 04 00 00 Q20 call eqnedi32, 41ESEE
®( 0041ESEA 5D pop ebp
®| D041ESEBE €2 44 00 ret <4
|| 0041ESEE 66 83 73 FE 8B cmp word ptr ds: [eax-5],FFSE eax-5:ReadFile
-------- ®| DD41ESF3 v 74 11 Jje eqnedt32. 41E6D6
|| 0041E5F5 80 78 FB E9 cmp byte ptr ds:[eax-5],E3 eax-5:ReadFile
' -. ~ 74 0B Jje eqnedt32. 41E606
! || 0041E5FB 80 78 FB EB cmp byte ptr ds:[eax-5],EB eax-5:ReadFile
| r----®| DD41ESFF ~ 74 05 je eqnedt32. 41E606
' ®| 0041E601 B3 EB 05 sub eax,5
ioh ®( 0041E6D4 ~ FF EO jmp eax
Lii e[ 0041E606 88 FF mov_edi,edi
» | DD41E608 55 push ebp
®( 0041E609 8B EC mov ebp,esp
o[ o0s21E60B| ~ FF EO jmp eax

Readfile 8.t

And 8.t is loaded at 1FD000O:
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01FDO0DD|F2 A3 20 72[3E 29 95 C3[D7 ED AF C7|06 5A AA 3Z|Bf r;).Axi C.Z=2
01FD0OO10|F5 AE F3 D2 (2D DO 28 55|B3 83 ED BE|36 00 2A 05| 0e6d-D(U®.iXE.=.
O1FDD0O20| BB D& 25 F5|AD 9D F2 71(97 BO &F 9A|72 D2 17 8D|.0%0..00.°0.y0..
01FDOO30( 85 DA 54 3C(23 82 2E 61|88 59 B4 72|F1 F8 60 71|.0Z<#..a.Y rne’ q
D1FDO040(CE 71 EE FD|49 32 61 AZ|31 A6 16 93|25 59 6A 65| £qEBIzafl)..¥yje
01FDO0S0| 8B 67 18 4C (59 CO B4 9C|44 80 C7 9F |66 D5 93 BE|.g.LYA .D.C.TO..
01FDOOGD| FE DO 4B 86(D4 1D DF 1C |16 39 31 BA|19 B6 D1 65| UDK.0O.R..91°.YRe
01FDOO70(95 7B 47 BC|CF FB 53 7D|E4 15 82 52|48 79 EB AO|.{G&I0OS}a..RHyé
01FDO0E0|EE AL EE AL1|F1 OA E5 2Z6|FD 60 B4 BE|34 9C C2 84 |&ilin.a&y "=4.A.
01FDD0OS0| 50 DD FE 10|8B 79 25 4A(E1l F6 32 F5|52 CD 31 1B|.Vi..y%Jladzovii.
D1FDOOAD| 16 6D AA 7&(EC F3 D8 SA|CEB 90 FE 75|12 E6 CF 61| .m2wi0..E.pu.®Ia
01FDOOED |15 EA 24 1E8|9B D1 OF 12 |FF DD C5 9C|9E 02 F7 76| .8%. . R..yVA...=v
01FDOOCO| B3 28 CC 05|29 00 BF 20|59 BE 90 A4|B7 4C A6 FC|*BI.9..-¥a.H.L'Q
01FDOODO|BE 24 78 BE(BC 60 06 FF|6% F5 93 F1|45 B7 75 61| %$xT4m.yid.AE-ua
O1FDOOEO|CF BC EF 7O|F7 &A 96 8D|CO 49 A7 A3|80 OE 40 SE IKTp+j:.AI§§..@ﬂ

O1FDOOFO| 2A 20 80 OD|B2 98 EE 90| 23F 2C CA F5|AS BF 390 18 5 1.7,ED¥. L.
01FDO100| 24 58 20 02 |F9 FS8 7F B3 |2A EO F5 CC|7D 35 29 DS| $X .ua.‘*ant;&jﬂ
01FD0O110| 04 BB A9 77 |D7 EB CE &F|52 92 81 BE|C2 1D EE BA|..2wxEIoR..=A.&.

01FD0120| 48 Fg 4E FRIAZ> 31 FC OAJ40 2F 42 6C|FA 63 BD 87 | HON{e, (1, @, Belcit

8.t in memory
And the shellcode decrypts the 8.t file in memory at 0066C82A.
The loop of decryption is a xoring with different manipulations on the decryption key.

At the start of the decryption the key is set to 7BF48E63.

EENF XOr eax,eax

B8 &2 BE F4 7B mov eax, /BEF48E63

3% 55 FC cmp dword ptr ss:|ebp-4],edx
~ FTE 22 jle &BLB56

&4 07 push 7

SF pop edi

8B CB mov ecx,eax

C1l E9 1B shr ecx,1B

33 C8 X0r ecx,eax

Cl E9 03 shr ecx,3

33 C8 Xor ecx,eax

03 CO add eax,eax

83 E1 01 and ecx,1

0B C1 or eax,ecx

4F dec edi
~ 75 EA jne eeC837

20 04 1A xor byte ptr ds:[edx+ebx],al

42 inc edx

3B 55 FC cmp edx,dword ptr ss:|[ebp-4]
~ FC DE j1 B6C834

8B 55 FC mov edx,dword ptr ss:|fsbp-2]

Decryption loop

And the xor is made after key manipulation.

E8 63 BE F4 TE mov eax,7BF48EG3Z

39 55 FC cmp dword ptr ss:|lebp-4],edx
v 7JE 22 jle &66CE56

6A 07 push 7

SF pop edi

8B C8 mov ecx,eax

€1 E9 1B shr ecx,1B

33 C8 XOF ecx,edx

C1 E9 03 shr ecx,2

33 C8 XOr ecx,edx

03 CO add eax,eax

83 E1 01 and ecx,1

0B C1 or eax,ecx

4F dec edi
~ 75 EA jne &BCB37

30 04 1A xor byte ptr ds:[edx+ebx],al

an e

Set the decryption key in EAX

If we check the destination of the result of the xoring (here edx + ebx), we find 01FD0000
where 8.t is loaded.

After two step of the loop, we can see the magic number MZ set at the begin of memory
section.

O1FDOCOO0 400 5A 20 72|2E 29 95 C2 (D7 ED AF C7 |06 5A AA 32 ﬁzrr;j.ﬁx1fc.z=2
01FDO0L0|F5 AE F3 D2|2D DO 28 55(B3 83 ED BE|36 00 2A 05| 0e0d-B{U=.1%6. =,

MZ magic number
At the end of the decryption loop, we have a PE in memory at 01FDO000O.

the file 8.t has been decrypted.
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0O1FDO000 400 5A 90 00|03 OO0 00 00|04 OO0 OO0 OO|FF FF OO0 OO|MZ..........¥W¥..
01FDOO10 | BS 0O OO0 OO|00 OO0 OO0 OO0(40 OO0 OO0 QO|00 OO0 OO0 00|  seseees@Bavnnnns
01FDOO20| 00 OO OO0 00|00 OO0 OO0 OO0(00 OO0 OO0 Q0|00 O0 OO0 O0) . ueeeeeeiennnnns

01FDOO30 | 00 00 00 00|00 OO 00 00|00 OO0 OO0 OO|FO OO0 OO0 O0O0f......c..... o...
01FDO040|0E 1F BA OE|00 B4 09 CD |21 B8 01 4C|CD 21 54 68|..=.. .1Ir _.LirTh
01FDOOS0| &9 73 20 70|72 &6F &7 72|61 &0 20 &3|61 6E &E &F|is program canno
01FDOOGD | 74 20 &2 65|20 72 75 GE|20 &% &E 20|44 4F 53 20|t be run in DOS
01FDOO70 | 60 &F &4 &5 (ZE OD 0D 0OA|24 00 00 00|00 00 00 OO|mode....$.......
01FDO0OB0 (DS 40 OC 9B(91 21 62 CB(91 21 62 C8|91 21 62 C8|da...!bE. |bE. 'bE

01FDO0OS0 | FE 57 FC CB(83 21 &2 CB|FE 57 CB CEB|(D4 21 &2 CB|pwUE. 'bEpWEED ! bE
01FDOOAD |98 59 E1 CE(97 21 &2 CB|98 59 F7 €890 21 &2 C8|.vaE.!bE.¥v=E. !bE
01FDOOBO|FE 57 C9 CB|8C 21 &2 CB|(98 53 F1 C8|396 21 62 C8B|pwWEE. 'bE.YnE. 'bE
01FDOOCO| 91 Z1 63 CB|CB Z1 &% CB|FE 57 CD C8|93 21 62 C8|.!cEE!bEpwiE. 'bE
01FDOODO |FE 57 FB CEB|90 21 &2 CB|FE &7 FF CB|90 21 &2 C8|pweE. |bEpwyE. 'bE
O1FDODED |52 &9 63 68|91 21 &2 C8|00 00 00 00|00 00 OO OO|Rich.!bE........
O1FDOOFO |50 45 00 0O0(4C 01 05 00|51 2E C2 SA|00 00 OO0 OO|PE..L...Q.AZ....
01FDO100 |00 00 00 OO0(EQ OO 02 O1|0BE O1 OA 00|00 9C 00 00| e.eBecennnnrnas
01FD0O110 |00 8C 03 00|00 OO 00 OO0|AE 4D OO Q0|00 10 OO0 OO0f........ M. ... ..
01FD0O120| 00 BO 00 0OOl0O0 OO 40 00l00 10 00 OOl0D 02 00 OOl .°....@.........

8.t fully decrypted

Then, the shellcode uses the VirtualAlloc and create a memory page at 02070000.

<ntdl1. KiFastsystencal IRets

EIP 00S1ESEA  eanedi3Z.0041ESEA

And the new PE at 01FDO0O0O0O is copied at this address.

4% Dump 1 | 4% Dump 2 | @44 Dump 3 | @44 Dump 4 | @44 Dump 5 | @ watch 1 | lx=] Locals | ?St’uct|

Address | Hex ASCIT

02070000 | 40 5A 90 00|02 00 OO0 00|04 OO0 OO0 OO|FF FF 00 OO MZ....0uusa- V. .
02070010| B8 00 OO0 00|00 00 OO0 00|40 OO0 OO0 OO|00 OO0 00 00| ,..v....
02070020( 00 00 OO0 00|00 OO OO OO|00 OO OO 00|00 OO OO0 0O0|.. .
02070030| 00 00 OO0 00|00 OO0 OO0 00|00 OO0 00 OO|FO OO0 00 00| «vveeennnna- B...
02070040|0E 1F BA OE|(00 B4 09 CD|21 B8 01 4C|CD 21 54 &8|..°.. .1I! .LI!Th
02070050| 69 72 20 70|72 6F &7 72|61 6D 20 63|61 6E GE &F|is program canno
02070060| 74 20 62 65|20 72 75 GE|2Z0 69 GE 20|44 4F 53 20|t be run in DOS
02070070| 60 6F &4 &5 |ZE OO OD OA|Z4 00 00 00|00 OO0 OO0 OO |mode....H.......
02070080 |D5 40 0OC 98|91 21 62 CB|91 21 62 CB|91 21 &2 CB|Oa&...!bE. 'bE. IbE
02070090|FE 57 FC CB(83 21 62 CB|FE 57 C3 CB|D4 21 &2 C8|pwiE. 'bEpWEED ! bE
020700A0| 98 59 E1 CB|97 21 62 CB|98 59 F7 CEB|90 21 &2 CE|.vak.!bE.v=E. 'hE
0ZOFO0BO|FE 57 C9 CB|8C 21 62 CB|98 59 F1 CB|96 21 62 CE|pweEE. !bE.YAE. bE
020700C0| 91 21 &3 C8|CEB 21 62 CB|FE &7 CD CB|93 21 &2 CB|.!cEE!bEpwIE. 'bE
020700D0|FE 57 F8 CB|90 21 62 CB|FE 57 FF CB|90 21 &2 C8|pweE. 'bEpWVE. 'bE
020700EQ|52 69 63 68|91 21 &2 CE|00 00 00 OO|00 OO0 OO0 OO|Rich.!bE........
020700F0| 50 45 00 O0|4C 01 05 00|51 2E C3 SA|00 00 00 OD|PE..L...Q.AZ
02070100| 00 00 OO0 OO|EQ OO0 OZ O1|0B 01 OA 00|00 9C 00 O0|....Z

02070110| 00 8C 03 00|00 00 OO0 OO|AB 4D OO0 00|00 10 00 00| ........ aM......
02070120/ 00 BO OO0 00(00 OO 40 00|00 10 00 ODI00D 02 00 OO0l . % e Buiinnnnns

the PE decrypted is copied in the new memory page
After GetModuleFileNameA is called to have the path of EQNEDT32.exe

And EQNEDT32.exe is forked in suspend status by a CreateProcess and the shellcode
overwrite it by the PE at the address 02070000

= [m7 svchost exe 022 2,968 K 624 K 560 Host Process for Windows 5. Microsoft Corporation
B#xﬁﬂdbg.exe 6.45 50,160 K 68428 K 1508 x64dbg
= ,,J'é EQNEDT32.EXE <0.01 3220K 7188 K 3556 Microsoft Equation Editor Design Science. Inc.
& Sup. 265 04K 700 Moosoh Gaon Edior  Desgn Scence, e,
5| NewProcessWatc... 0.13 616 K 2184 K 3652

Fork of EQNEDT32.exe

®| 75594564 ED 45 0B lea eax,dword ptr ss:|[lebp+&]
®| 75524560 S0 push eax

®| 7559456E c3 push ebx

®| 7559456F FF 75 10 push dword ptr ss:|[lebp+10]
®| 75594572 FF 75 0OC push dword ptr ss:|[febp+C[)

®| 75524575 57 push edi

L

FF 15 BC 11 57 75 call dword ptr ds:[<&NtWriteVirtualMemory:=]
! sl Aalhe 2 nf

Trraar oo Aam oam oan e meae oo e

Overwritting of EQNEDT32.exe
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00000170
00400000| eqnedt32. 00400000
0012EDS S || 0207 0000
12ED 00047000
0012EDED

Stack used by NTWriteVirtualMemory
And the shellcode does a ResumeThread to launch the new PE.

So, We've found all API Calls in the object ole at the beginning and we have a runPE to
launch the new EQNEDT32.exe overwritten.

Analysing the fork of EQNEDT32.exe

We know that this process has to create on disk two files following the Joe SandBox
Analysis:

e Adll named RasTls.dll
e A executable file named dascgosrky.exe

If we dump EQNEDT32.exe and we put in IDA, we found quickly the function that drops the
files on disk (sub_00401150) renamed dropFiles.

_ A J
il s 5
push eax ; nTemplateFile
push  80h ; dwFlagsAndAttributes
push 2 ; dwCreationDisposition|
push eax ; lpSecurityAttributes
push 2 ; dwShareMcde
push  40000000h ; dwDesiredAccess
push ebx ; lpFileName
call  ds:CreateFileW
mov esi, eax
cmp esi, OFFFFFFEFh
inz short loc_401299
FIZE] FIZE]
push cax ; hobject]
loc_401299:
mov eax, [ebp+nNumberOfBytesToWrite]
mov ecx, [ebp+lpBuffer]
push 0 ; 1lpOverlapped
lea edx, [ebp+NumberOfBytesHritten]
push  edx ; lpNumberOfBytesWritten|
push eax ; nNumberOfBytesToWrite
push  ecx ; lpBuffer
push esi ; hFile
call  ds:WriteFile
push  esi ; hobject
test eax, eax
iz short loc_401282
il i 5
ds:CloseHandle
loc_401282: mov ecx, [ebptvar_4]
call ds:CloseHandle xor ecx, ebp
mov cax, 1
pop esi
call sub_4049B3
mov esp, <bp
pop ebp
zetn
DropFiles endp
—

DropFiles Fucntion

And at the start of this functions, we have a loop with a xor.
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e [P

3C I

jz short loc_4012
Yy
I
loc_401228:
cmp ecx, 36h
jnz short decode

IE]
Xor eCKX, &cX

A J
decode
mov dl, byte ptr [ebpt+ecx*2+var_7T0]
Xor [esi+eax], dl1
ine eax
ine ecx
cmp eax, edi
jb short loc_401228

Second loop of decryption

And just after we have a call of the decompression function.

_ Yy
FIEE
loc_40123C:
push 3EE00Oh
mov [ebp+nNumberOfBytesToWrite], 3EE00Oh
call sub_40495D
add esp, 4
push edi
push esi
lea ecx, [ebp+nNumberOfBytesToWrite]
push ecx
push eax
mov [ebp+lpBuffer], eax
call decompress
test eax, eax
jnz short loc_401288

Decompression function used zlib

The function dropFiles is called twice by the sub_4012D0.

II..'ﬂ.J.J. (=2 - I
i Y
s
loc_ 40158A:
mowv ebx, dword 443444
mowv edi, 2333Zh
mew ecx, offset unk 411BCO
call DropFiles
mowv ebx, lpWideCharStr
mov edi, 0D5C4h
mow ecx, offset unk 434EFS8
call DropFiles
push OFDEEh ; dwMilliseconds
call ds:5leep
mov esi, lpWideCharStr
test ezi, esi
j=z short loc_401606

Drop the dll and the executable
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If we check the call graph, DropFiles is called only by the function sub_4012D0.

Functions using DropFiles function

start

So we set a breakpoint on CreateFile because at each
execution, EQNEDT32.exe starts by CreateFile
onstaticcache.dat.

sub_401020

sub_4017200

DFDpFi]ES

8B FF mov_edi, edi CreateFilew
55 push ebp
8B EC mov ebp, esp
51 push ecx
51 push ecx
FF 75 08 push dword ptr ss:[Jebp+sll [ebp+8]: L"C: \\Windows\\Fonts\\staticcache. dat
DEE lea eax,dword ptr ss: [eh |
push eax eax:L"C:\\Windows\\Fonts\\staticcache.dat
i 15 7€ 15 CE 75 €alll dword ptr ds: [<&Rt1InitUnicodeStringEx>]
85 test eax,eax eax:L"C:\\Windows\\Fonts\\staticcache. dat
~ OF ac 00 D6 01 00 1 kerneisz. 75D4BFCS
FF 75 push dword ptr ss:febp+cl
8D 45 Fa lea eax,dword ptr ss:|[febp-s]
50 push eax eax:L"C:\\windows\\Fonts\\staticcache. dat"
EB 36 00 00 00 €all kernel3z.75D2EADT
8 Co Test eax,eax eax:L"C:\\windows\\Fonts\\staticcache.dat"
~ OF 85 92 B7 01 00 jne kernelsz.7sD4A168
. FE 75 20 nush dword nrr ss:Behnezol

Breakpoint to createfile
And we return at the user code to set a new breakpoint to check the static analysis.

So we set a breakpoint at 0040159A when DropFiles is called.

Fr DU cam eax

8B 1D 44 34 44 00 mov ebx,dword ptr ds:[443444] ebx: L"C:\\Users\\IEUser\\AppData\\Roaming'\Microsoft
BF 32 33 02 00 mov ed

B9 CO 1B 41 00 mov_ecx, e

ES Bl FB FF FF call egne

Breakpoint to the first call of DropFiles
And now we can analyse the second loop of decryption.

The first step is the initialization of the decryption function.
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0040114F cc

. o int3
EE— 55 push ebp
(00201151 BB EC mov ebp,esp
e/l 00401153 83 E sub esp,7C
o/ 002011586 Al 78 10 41 00 mov eax,dword ptr ds:[411078]
| 00401158 33 Cs xor eax,ebp
e | 00401150 89 45 FC mov dword ptr ss:[Jebp-4l,eax
o| 00401160 56 push esi
o| 00401161 88 F1 mov esi,ecx
o| 00401163 33 €0 xor eax,eax
e|| 00401165 33 € Xor ecx,ecx
e| 00401167 €7 45 90 04 00 01 00|mov dword ptr ss:[Jebp-
e|l 00s0116E C7 45 94 02 00 07 00|mov dword ptr ss:[ebp-
o || 00401175 C7 45 98 03 00 09 00|mov dword ptr 55:[ebp-
o| 0040117C C7 45 9C 02 00 07 00|mov dword ptr ss:[ebp-
o| 00201183 C7 45 A0 04 00 02 00|mov dword ptr ss:|[ebp-
o || 00201184 C7 45 A4 01 00 08 00|mov dword ptr ss:|[ebp-
o| 00401191 C7 45 A 06 00 05 00|mov dword ptr ss:[ebp-
e| 00401198 C7 45 AC 02 00 09 00|mov dword ptr ss:[ebp-
o 0040119F €7 45 BO 07 00 02 00|mov dword ptr ss:|[febp-
e/l 00401146 C7 45 B4 03 00 01 00|mov dword ptr ss:[ebp-
e|| 0040114D C7 45 B8 09 00 07 00|mov dword ptr ss:[ebp-
o || 00201184 C7 45 BC 05 00 02 00|mov dword ptr 55:[ebp-
o| 00201168 C7 45 €O 01 00 05 00|mov dword ptr ss:[ebp-
o | 002011c2 C7 45 €4 07 00 OB 00|mov dword ptr ss:|[ebp-
e| 0020119 C7 45 €8 05 00 01 00|mov dword ptr ss:[ebp-
o| 00401100 C7 45 €C 07 00 03 00|mov dword ptr ss:[ebp-
o| 00401107 C7 45 DO 0& 00 06 00|mov dword ptr ss:[ebp-
o| 004011DE C7 45 D4 02 00 03 00|mov dword ptr ss:[ebp-
o/l 004011E5 C7 45 D8 06 00 02 00|mov dword ptr ss:|[febp-
el 004011EC €7 45 DC 01 00 09 00|mov dword ptr ss:|[febp-
e/l 004011F3 C7 45 EO 06 00 07 00|mov dword ptr ss:[ebp-
o || 002011FA C7 45 E4 07 00 08 00|mov dword ptr ss:fe
o| 00201201 C7 45 E8 09 00 02 00|mov dword ptr ss:fe
e | 00201208 C7 45 EC 01 00 03 00|mov dword ptr ss:fe
o || 0020120F €7 45 FO 04 00 07 00|mov dword ptr ss:|[febp-10,70004
e| 00401216 C7 45 F4 05 00 09 00|mov dword ptr ss:[ebp-CJJ,30005
¢|| 00401210 €7 45 F8 05 00 07 00|mov dword ptr ss:[ebp-&],70005

Set for the second loop encryption

And after we find the xor and store the result in esi+eax.

®|| 00401224 B85 FF test edi,edl
1 00401226 74 14 je eqgnedt32.40123C
0 00401228 B3 F2 36 cmp 2cx,36
1 0040122E ~ 75 02 jne eqnedt32.40122F
I 00401220 33 C9 XOr ecx,ecx
I 004012 2F BA 54 4D 90 mov dl,byte ptr ssi|lebpt+ecx=2-70{
! 00401233 30 14 06 xor byte ptr ds:[esi+eax],dl
I 00401236 40 1inc eax
i 00401 41 inc ecx
i 004012 38 C7 cmp eax,edi
i 00401234 ~ 72 EC jb egqnedt32.401228

Decryption loop

In the first step of the decryption loop, the result is written to 411BCO in the address space

of EQNEDT32.exe.

00411BCO|7C 9D E5 7A|0B8 55 57 D2|D2 FA 98 1F DA 3D 3A AA| |, &z.UwbOd...=:2
00411BD0| 85 &0 Al 8F |4F &1 EF 81|43 51 1B 53|40 07 BT 47|. i.0ag.CQ.¥M.-G

Before the decryption

After tree loops, we obtains the header of zlib compressed object.

00411BC0|78 9C EC 7A|0B 55 57 D2|DZ FA 98 1F|0DA 3D 3A AA|x.iz.Uwbdd...=:2
00411BD0| 85 &0 Al 8F |4F 61 E7 81|43 51 1B 53|40 07 BF 47|. j.0a¢.CQ.YyM.-G

After the decryption

And at the memory page 021E0000, a PE is decompressed.

4% Dump 1 | L4 Dump 2 | 4 Dump 3 | L4 Dump 4 | L4 Dump 5 | @8 watch 1 | Ix=l Locals | .?Struct|

Address | Hex ASCIT

021E0000 |AD OO0 85 OO[AD 00 8% QO[O0 OO0 OO0 00[00 0D OO0 00| [l. e «eeeacennns
021E0010| 00 FO 3E 00|00 FO 3E O0|6F 15 Fi OF (00 00 00 04| .0>..8>.0.f.....
021E0020|00 00 00 00|00 00 OO0 00|00 OO0 OO0 00|00 00 00 00|« veveeeeenennn.
021E0030| 00 00 00 00|00 00 OO0 00|00 00 OO0 00(00 00 00 00|« v eeenaennns
021E0040| 00 00 00 00|00 00 OO0 00|00 00 OO0 00|00 00 00 00|« v v e enaennns
021E0050| 00 00 00 00|00 00 OO0 00|00 00 OO0 00(00 00 00 00|« v v eeennennns
021E0060| 00 00 00 00|00 00 OO0 00|00 00 OO0 00(00 00 00 00|« v eeenaennns
021E0070|00 00 00 00|00 00 OO0 00|00 OO0 OO0 00(00 00 00 00| v veveenrnnennns
021E0080| 00 00 00 00|00 00 OO0 00|00 00 OO0 00|00 00 00 00|« v eeenaennns
021E0090| 00 00 00 00|00 00 OO0 00|00 OO0 00 00|00 00 00 00|« veveeeeenenen
021E00AD| 00 00 00 00|00 00 OO0 00|00 00 OO0 00|00 00 00 00|« v eeenaennns
021E00BO| 00 00 00 00|00 00 OO0 00|00 00 OO0 00|00 00 00 00|« v eeenaennns
021E00CO| 00 00 00 00|00 00 OO0 00|00 00 OO0 00|00 00 00 00|« v eeeeaennns
021E00DO| 00 00 00 00|00 00 OO0 00|00 00 OO0 00|00 00 00 00|« v eernaennns
021E00EQ| 00 00 00 00|00 00 OO0 00|00 00 OO0 00(00 00 00 00| «aveve e ennennns
021E00FO| 00 00 00 00|00 00 OO0 00|00 00 OO0 00(00 00 00 00|« v eeenaennns
021E0100| 00 00 00 00|00 00 OO0 00|00 OO0 00 00|00 00 00 00|« ve v eeeenenen.
021E0110| 00 00 00 00|00 00 OO0 00|00 00 OO0 00|00 00 00 00|« v v e enaennns
O21F0A 200 00 00 00 00 o0y O 00 OO0y 00 00y O loy O 0y el o o0 0 oo Lo oL oo .

Page memory allocated to store the dll
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021E0110
021E0120

- e Tose o L s s wu wu MR LU e T
#® (| 0040124D 83 C4 04 add esp,4
e || 00401250 57 push edi
e || 00401251 49 push esi
& || 00401252 8D 40 8C lea ecx,dword ptr ssilfebp-740
#|| 00401255 51 push ecx
e || 00401256 50 push eax
e || 004012357 89 45 B8 mov dword ptr ssilebp-7s],eax
L] EE D1 OB 00 0O call eqnedt3z2.401E30
Ey— 85 CO test eax,eax
[e==e ~ 75 25 jne eqnedt32.401288
| 50 push eax
i 00401264 &8 80 00 0O 0O push 8o
| 00401269 6A 02 push 2
! 0040126E 50 push eax
! 0040126C 6A 02 push 2z
1 00401 &8 00 00 00 40 push 40000000
| 00401 53 push ebx
| 00401 FF 15 0OC BO 40 00 €all dword ptr ds:[<&CreatefFilew=]
f BB FO mov esi,eax
! 83 FE FF cmp esi,FFFFFFFF
! ~ 75 18 jneheqnedt32.401299
i ] 1
'
eax=0
LLext:0040125F eqnedt3z.exe: $125F #125F
WYpump 1 | G4 Dump 2 | @ypump3 | Wypump4 | @oumps | @ watch 1 | =] Locals | 2 struct |
Address | Hex ASCII
021E0000|AQ 00 8 00 00 00 00 00|00 00 00 OO|N... ...........
021E0010| 00 FO 3E 00|00 FO 3E 00(6F 15 F1 OF |00 00 OO0 O4|.0>..0>.0.
0Z21E0020( 4D _SA 90 00|03 00 OO 00|04 OO0 OO0 OO(FF FF 00 00 (MZ.... .
021E0030( B8 00 00 00|00 0D OO 00|40 0O OO0 00|00 00 OO OO0
021E0040(00 00 00 00|00 OO0 OO 00|00 OO OO0 00|00 00 OO 00
021E0Q050(00 OO OO0 OOQ|00 00 0O 00|00 OO0 00 0O|DE OO0 OO 00
0Z21E00&OD|OE 1F BA OE|00 B4 09 CD |21 BS 01 4C(CD 21 54 658|..
021E0070| 69 73 20 70|72 6F &7 72|61 6D 20 63|61 6E 6E &F|is program canno
021EQ080(74 20 62 65|20 72 75 GE |20 &9 GE 20|44 4F 53 20|t be run in DOS
021E0090| 6D &6F &4 65(2E OD OD OA |24 00 00 00|00 00 00 OO |mode. ... 5. uvuss
0Z1EDQDAD| 7
021E00BO
021E00CO
0Z1EQODO
0Z1EQOED
021EQOFD
021E0100

After decompression

And after the file is created with the following path:
L"C:\\Users\\IEUser\\AppData\\Roaming\\Microsoft\Windows\\Network

Shortcuts\\RasTIs.dlIl”

Stored by ebx.

DropFiles is called a twice to decrypt and decompress the executable file.

The offset where store the file is 00434EF8 and the pe decompressed is stored at

025D0020
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LTeXT:0040127A eqnedt3Z.exe: $127A #127A

| UL LS 4D PSS UD UL U UL IO URUTTU PRLD S L S O U
00401224 B85 FF test edi,edi
00401226 « 74 14 je eqnedt3z.40123C
00401228 83 F9 36 cmp ecx,36
00401228 w TR O02 jne eqnedt32. 40122F
00401220 33 C9 HOF BCX,eCx
0040122F 8A 54 4D 90 mov dl,byte ptr ss:[ebprecx=2-70]
| 00401233 30 14 06 xor byte ptr ds:[esi+eax],dl
®| 00401236 40 inc eax
e 0040123 41 inc ecx
| 00401238 3B C7 cmp eax,edi
& 00401234 ~ T2 EC jb eqnedt3z.401228
. &8 00 EO 3E 0O push 2EEQQOD
e | 00401241 C7 45 8C 00 EO 3E 00|mov dword ptr ss:|[Jebp-74,3EE000
& || 00401248 E8 50 327 00 OO0 €all esqnedt32. 404990
®| 00401240 83 C4 0O add esp,4
e 00401250 57 push edi
& 00401251 56 push esi
& 00401252 8D 4D 8C 1ea ecx,dword ptr ss:[febp-74]
& | 00401255 51 push ecx
®| 00401256 50 push eax
| 00401257 89 45 BB mov dword ptr ss:|febp-78],eax
L] ES D1 OB 00O 00 call eqnedt32.401E30
3 00401 8BS CO test eax,eax
=== & 00401261 ~ 75 25 jne egnedt32. 401288
. e || 00401263 ) push eax
0 ®| 00401264 &8 80 00 00O 00 push 80
! & 00401269 64 02 push 2
! & 0040126E 50 push esax
] ®| 0040126C 64 02 push 2
1 ® || 0040126E &8 00 00 00 40 push 40000000
0 . 7 53 push ebx
H | 00401274 FF 15 0C BO 40 00 €all dword ptr ds:[<&CreaterFilen=]
! » (0040127 A 8B FO mov esi,eax
I & || 0040127C 83 FE FF cmp es1 » FEFFFFFF
d r———-—%( 0040127F «~ 75 18 jne egnedt32. 401299
i e | 00401281 4] push esax
: : @ rnanannn e A AR mA AR mn ST Avime A et e A e T @l T asalinndT A T
L 1 1
e
esi=eqnedt32.00434EFS
eax=0

#Yoump 1 | G4 pump 2 | yDump3 | BeDump4 | ¥4 Dump5 | ) watch 1 | [x=] Locals | 2 Struct |
Address | Hex ASCII

025D0000 |AQ 00 B5 00|00 00 1E 0Z]00 00 DO 00|00 00 00 O0| s ssserernssnee
02500010| 00 FO 3E 00|00 FO 3E 00|&6F 15 F1 OF |00 00 00 04| .0=..0>.0.0hH.
02500020 | 4D A 90 00|03 00 00 00|04 0D OO OO|FF FF OO0 OO|MZ.......... .
025D0030|E8 00 OO OQO|00 00 OO0 OO(40 OO0 OO0 OO|00 00 OO0 00| L ceseee@Bunuaans
0250004000 00 00 00|00 00 OO0 00|00 0D OO0 00|00 00 00 00| 2 ueurenreneenen.
0250005000 00 00 00|00 00 OO0 00|00 0D OO0 OO|FO 00 00 00| ..cue.ue.en.. B...
02500060 | 0E 1F BA OE |00 B4 09 CD|21 B8 01 4C|CD 21 54 &8|..=.. .fr .LiiTh
025D0O07F0( 69 73 20 70|72 6F &7 72|61 &0 20 63|61 6E &E &F|is program canno
02500080|74 20 62 65|20 72 75 GE|20 69 6E 20|44 4F 53 20|t be run in DOS
02500090 | 6D &F 64 65|2E OD OD 0A|24 00 OO0 00|00 0O 0O OO|mode....$.......
0Z5D00AD| 2E EA F5 39|6A BE 9B GA|GA SE 9B GA|GA 8B 9B GA|.8097..33-.37~+]
025D00B0| 4D 4D E6 6A|7A BB 9B GA|4D 4D F5 GA|4F 8B 9B &A|MM=zjz..jMMBIO..J
025D00C0| 4D 4D F6 6A|0OF 8B 9B GA|4D 4D EO GA |63 8B 9B &A|MMAE]...JMMAETc..]
02500000 | 64 8B 94 6A|FO 8B 9B GA|4D 4D EA GA|&E 8B 9B &A[3j..3d..3MME&In..J
02S5D00ED | 4D 4D E7 GA|GE BE 9B GA|4D 4D E3 GA|GE BE 9B &A|MMCIK. .jr-'ll'-'l’ajl-c..j
025D00F0|52 69 63 658|6A 8B 9B GA|00 00 OO0 00|00 00 00 OO|Richj..j........
0250010000 00 00 00|00 00 00 00|00 00 OO0 00|00 00 00 00| .ueeeeerenrenen.
02500110 (50 45 00 00|4C 01 04 00|DD 86 86 49|00 00 00 O0|PE..L...¥..Tlu...
0250012000 00 00 00lE0 00 03 01|08 01 08 o0lo0 €O 0O OO i A

Decryption of the executable dascgosrky.exe

And the path of the new file is : ebx=005DA228
L"C:\\Users\\IEUser\\AppData\\Roaming\\Microsoft\Windows\\Network

Shortcuts\\dascgosrky.exe”

So we have two files in networks shortcuts of Windows.

4 Network Location (2)

dascgosrky.exe )
Symantec 802.1x Supplicant {;:u‘ RasTls.dll

Symantec Corporation .

Files drops on disk

dll hijacking

Dascgosrky.exe is a legit and trusted software develop by Symantec.
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[ o

¥ dascgosrky.exe Properties
Security I Details I Previous Versions |
General |  Compatibiity | Digital Signatures
Signature list
Name of signer: Diigest algorthm Timestamp
Symantec Corporation shal Sunday, February
4 1 | b
Detailz
| ok || Camesl || ool

To load the library RasTls.dll, the executable calls LoadLibrary and GetProcaddress in
sub_401940 to execute the malicious functions
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Buffer= word ptr -414h
LibFileMame= werd ptr -20Ch
var_4= dword ptr -4

sub esp, 414h

mov eax, _  security_cookie
®OE eax, esp

mow [esp+dldh4var_4], eax

push ebx

push edi

paush 104h ; ufize
laa eax, [esp4édZ0h4Buffer]
push eax ; lpBuffer
XOE ebx, ebx

call ds: GetWindowsDirectoryW
mov edi, ds:LoadLibraryW

pash offget LibFileMame ; "HasTls.dil"
=all edi ;| LoadLibraryWw

cmp eax, ebx

mov [esi+d], eax

jnz shert leoc_4013%E1

Y

"E)

moW

j=z

lea
Fash sax i lpLibFileName
call edi ; LoadlibraryW

pash offset LibFileMame ; "RasTls.dll”
laa
push ecx

push offset aSSystem328 ; "%s)\\system32\\is”
lea
pash 104h

pash edx

call sub_403561

acx, [asp4dZ0h4Burffer]

edx, [esp+d2Bh+LibFileName]

esp, 14h
eax, [esp+4lCh+LibFileName]

eax, =hbx
[esi+d], eax
shoert loc_401Al1B

]
¥

"™E

loc_4019B1:

mow ek, [e=isd]

MoV &dli, ds:GetProcAddress

push effsct ProecHame ;| "RasEapletInfe"
push ecKx ; hModule

eall edi ; GetProchddress

emp eax, ebx

mow [esi+0Ch], eax

jz short loc_401AlB

|‘ |

E

mov
push
push
call
cmp

jz

edx, [esid+d]

affast lnllllp!m "RasEapFreeMamory”

edx ; hModule
edi ; GetProcAddress

eax, ebx

[esi+14h], eax

short loc_401AlB

Dascgosrky.exe loading the malicious
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¢ Attributes: bp-baszed frame
sub_SJEE15F0 proc near

Dst= byte ptr -20Ch
var_ 4= dword PE].' —d

push ebp

mov ebp, esp

sub asp, 20Ch

mow eax, __ security_ceokie
XOL eax, ebp

mov [ebpévar_4], eax

pash esi

push edi

push 208h i Blze

lea eax, [=bp+Dst]

push 0 : Val

Fash sax ; Dat

may esl, eax

=all memsat

add esp, 0OCh

lea cax, [ebp+Dst]

push 104h ; ulize
pash SAX ; lpBuffer
call de:GetSystemDirectoryW
push 0Ch i MaxCounk
push offset aRastlsDll ; \Virastls.dll
lea eax, [ebp+Dst]

pash 104h ; SizeInWords
push &A% : Dst

call ds:wcsncakt_s

add esp, 10h

lea eax, [ebp+Dat]

pash Sax ; lpLibFileaName
=all ds: LoadLibraryW

mov [esi+d], eax

test eax, esax

jz short loc_63EE1ABRC

The original file

If we check the exports in IDA, we just have a dllentrypoint. The dll is executed like this.

2

e
mo edi, ds:GetProchddress
pu:h offaat lnl:aapgntlnzn - RasEapGetInfo
push eax ; hModule
call edi ; GetFrocAddress
mov |esi4+0Ch], =ax
test &AX, SAX
jz short loc_&3EE1ARC
lil
pash offset aRassapfresmemc ; “"RasEapFresMemory’
push dword ptr [esid4d] ; hMedule
call adl ;| GetProcAddress
moV [esi+l4h], eax

We'll analyse the RAT in the second Part.

Infrastructure of Attackers

The domain contacted is wouderfulu.impresstravel.ga and this domain resolved on

192.99.181.14.
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0

192,89,181.14

o
w
5]

® @

coco.sodexoa com. wouderfulu.impresstravel.ga

Domain wouderfulu.impresstravel.ga

This IP has differents domains found with PassiveTotal and theses domains is recorded in
the IP 176.223.165.122.

Many domain names is used for Vietnameses people.

—

? @ @ fin_rnahw are-sinkhole. net

http:jfnew . aggpnew 5. com/6341 441 7. PR e D
®

@ gatew ay.visthactinmai. cam
can
@

hn.dulichbizndaa.arg

@"‘ thaitiet. mak ar=-sinkhale. net
it o
176.222.1€5.122
9 'h;' @ halang. dulicheulas. com
Beliz= 152.95.181.14 o
@
N a dn.dulichbiendas arg

hitp:/icoce. sodex oa. comf
B Zc6eeZc2l42del faadl aanzb2cf0a5ce...

= \ e 3. mabw arz-sinkhale. net

Expansion of domains
There are two domains really interesting:

Halong.dulichculao.com is already used in the campaign targeting Viethnameses
organizations.

https://www.fortinet.com/blog/threat-research/rehashed-rat-used-in-apt-campaign-aqgainst-
vietnamese-organizations.html
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https://www.fortinet.com/blog/threat-research/rehashed-rat-used-in-apt-campaign-against-vietnamese-organizations.html

For Fortinet is the Chinese hacking group 1937CN.

If we compare the TTPs, it’s really similar. They used RTFs to make the intrusion and dll
hijacking to load the real payload.

And the name of domains are really similar between the campaings.
The second one is:

Cat.toonganuh.com is a subdomain of tooganuh.com recorded by
florence1972@scryptmail.com

Conclusion

The Chinese hacking group 1937CN continues to target Vietnam officials with the same
TTPs with a refreshing on the tools used. The toolset used by this group to create RTF
malicious document has the same properpy of the SideWinder.

| want to thank my buddies on “Zone de Confort”. It's with this dreamteam, | can finalize
correctly this analyses.

In the second part, we analyze the RAT using in this campaign. Or if another reverse can
make that, I'll paid a beer ;)

IOCs for the paper:

domains:
dn.dulichbiendao.org
gateway.vietbaotinmoi.com

web.thoitietvietnam.org
hn.dulichbiendao.org
halong.dulichculao.com
cat.toonganuh.com
new.sggpnews.com
dulichculao.com
coco.sodexoa.com.
thoitiet.malware-sinkhole.net
wouderfulu.impresstravel.ga
toonganuh.com
coco.sodexoa.com

IPs:
192.99.181.14
176.223.165.122

RTFs:
42162c495e835cdf28670661a53d47d12255d9¢791¢c1c5653673b25fb587ffed

8.t
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mailto:florence1972@scryptmail.com

2c60d4312e4416745e56048ee35e694a79e1bc77e7e4d0b5811e64c84a72d2d7
PE:
f9ebf6aeb3f0fb0c29bd8f3d652476cd1fe8bd9alc11cb15¢c43de33bbce0bf68 (exe)

9f5da7524817736cd85d87dae93fdbe478385baac1c0aa3102b6ad50d7e5e368 (dll)

Update:

The payload is PlugX. Thanks to Gabor Szappanos
https://twitter.com/GaborSzappanos/status/1024622354582908928

Update |IOCs:

597¢c0c6f397eefb06155abdfS5aal9a7476c977c44ef8bd9575b01359€96273486 59.rif
11f38b6a69978dad95c9b1479db9a8729ca57329855998bd41befc364657d654 RasTls.dll
f9ebf6aeb3f0fb0c29bd8f3d652476cd1fe8bd9alc11cb15¢c43de33bbceObf68 RasTls.exe

b70069e1c8e829bfd7090ba3dfbf0e256fc7dfcefc6acafb3b53abcf2caa2253 b7.rtf
77361b1ca09d6857d68cea052a0bb857e03d776d3e1943897315a80a19f20fc2
spoolsver.exe
9fba998ab2c1b7fec39da9817b27768ba7892c0613c4be7c525989161981d2e2 vsodscpl.dll

9d239ddd4c925d14e00b5a95827e9191bfda7d59858f141f6f5dcc52329838f0 9d.rtf
087d8bee1db61273a7cd533d52b63265d3a8a8b897526d7849c48bcdba4b22ec RasTls.dll
f9ebf6aeb3f0fb0c29bd8f3d652476cd1fe8bd9alc11cb15¢c43de33bbceObf68 RasTls.exe

332aa26d719a20f3a26b2b00a9ca5d2e090b33f5070b057f4950d4f088201ab9 rtf

932a353320a8e27923880401a4a0f3760374b4d17dcd709d351e612d589b969d
vsodscpl.dll

77361b1ca09d6857d68cea052a0bb857e03d776d3e1943897315a80a19f20fc2 ScnCfg.exe
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