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Post-Exploitation

OK I’m in… Now What???



Darkoperator



Why?

• Determine the value of the machine compromised,

• Maintain control of the machine for later use,

• Value depends on sensitivity of data and usefulness in further 
compromising the network,

• Helps identify and document:

– sensitive data, 

– identify configuration settings, 

– communication channels, 

– and relationships with other network devices.

• Go beyond Exploit verification

• Shows how vulnerabilities can be chained to gain higher level 
of access (real-life attacks!!!) 4



Post-Exploitation RoE

• Protect the client

• Protect yourself
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Infrastructure Analysis



Techniques Used

• Platform specific (requires familiarity with target)

– Windows, *NIX, OS X, etc

• Security Modules used on target

– Home system, domain system, file system options used 
such as ACL’s, etc

• What to check? Lets see what !
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Network Config.

• Interfaces

• Routing

• DNS Servers

• Proxy Servers (Net/App Level)

• ARP Table
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Network Services

• Listening Services (TCP, UDP, etc), 

• VPN Connections,

• Directory Services, 

• Neighbors
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Pillaging

• Obtaining information from targeted hosts 

– files containing personal information, 

– credit card information, 

– passwords, etc. 

• Satisfy the goals or as part of the pivoting process.

• Location of this data will vary depending on the type of data.

• Knowledge of commonly used applications, server software 
and middleware is very important.

• Special tools may be necessary to obtain, extract or read the 
targeted data from some systems.
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Check?

• Installed Software,

• Installed Services:
– Security Services

– File/Printer Shares 

– Database Servers

– Directory Servers

– Name Servers

– Deployment Services
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– Certificate Authority

– Source Code Management 
Server

– Dynamic Host Configuration 
Server

– Virtualization

– Messaging

– Monitoring and 
Management

– Backup Systems

– Others please add…



Sensitive Data

• Key-logging,

• Screen Capture,

• Network Traffic Capture,

• Previous Audit Reports (lucky day)!
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User Information

• On System,

• Web Browsers,

• IM Clients
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System Configuration

• Password Policy,

• Security Policies,

• Configured WiFi Networks and Keys.
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High Value/Profile Targets

• Can be identified and further expanded from the targets 
identified in the pre-engagement meetings thru the analysis 
of:
– Data gathered,

– Interactions of those systems,

– Services they run.

• This view of the operation and interactions of these high 
value/profile targets helps in the identification and 
measurement of impact that can be gained to the business do 
to the data and processes and to the overall integrity of the 
client’s infrastructure and services.
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Data Exfiltration

• Mapping of all possible exfil paths,

• Testing exfiltration paths,

• Measuring control strengths
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Persistence

• Autostart Malware

• Reverse Connections

• Rootkits
– User Mode

– Kernel Based 

• C&C medium (http, dns, tcp, icmp)

• Backdoors

• VPN with credentials 
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Diving Further (Infra.)

• From Compromised System:
– Upload tools, local system tools, ARP Scan, Sweeping, DNS Enum, 

Directory Services Enum, Brute force, Execute Further Exploits 

• Thru Compromised System:
– Port Forwarding, Proxy, VPN, Execute Further Exploits 
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Cleanup

• Process of cleaning the system after completing the 
penetration test.

– User account: connect-back users

– Binaries installed: executables, scripts, backdoors, rootkits, 
etc

– Temp Files

• Restore original configuration setting if modified.

• Leave no trace

• Proper archiving and encryption of evidence to be handed 
back to customer

Note: Ensure documented steps of exploitation 19



Special Thanks

to the Penetration Testing Execution Standard 
(PTES) Team …



Summary

• Explained what Post-Exploitation is, & why its needed,

• The need to check the Post-Exploitation RoE,

• What do we mean by Infrastructure Analysis,

• What is Pillaging,

• What is Sensitive Data, and how to identify it,

• What User Information we need to gather,

• What are System Configurations, and where to check for them,

• Explained what is High Value/Profile Target, and what business 
impact they could lead if compromised,

• What do we mean by Data Exfiltration,

• What is Persistence, and methods to perform it,

• What is the Cleanup phase, and why is it necessary.
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