Working with Immunity Debugger

In this Lab we want to have a basic understanding of Immunity Debugger which we will be using
for the rest of the course. From the Virtual Machine given, open Immunity Debugger to reach
something similar to the following screen:

&} Immunity Debugger - [CPU] - O X
€] File View Debug Plugins Immlib Options Window Help Jobs

PN KNI RE CE T AR S W D WERIWRD oy corsirg oo onger

~ Registers (FPU)

Address

Need support? visit http://forum.immunityinc.com/ |Rear1y

Load any application, for example the putty.exe (or anything else). It does not matter for this lab;
we only want to have a basic understanding.
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You should end up with something similar to the following:

% Immunity Debugger - Exploit!.exe - [CPU - main thread, medule Exploit1] — [m] x
(€] File View Debug Plugins Immlib Options Window Help Jobs

5T WX » 1M A B L em e w b b 2 s I —
(IR % E8 Cre2eeee Exploitl.004015E0 * Registers (FPU)
."E9 14FEFFFF Exploitl.00401180 LB88LGLL
td PUSH EBP 9040130C Exploitl.<HoduleEntryPoint>
. MOV EBP,ESP 8040130C Exploitl.<HoduleEntryPoint>
MOV EAX, 08212000
PUSH ESI BO19FF84
. HOV ECX,DHORD PTR DS:[EAX+3C1 B019FF94
90401320 | . B83C8 ADD ECX,EAX 0040130C Exploitl.<HoduleEntryPoint>
90401322 | . OFB741 14 HOVZY EAX,WORD PTR DS:[ECH+141 9040130C Fxploitl.<ModuleFntryPoint>
00401326 | . 8D51 18 LEA EDX,DHORD PTR DS:[ECK+181 . . .
00401329 | . 8308 DD EDX . EAX 0040130C Exploitl.<ModuleEntryPoint>
0040132B | . OFB741 @6 HOVZ¥ EAX,WORD PTR DS:IECX+61 ES 802B 32bit @(FFFFFFFF)
0040132F | . 6BFO 28 THUL ESI.EAX,28 CS 8823 32bit O(FFFFFFFF)
00401332 | . B3F2 ADD ESI, EDX S$ 0802B 3?bit O(FFFFFFFF)

- 3BD6 CHP EDX.EST DS 802B J2bit @(FFFFFFFF)
- Th 19 SHORT Exploitl.08401351 F$ 0053 32bit 215080{FFF]
. 8B4D 6C HOV ECK, 6S 002B 32bit O(FFFFFFFF)
3B4A OC CHP ECH,DWORD PTR DS:[EDX-C]
SHORT Fxploit1.80401340 LastErr FRROR_SUCCESS (00080000)
HOV EAX,DHORD PTR DS:IEDX+81

00401343 | . ADD_EAX ,DWORD PTR DS: [EDX-C1 060806246 (NO.NB.E,BE,NS,PE,GE,LE)

081815E8=E;Dloit1.BGAGISEB ST8 empty g
ST1 empty g

(LRI TS JOF 78484 &a=u RETURN to KERNEL32._75F 178
ge212e68e . 1.
T5F 18468 "&=u KERNEL32.BaseThreadInit
4B88&6AL DFeK
B019FFDC wm 1.
77663850 70fw RETURN to ntdll.77663050
08212608 . *t.
. . 6E/DB4B9 _4]1n
1Y) .. .. L | Be0p6RE8 _ . ..
00,03040 00 .. e onoeoeoe ...
00403048 00 08212608 . *?.
0403050 06 gegeaees . . .
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[17:08:31]1 Program entry point |[Paused

Task #1: Basic navigation - Panes:
e Whatis the Top left pane for?

e What is the Bottom left pane for?
e What is the Top right pane for?

e \What is the Bottom right pane for?
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General:
e What does paused mean?

e Which instruction should be executed after resuming the program?
e What is the first value in the stack?
e What does it point to in memory?

Windows:
o Where is the loaded modules window and what is it for?

e Where is the log window and what is it for?
e Where is the CPU window and what is it for?
® Where is the breakpoints window and what is it for?

Task #2: Finding program sections
Find the .text section of your application and tell me, what is the access available to this
section? Why?

Task #3: Other navigations

Please navigate and try to understand the different debugging features available, how to add
and remove a breakpoint, how to search for commands, add comments, and following
commands. You will be learning more during the course, but these are most of the basics that
we need for now.

Task #4: Open vs Attach
What is the difference between “File - Open” and “File - Attach”?

Task #5: Reflection
Please reflect on what you learned in this lab.
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