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Return-Oriented Programming (ROP) 2—Ff b mai i iy 7y =, HEWS
FAIA RSB R gadgets BRI THCH& B TR #4E, WA
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AN EREIRRIBT ) canary, NX, ASLR %, X FiX R Bt Tl

PaX/Grsecurity RAP j2—Fp CFI gyscil J7 =, ACHiiA T RAP FysZIL,
DI RAP 190ift, DAREEBSCELAY hl-cfi 9528,

1 53l

Return-Oriented Programming (ROP)(Krahmer 2005) & —# Ho 4% 5 2 40t
752, /& code-reuse attack () —7Ff, REGEF FHIA AADiE L A gadgets
HORB TR R TR MRAE, CEAM5E LI gadgets 2 EI R T
Y (Shacham 2007). BA R HTF-B A Control-flow integrity (CFI) j24%}
XPIXFH I AT o AN AR S A B R {8 canary, NX, ASLR
&, AT IRER I TERL

H M CFI(M. Abadi and Ligatti 2005) #2&H DIk, KM ZEHARE, [
gee upstream HAJ vtv DL LLVM cfie A X eescig il SRR, vtv
B f# virtual table, LLVM cfi 22— forward cfi SCHL, %A backward #f
o RIS, PaX/Grsecurity RAP(PaX 2018) X kernel Z 51| (B2
AR, AE4FE forward T HAHE backward SZE, backward cfi
FR SRR 32 L P B8 — Dt 2 M —— AT AN AE = BRI R
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BTk

AR F BTSN Ry A A PaX RAP LA A Hardlinux hl-cfi(zet
2018) FECHELL A SEE

N

AN LA 2 B, 3 Bk, 4 ZhRLLRASR TAE.

2 Wi

Return-Oriented Programming (ROP)(Krahmer 2005) J& return-into-
libe(J. Pincus 2004) H—Ff—HIEX, Wit @ &4 HiRAZEA libe,
ROP [ i FR AT — A 1 gadgets BEAT. gadgets 22U 2
R BL —BokiLL ret $5045F, A28 ROP gadgets /2R 58
#11 (Shacham 2007), FHit b3k, ROP 1J DL BT T3 19 B Sk (oo
.

TR T — AR ROP Bl E7r, Rk IET (N. Carlini 2014).
R Stack & stack ®IIAM N gadgets HUMBHE, 47 AY Instructions
LA ret 52 gadgets Hi7e)d stack QEHYMESEZARIR o IX DT HYSS
JE%L 0x32400 JNFEIHHE 0x4a304120 7k AOE

AT Ao n LA 2] ROP A ARIARARJR R - jit/2 call/jmp/ret & T
JFIRAR R IR T XA AT A& H T Control-flow integrity
(CFI)(M. Abadi and Ligatti 2005). J5UHUsl /2 7R 1 G i o IR A AR 0
BRI RIS et A iR . A call/jmp/ret 224z il AN
G, AR T RIS R B2 A A B T o Ak A

T ROP H IR A&7 (Krahmer 2005)(Shacham 2007)(N. Car-
lini 2014).
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Instructions

Stack

§331cB34 _Leret
423304126 pop
831e5201 W LetTEL
EEE32400 i mov
. _.ret

832a34b9 I
83247321 W= Sl
R o

83294a3a 4\__\_\_*
—— pop
42304120 __.ret

83200265 4-\___________+
Moy
ret

ROP E7x

BEdXx

ehx

eax, |eax]
eax, ebx
ECX

[ecx], =2ax
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3 HkESH

TSR PaX RAP BYENE R HSII, HHrixFpor 20 kB HEREBRE, A
Hardenedlinux 41 X fr 440 Bt »

B SR AR A A, ROP A A ARIERLE IR O it B T JER AR RO 2
Lo Fir AR HH R ARG 0 A o AR feT B A SR AR P2 I A A% RO MU T Fhi 4 8
B NATIACRG o X HE AP — trade-off (75 [&: (B AFEAEARIE—EH
BERITR BN A H BT (2

XTI RS w] LA -

1) EHEWAMN call/jmp
2) [EIEEH A call/jmp - RAP forward cfi
3) i&[A] - RAP backward cfi

XD 1 RIATTEE T8, ROV ELEG HARZALT - text Br, i3 section
A RAEGIR ROP (3tti. Frlh ROP BB st &8t x50 2 #1 3.

HE ARG EAR R BT S SRR « XTSI F R FH A R B R NI PR
BB E AR, 3T ret MR XTH 3 BY ret Sfeisi il LA
FEA ret BUEMWERE], dl 2 AT BRI AT, dupti2 backward
coff FISEBLA, WAlEXS T AT ret ARG EALHE. (H2X TR0 2 ki IR
TZ ., TR AR S ERAET I 00 2 BRI X5 T 20 A e 1 A s £
XA AR NP A, 24U pointer analysis (A1, A2
RIFE— BB R FERLZ M 4, HXTHREE R — P REE A RS
R TR R )t U2 A AT R PRI BRI 1), 2K [ AL v 3 e R R
PEEEE Ui a I B IRTTsE (KLY 1970 ) — B T8I BAE

PaX RAP Zffi i gee plugin(GCC-internals 2017) RSEHIK), gee plugin /&
gee TRMLZE S =T REFF I — M-, AT LA SE =7 By ARS, AT LAE gee K
FT S A I e AR 2 T LAE gee 320 pass 22 )5 5 2wl LA
PSS =07 BARREVE NI pass, HEARAEMTESE LS gee AHIE AR pass
RAATT o« HARYIEAITNREIE 2% gec-internals(GCC-internals 2017) B
gee A,
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RAP forward cfi

RAP [fJSEILEMCA LA gee pass it gee plugin i\ gee R THY. b
— B9 40 BT R SR ARG 19 1 oK B0 5 a0k TR B FH AR R 8RR 4 1) S
&> NP [a)@l, FrRAZARFER TREFAEBAE A paper DL SIIH
B, 15 gee WEBRYSEELSR Ui —1 flow-insensitive analysis F1—~ Fb#0K5 7
[) flow-sensitive [J%5{%, insensitive HYFLAEF B, BEREmIEAT
G LSRR 7 BRI W R AR 1A R RERR B A, ARADAN R - than
WrEAE static 750 BUL KA bk

flow-insensitive analysis :

static inline bool
may_be_aliased (const_tree var) {
return (TREE_CODE (var) != CONST_DECL

&& ! ((TREE_STATIC (var) || TREE_PUBLIC (var) || DECL_EXTERNAL (var))

&& TREE_READONLY (var)

&& !TYPE_NEEDS_CONSTRUCTING (TREE_TYPE (var)))

&& (TREE_PUBLIC (var) || DECL_EXTERNAL (var) || TREE_ADDRESSABLE (var)));
}

flow-sensitive analysis B3k TCEL, gee AYSLINFEEA F24A T paper(B. Hard-
ekopf 2009) EEHEE, fE gee summit t14 T & & 1) paper(Berlin 2005) #
ro EHT Constraint set f—83k, HRELE gee A/ tree-ssa
HOEEAL b, SR ssa (T RCH, IXHREEET ssa By — DRBLATE . TEAIRY SR
Z:7% (B. Hardekopf 2009)(Berlin 2005). iX2&—MRAURAYE:, 25t
T block NHESHITEA] AT, W HEANREEINTER . SUEE— BRI
ik

Srease, RAP BEIRHERD, BG4 RAP X ERARIAL L, RAP i
T A ARG trade-off, 5 pR KUk R EE H ROR SRTROR A AL BR T
BREE AT RIS B, X dereference BREGESI SIS BIRECEM, BREL
RIINIRBARET TR ST E— BB AIERI(E S, RAP JEFF 1 REX
FREHEFR R, BT B, XS BV R AR AL hash 58, 4R
JE13E]—/> hash {H, X/~ hash {Hu/2 RAP [HEALMAFRHE. hash {H
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HiH R & SipHash-2-4(JP. Aumasson 2012), BRECENIE 1% FRIERL
TEAFRR EHEAZE (ISO/IEC 2011),. He5 7£ [A) e FH A b 7 #l A AU
e RAP FIRIIAALHE AFE gee tree-ssa(Novillo 2003)(Novillo 2004) Ay
TNIE, 1E gee NN tree-ssa Z Hij /& tree-ast(Merrill 2003), 1.2 J5 /&
rt]l(GCC-internals 2017). tree-ssa J& JL-FH gee BEANA, pass HYSZHL Ao

PaX RAP forward cfi alogrithms:

for all gimple code of all function
hashValue = computeHash(currentFunctionType) ;
insertHashValueBeforeCurrentFunction(hashValue);
if (isFunctionPointer(currentPointer))
functionType = *currentPointer;
hashValue = computeHash(functionType) ;

insertHashValueCheckBeforeCurrentIndirectCall (currentPointer, hashValue);

insertHashValueBeforeCurrentFunction(hashValue)

fprintf(asm_out_file, "\t.quad %#11x", hashValue);

insertHashValueCheckBeforeCurrentIndirectCall (currentPointer, hashValue);
value = (long)*((long *)currentPointer - 8);
if (value == hashValue)
currentPointer () ;
else

catchAttack();

LHZE AR RAP forward cff SCRAYRE IS, /£ RAP HUSEE EA =

[

1) BN RAP &A1 pointer analysis, ft LA2xf 40 ek &k it hash
5.

2) LHARASTE RAP (LI FRAE tree-ssa Fon 2, FrAHSLRE
% gimple R OHAD, (/2 RAP HYSEI FiX4e gimple (AL 2 1E
H— D EARIEN gee 1Y, T HAHANIALE R gee BT tree-ssa fifl
pass ZJ&, A2 gee RAANC A EIX LA FAE, R gee
AL EOHIX LR, RS TR AR
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N

3) L bW RE, RAP RYSEBUZEIXT AR 4w hash, Fr A EECEE
TUHRZIE—> hash i, fir LLX@— AT REA IR o

T LB = AR A LAFRAT 125 T Hardenedlinux hl-cfi fsEIE (hl {5
M high level),

hl-cfi alogrithms:

for all gimple code of all function
hashValue = computeHash(currentFunctionType) ;
if (isCurrentFunctionMaybeAttacked(currentFunction))
insertHashValueBeforeCurrentFunction(hashValue) ;
if (isFunctionPointer(currentPointer))
functionType = *currentPointer;
hashValue = computeHash(functionType) ;

insertHashValueCheckBeforeCurrentIndirectCall (currentPointer, hashValue);
Mk RAP 52390 E 69194 1

isCurrentFunctionMaybeAttacked(currentFunction)

lookupPointerAnalysis(currentFunction)
Mk RAP %I L g 2

insertHashValueCheckBeforeCurrentIndirectCall (currentPointer, hashValue)

stmti;
call fptr;

change to =>

// insertHashValueCheckBeforeCurrentIndirectCall(currentPointer, hashValue)



PAX/GRSECURITY RAP % }AkAk 8

ne_expr (lhs_1, s_); // hsahValueCheck()
// FALLTHRU

<bb 777> # true

cfi_catch();

<bb 777> # false

call fptr;

insertHashValueCheckBeforeCurrentIndirect Call(currentPointer, hash-
Value) HJ4Ei N\ SZELA block 5[ gimple code, [ H. hl-cfi B4 A S2TE
tree-ssa pass & JTIA4L, £ pass_build ssa_passes ZHj, ArLAXHTE
B ERACTE, TR gee T AL I AT A RS RET—AMEUAR A A I
insertHashValueCheckBeforeCurrentIndirectCall() pREL K /N TE M H] pass
RN AT, SR TRAR R AR T B X T hl-cfi SR FRA 77 LA
H gee pointer analysis, AFLAXTF isCurrentFunctionMaybeAttacked() HY
T H AR UEAE pass_ipa_ pta(gee flow-sensitive analysis) 2 J5. cfi JF6
MAAAD A 2 — D E IR IR, RO — NI T I A RE AN E Y B e
FHE, WRESOPN (Gupta 1993) FA EBA M. BrLd hl-cfi (y52H]
RS SR 2% Y L RE R R AT REFI A gee BLARIILAL, A IALHSHY hash 4
Bl LR gee i register promotion(Makarov 2007), LA (5 EERES)
#A fuention A (Novillo 2005) i#F—#45HAh pass #E4EH12. FE hl-cfi
¥yt block LA edge HUHTREZE gee #E4E profile {F 5 (Hubicka 2005)(V.
Ramasamy and Hundt 2008), i profile FFH LMD, 255 E2R910ML
pass LU code placement LA}, cache (AR pass FEHE S

fRie RAP 3L 3

/] ERARBENREENEE, FEAEN-cfi BTN, THRZRBEEE,

for all gimple code of all function
if (isCurrentFunctionMaybeAttacked(currentFunction))
insertHashValueBeforeCurrentFunction(hashValue) ;
if (isFunctionPointer(currentPointer))
if (pointerAliasSetChanged(currentPointer, currentCodePlace))

functionType = *currentPointer;
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/] ARAE LR AT AR K — R A seed K A7 B — A

/7 B L RT e # 4 £ A R Bk A A K Bhash{E .

hashValue = computeHash(functionType, seed);
insertCurrentHashValue(currentPointer, functionType, currentCodePlace);

else

hashValue = lookupHashValue(currentPointer, fucntionType, currentCodePlace);

insertHashValueCheckBeforeCurrentIndirectCall (currentPointer, hashValue);

N T DAL 3, TR SISy hash H, HRIFELHRFHI ML

RAP backward cfi

NT Y ret 1R, PaX Team #2H 7 F _ESAEME——1 backward cfi
AR SE BT 52

for all rtl code of all function
if (isCurrentRTLIsRet (currentRTL))
/! A Rgec B & %, 55K B M
retAddress = __builtin_return_address();
/] FEgec B, AR HE A E T AT T UL A iy,
hashValue = getHash(functionType);
insertRetCheck(retAddress, hashValue);

RFFE A R AT A R RAP SCHIRS A 225, RAP L2 — hash-
Value R HI1E

insertRetCheck(retAddress, hashValue)
if (long*((long *)retAddress - 8) != hashValue)
catchAttack();

%1T backward cfi SEi5X KM Z N B ME—AYsZEE, 1 HE RAP forward
cfi —H, R —BERA & HmFER AR B H I EH H I object
B, A @M 8, SEEARUME T, HRE AR B RS Ry
backward cfi, N2 ARM PA(zet 2017),
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4 45t

XFT hl-cfi fSEELAT RAP HSEELAE spec CPU2017 BT — XS He it
FA RAP AHZ AT linux kernel [, eG4 RAP LI IT A& hl-cfi f
Wi, R 77PN LSO A&, AT T RAP V5 — s I H |
hl-cfi 2, EECXZ P F5T kernel BYITH , K4 RS FMES
library {&i 1 Fl#, CPU2017 AR ZMEtHIAGE, Bl s in T

RAP hlcfi hlcfi- RAP / RAP

215 235 9.3%

KZA 9.3% HITERETETT.

BT hl-cfi FYSEEMKRHLT pointer analysis, AN5RM#H 1to(T. Glek 2010) 3k
¥ linux kernel, AH(F hl-cfi WiZos A —PDHAERFRI. lto BIA I —
MRE R R AR EE R linux kernel F4IEAE A, X T hl-cfi AREATEL
A o HHEARSE Tto IYSmIERENS IS
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